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—Who Are We

|7

» Mobile Security Researchers

» Penetration Testers & Creators of AFE

» XYSec

» Have found numerous vulnerabilities in websites such as
Microsoft, Google, Facebook, Paypal, Adobe etc

» Also like finding exploits ;)
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— Some companies we'’ve found
vulnerabillities In
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~_Agenda

» Android Security Overview

» Android Malwares and Recent trends

» AFE : The Android Framework for Exploitation
» Android 0-days and exploits

» App-based vulnerabillities

» BYOD
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—— Quick Intro to Android

Open-source platform by Google inc

Generic builds which can be deployed in any hardware
configuration

fandroid$ Llunch
You're building on Linux

ich menu... pick a combo:
. generic-eng
2. simulator
3. Tull
. Tull |r spo4g-u r'Ir r|||",|
5. full crespo-userdebug
6. crane Ainol NovoTA-eng
ch would you like? [generic-eng] []
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—— Quick Intro to Android

» Linux Kernel, Webkit Browser, Applications

11shell@GT-I9100:/proc $ cat version

Linux version 2.6.38-uHD+ (build@MacBuildServer) (gcc version 4.5.2 (Ubuntu/Linaro 4.5.2-8ubuntu4) ) #55
Thu Mar 21 13:41:12 IST 2013

» Mostly focus on Webkit for exploit-dev

shell@GT-19100:/1ib $ 1s -1 | grep webcore

-rw-r--r-- root root 13964197 2013-03-21 00:20 libwebcore.so
-rw-r--r-- root root 06452924 2013-03-21 00:24 libwebcore.so-arm
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—— Android Security Overview

» Apps run in virtual env/sandbox

» Privilege Seperation

» Each app with own UID and GID
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com.bluestacks.home
com.google.process.gapps
com.bluestacks.bstfolder
com.bluestacks.BstCommandProcessor
kworker/0:3

getjar.android.client
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—— Android Security Overview

» ASLR

» DVM

shell@GT-I9100:/proc/sys/kernel $ cat randomize_va_space
1
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—— Permission Model

Which App would you trust :

An game with INTERNET permission

An game with READ_LOGS permissif
An game with ALL permissions

A game with NO permissions
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—— Malwares

» Android malwares rising day by day

» Getting more complicated 4, Kaspersky Lab

14923
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—— Malwares

» Most of the anti-malwares are signature-based

72 total

SHAZB66: 718910c7d9%ebabdd6al9b7i1be64bbea7978920ae1c01e6e37dff300017d7221 +

File name: file-4832922 apk

Detection ratio: 30/ 46 'f 0 6 0

Analysis date: 2012-12-03 18:52:50 UTC { 1 day, 11 hours ago)

More details
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—— Malwares

»Malwares can easily bypass “all” of the known anti-
malwares

b total

SHAZ256: b4dc06304259198a361c180d36b5bfcB5c36e4dd10b4cacDEf20c3780eedd c99 +

SHA1: 5ea259cBe1bad5c67c0947e671559d95177ece36

MD5s: 9e40e3b0214e664390c7c6ab3f4022c0 .f 0 a 0
File size: B68.4 KB ( 69992 bytes )

File name: 1-stringcrypt.apk

File type: Android

Detection ratio: 4 /46

Analysis date:  2012-12-05 05:29:29 UTC ( 0 minutes ago )

Less details
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— Google Bouncer

» Virtual Environment to check if app is malicious

» Runs the app in a phone like environment for around 5
mins before publishing

» Detects most of the malwares

» Can be bypassed easily

s
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Google Bouncer

rooct@ip-10-160-33-53:fhomefec2-user

File: Edit Wiew Search Terminal Tabs Help

III root@ip-10-160-33-53/home/ec2-user H II_ root@ip-10-160-33-53:/homefec2-user # | jono@apollo:~fbouncershell

00 -
173.194.99.21 - - [12/May/2012 19:13:42] "POST /?v=2.2&1d=9774d56d682e549c HTTP/1.1"
200 -

dr-x------ root root 2012-05-12 11:31 config

drwxrwx--- system cache 2012-05-12 11:31 cache

Lrwxrwxrwx root root 2012-05-12 11:31 sdcard -> /mnt/sdcard
drwxr-xr-x root root 2012-05-12 11:31 acct

drwxrwxr-x root system 2012-05-12 11:31 mnt

Lrwxrwxrwx root root 2012-05-12 11:31 d -> /sys/kernel/debug
Lrwxrwxrwx root root 2012-05-12 11:31 etc -> /system/etc

drwxr-xr-x root root 2012-03-27 01:48 system
drwxr-xr-x root root 1970-01-01 00:00 sys
drwxr-xr-x app 55534 app 55534 2012-03-06 03:25 sbhin
dr-xr-xr-x root root 1970-01-01 00:00 proc
-rwxr-X--- app 55534 app 55534 13289 2012-03-06 08:15 init.rc
-rwxr-x--- app 55534 app 55534 1681 2012-03-06 08:15 init.goldfish.rc
-rwxr-x--- app 55534 app 55534 107412 2012-03-06 08:15 init
-rw-r--r-- app 55534 app 55534 118 2012-03-06 08:15 default.prop
system system 2012-05-12 11:36 data
(= mmm - root root 2011-09-15 00:53 root
root root 2012-05-12 11:32 dev
iono@bouncer $ cat /proc/cpuinfo
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— Analyzing malwares

» Decompile an app -> Analyze the code
» Apktool, dex2jar, Jd-GUI, Androguard, IDA Pro
» Droidbox, Mobile-sandbox, dexter labs, Taintdroid

» Grep + regex with the smali codes

s
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—— Android Framework for
Exploitation

Plugin Based
Architecure

Python

Based e
Libraries

/7
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—— Android Framework for

Exploitation

Offensive

Malware Creation

BotNet Automation

Exploit Writing

Injecting

Defensive

Content Query
App Assesment
Fuzzing

Kernel Assessment
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—— Android Framework for
Exploitation
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— Fake legitimate apps

» Malware se - “ncron Market st o me s ot ot
application

Angry Birds FREE . — -
Logeridnea U EEVETW WA TS WTW ) T E. DAY

Infected Ar

Description

Linig B urigeer powesrs of tha Sngry Blirds o destroy B gresdy paga’ fore
The serviead ol B Anagy Bl b ot wtwie Dish ot fevengs o B grasdy
g e Lis the pnapes pressry ol el bhard 13 dii riry Hha pan [t
lagiure rPplanogre] phy sy hated amepiay w0l hmary o repler vasus [
lvels requawy g @ erd lorse 1o solee

» Have seen

More fimm developer Aregry llirds i Eack wilh @ brawsd npw undergrourad spssodo Miea g e
Cut thi Riopis FREE

eoffomiess sppeite. the bad plogies huve burrisesd deep In wdeergeound ©
EE R 1
P

gt My siads bam yos Lha Be lecshycaps and geolonqy Lo poer advandag
Pl usl of fhessr honfney Pazdirs. Qathedd rare Qe 2 Fidnrse Tel =

» Took Goog pPS IN

: Asssiiin’s Creeds Revels el Lt e
feW Cases —. -.- # o (¥ App Screenshols
o s s |
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— Fake legitimate apps

» Android Market 1 IR M | O

Angry Birds FREE

U AW WRAT'S EW PO EORY

Description

Ling B urigen poswesry of tha Sngry Beds 1o Sestroy Bw groady ps’ lorfie
Tha servhead of T Angly Bk i ol eaiie Dish out 1evenge of a grosdy
thadr e UMb e whigus Powers ol aach bind 13 dotingy tha pig lafteis
lagirey rFualangn] phy ey buted pamapday sl by & replsy vaags L
bvety rpaawy eger. BAE pead lerow B3 sabew

More from develope Aragry Drds o Back WS 2 beaned npw undengroundd apaado Mira g Cine
bepfgmiess appathe. B ol pegrpey Feave Dol deap o amedsiermeosanad ©
g My niods ram yow Lhe Bey lecsincape soad geoseqy Lo yoer Jdvandaeg
Pl i o Thiw hadne Facbics Gatheld rare Qa=rrie S Py T g0

Canl the Repe FREE

L H:.

| ini

Aasanain's Croed Revelas e

& W oW w w3 App EI-I:TEE'rIﬁ hl:lt'i.
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— Fake legitimate apps

Legitimate Smali/Java |V|a|IL:IOUS :
APK codes services Recompiled
added
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— App vulnerabilities

» Apps could contain a lot of vulnerabilities
» Leaking content providers

» Insecure storage / data transmission

» SQLI/LFI

» Other issues

.
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—Using AFE to find vulns




— Android 0-days

» How to find O-days on Android
» Webkit FTW!

» ASLR makes things tough

» Tough but not impossible

» Contact us ;)

.

. XY Security



—BYOD

» BYOD : Next-gen issue
» Enterprises need to be careful

» If a malware gets on a phone, it could jump on the
enterprise’s wifi network

» We provide solutions for BYOD

y

< XY Security



—— Conclusion

v vvyvyvyyvyy

Be safe

Don’'t download apps from 3" party markets
Turn USB debugging OFF

Anti-virus vendors -> Switch to dynamic analysis
Focus on BYOD security

Use AFE (personal/enterprise) to protect apps

We also conduct trainings on Advanced Mobile Hands-
on Security/Exploitation for both Android and I0S

Questions — security@xysec.com

i
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Contacts us at

security@xysec.com
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