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—— Digital Forensics




—— Digital Forensics

» DFRWS (2001) defines

» The use of scientifically derived and proven methods toward the
preservation, collection, validation, identification, analysis,
interpretation, documentation and presentation of digital
evidence derived from digital sources for the purpose of
facilitating or furthering the reconstruction of events found to be
criminal, or helping to anticipate unauthorized actions shown to
be disruptive to planned operations.




—— Digital Forensics Procedure

Source : TTAS.KO-12.0058

“Computer Forensics Guideline”




HDD Imaing Hardware Duplicator
source : joncrel@flickr source: http://www.solstice-inc.com
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—— Keyword Search
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—— Email

Junk E-mail - Microsoft Outlook
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—— Messenger

(@ mam 247

Windows Live Messenger - Dialogue content

[ Messenger List |

Field | Dislogue Account -

| = &2 Windows Live Messenger
1 Information
® J Account information
2? Passward Information
= g Dialogue Contents
1072943641 (lloydlim80@hotn
# % BuddyBuddy
= %4 NateOn
7 Information
% Hashed Password Information
+ @ Yahoo! Messenger
+ F3 Mi3

< | m ¢

Windows Live Messenger - Dial... geniusChan
Windows Live Messenger - Dial... gosky7
Windows Live Messenger - Dial... idke

Windows Live Messenger - Dial... javali

Windows Live Messenger - Dial... liku80

Windows Live Messenger - Dial... lloydlim80
Windows Live Messenger - Dial... lovencrang
Windows Live Messenger - Dial.. marymoore101
Windows Live Messenger - Dial.. marymoore2006
Windows Live Messenger - Dial... mijclic

Windows Live Messenger - Dial... neo-shine -

Dialogue Accoanimocre2006

[ (co)englishwithmarymoore.com (2007-04-02 2% 8:27:31) ]
ha ha ha.

U

[ (co)englishwithmarymoore.com (2007-04-02 2 8:27:41) ]
Cuz | just feel bad if you wont learn from me

[ (co)englishwithmarymoare.com (2007-04-02 2% 8:27:43) ]

[ (co)englishwithmarymoore,com (2007-04-02 2% 8:2810) ]
BRB

[ (co)englishwithmarymoore,com (2007-04-02 2% 8:2815) ]
Got a visitor here
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Copyright (c) 2009, ETRI




—— Anti-Forensics - Eraser

o

Automatic Eraser Magnatic Eraser
source: http://www.wiebetech.com source: http://www.garner-product.com




—— Anti-Forensics - Encryption

MS BitLocker
Drive Encryption (AES)
Windows Vista, 7

Apple FileVault
Encrypted File System (AES)
Mac OS Xv10.3

Options

| Spelling & Grammar ” Track Changes " User Information ” Campatibility |

Asian Typography || File Locations |
| Yigw ” General || Edit " Print " Save | Security

File encryption options for this document

Password to open: | | L&dvanCEd... J

File sharing options For this document

Passwoy

|:| Res

Encryption Iype

Choose an encryption bype:
(AR

bl

R+ e-Eryptographic Provider 1.0

R4, Microsoft Base D55 and Diffie-Hellman Cryptographic Provider

RC4, Microsoft DH SChannel Cryptographic Provider

R.C4, Microsoft Enhanced Cryptographic Provider w1.0

chad |RC4, Microsoft Enhanced D55 and Diffie-Hellman Cryptographic Provider

Digital

Privacy of
[ Ren
O wa

o R4, Microsoft Enhanced RS4 and AES Crvptographic Provider (Protabype)

Ml Choose a key length: I:I

Encriypt document properties
Macro sex L e

Adjust L oK J [ Cancel

contain

trusted macro developers,

MS Office Encryption Option
Various Algorithm



—— Anti-Forensics - Countermeasure

88 Node Performance : 200,000,000/sec

GPU based parallel password search FPGA based password search
Source : ETRI Source : www.tableau.com







—— SmartPhone Forensics




—— SmartPhone Forensics

Target Models >1,000/Year >10/Year
0S Symbian, Qualcomm iOS, Android, Windows
Mobile, BlackberryOS
Interface Various usB
Acquisition Logical, Physical Logical, Physical,
Backup
Data Phone book, Call history,  + Email, Web History, Map,
SMS, Photo, Schedule Location, SNS, Message,
App, ID/PW
DB Format Various Sqlite
3rd Party App - App Market




—— Analysis - Briefing
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—— Analysis - Timeline

[l ETRI Smart Phone Forensle Visuslizaien Analysts - Timeline
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—— Analysis — Web Browsing

: Acquisition | Analysis | Report
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—— Analysis — Location & Routing
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—— Analysis — App

Phone Call Skype, Viber, Google Voice, ...
Message Cacao Talk, iMessage, Twitter DM, Facebook Message, ...
SNS Twitter, Facebook, me2day, ...
Storage Dropbox, uCloud, SugarSync, Box.net, iCloud, ...

Key DataVault, 1Password, Strip, ...

1 @ osfoora =

Pete Cashmore

v : 24 Jane Smith

Mashable's Facebook page is =
240,000+ strong! You can join in
here:
http:iffacebook.com/mashable

kY, W4 Arron Hirst
s~ ailbreaking — Now Legal In The
US - http://rfly.me/cBk

TOP STOR

TechCrunch
TC Now Legal In The U.S.:

[
£
f

Jailbreaking Your iPhone, Ripping
A DVD For Educational Purposes - l
http:/tern.ch/dg2eS6 l
Beatweek Magazine J
Phone 4 iree case bonanza: the
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—— Analysis — Communication Network
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—— Analysis — Social Network
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—— Problem or Inconvience

Large Storage — Search Space++ — 1TB 14H? (20MB/s)

Forensics=

New Device/Service — New Tools—> Buy/Educate? —
Tool Expert?

New Environment ->|nternet —> Cloud Computing — Smart Phone
(Blog,Cafe, SNS)  (Seizure & Search Warrant?)

Binary Search — Index Search — What if keyword is not known?




—— New Viewpoint

Investigating the case, not the device —> Need information, not data

Multiple device/services per user —> Need multi(source) data integration

Continuous device/service creation/change —> Need a framework to host

Multiple remote sites > Need mobility & connectivity

Volatile evidences —> Need acquisition method & third party attestation




—— The Future of Digital Forensics

Data Centric Analysis > Conduct Centric Analysis

Forensic Tools > Forensic Services




—— Conduct Centric Analysis

» Multi-source Evidence Acquisition

» Relationship Analysis

» Intuitive Analysis

» Automatic Analysis Based on the Profile




—— Forensic Services

» Parallel/Distributed Platform for Large Data Handling
» Adapting Fast Changing Device/Tools
» User Mobility & Connectivity




—— Forensic Cloud: Forensics as a Service

Forensic Cloud Technology Framework

Presentation Layer

Front-End Layer Real-time Digital Forensic Service -Discovery Service
Visualization Analysis Automation e-Discovery
Data Processing Layer Forensic Index File/Memory Analysis

Forensic Forensic File Multi-source Online Forensic .
. . .. . s Attestation
VFS Filter Acquisition Data Acquisition

Review/Reporting

PW/Anti-Forensic

Distributed Platform

(Cloud/Grid) Centralized Repository

Platform Layer Single Platform (Win/Linux)




—— Forensic Cloud: Forensics as a Service

Client Layer

Front-End Layer

Data Processing Layer

Platform Layer

Forensic Cloud Technology Framework

Mobile Support = User Mobility/Connectivity

- Intuitive Analysis

Parallel/Distributed Computing

> Core Function Acceleration




—— Forensic Cloud: Forensics as a Service

Analysis
Automation

Forensic eyword Search
Filter
Review/
Reporting

Attestation

Indexed Search

File/Memory
Analysis

Online
Forensic Data
Acquisition




—— Forensic Cloud: Forensics as a Service

source: http://en.wikipedia.org/wiki/File:Sun_Modular_Datacenter_SunEBC.JPG




