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How well are others preparing?

40% of enterprises are completely or mostly unprepared
23% of respondents indicated they did not have a plan
16% were unaware of any such current or future plans
26% are still relying on their operational infrastructure
50% have never tested their DDoS defense capabillities
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Hawve you ever tested your DDoS mitigation capability?

Access the entire report:
www.corero.com/SANS-DDoS-Survey
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Easy to launch -
tough to stop!
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Do DDoS attacks really work?
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Are the attackers getting smarter?

¢ Researchers have spotted an uptick in the number of ways attackers are
launching DDoS attacks

¢ Attackers are becoming wise to the ways of DDoS detection and
defenses

¢ Attackers are developing new methods of bypassing traditional
defenses

Network DDoS Attacks: Distribuition by Number of Vectors

3 vectors

| 4vectors 4.2%

\_ 5 vectors 3.4%

Percentage of DDoS attacks using one or more attack vectors.
(Image: Incapsula).
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Have the attacker’s motivations changed?

Attacker Profiles

Hacker/Crackers Cyber Criminals Cyber Armies

Cyber Terrorist Cyber Hacktivist

Today there is a new category of attacker...

N\

Cyber Mercenary
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There is more than
one type!
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What categories/types of DDoS are there?

Network Reflective @ Outbound B Application & Specially
Level DDoS DDoS Layer DDoS Crafted
DDoS Attacks Attacks Attacks Packet

Attacks Attacks

Defense Defense Defense Defense Defense

IP Threat- Stateful Flow @ Bi-Directional Behavior Protocol
Level Awareness Flood Analysis Analysis
Assessment Detection

According to a recent survey conducted by the
SANS Institute...

“The most damaging DDoS attacks mix volumetric attacks
with targeted, application-specific attacks.”
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Beware of (L7) attacks!
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What are some examples of L7 attacks?

Repetitive:
¢ Home page, home page, home page
Bogus login attempt
Forgot my password
Random keyword search
SlowRead downloads
Stock quote lookups 1,2,3
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(L7) live attack
demonstration
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L7 Attack Demo Network Setup

Attackers

50.244.70.244 50.244.70.243 10.10.10.4
Attacker Apache Web Server
—+—
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What are the best practices?

+ Address Planning-for and Response-to DDoS
+ Evaluate ISP "Clean Pipe" Services
+ Evaluate DDoS "Mitigation as a Service" Options

+ Deploy DDoS Detection and Mitigation Equipment on Premises

Network Reflective @ Outbound B Application Specially
Level DDoS DDoS Layer DDoS Crafted
DDoS Attacks Attacks Attacks Packet

Attacks Attacks Why on-premiSES?

Defense Defense Defense Defense Defense

IP Threat- Stateful Flow B Bi-Directional Behavior Protocol
Level Awareness Flood Analysis Analysis
Assessment Detection
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What solution addresses all DDoS attacks?

Good
Users Good Traffic \
)n-Premises Defense
Unwanted Traffic T T
Attackers _> X S
— “Full Pipe” Attacks X
L
Protected
Attack Traffic Attack Leakage Critical m y = o
On-Demand I\nfrastructure = =/
Cloud anti-DDoS

According to a recent SANS Analyst survey:
Hybrid solutions are nearly four times more prevalent than
on-premise or cloud-only solutions.
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What does your visibility look like?

+ Deploy solutions that:

+ Provide complete traffic visibility
Monitor all incoming connections
Monitor all incoming requests
Block all unwanted traffic
Log all security policy violations
Record attack traffic — PCAP
Gather attack intelligence
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What does a blended attack look like?

Today’s sophisticated DDoS Attackers will:
Footprint (profile) the Web Presence

Scan the infrastructure and Web resources
Initiate network-level volumetric attack

Maintain Flood — spoof all source IPs

Initiate low-and-slow application attacks

Initiate specially-crafted packet attacks

Initiate DNS reflective/amplified attacks

Attempt to exploit (compromise) downstream servers

1 O A 1 O A A o ) e

Simultaneously launch as many types of attacks as possible

A combined attack simply increases the chances of success!
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What are the attackers using?
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Do you know what your SLA covers?

¢ Ensure you know what’s covered & what’s not

¢ Ask you ISP regularly about their defenses with regards
to new attack vectors and tools

¢ Ask your ISP to adhere to Best Common Practices for
example oo BCP'38/RFC 2827 http://www.rfc-base.org/rfc-2827.html

¢ Ask your ISP to do more to help solve the DDoS and
cyber threat issue

¢ Ask your ISP to start offering cleaner-bandwidth options
¢ If you're not satisfied then consider other options

f
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New First Line of Defense
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Can't my FW, IPS or SLB defeat DD0S?

Problem
+ Many security devices claim to have DDoS protection

+ Most have a single configuration

Recommendation
Find Solutions that:

¢ are purposely designed
have extremely granular configurations
can defend against all attack vectors
can handle the load
cannot be DDoS’d itself

Include 24x7 support services
|
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Can firewalls block L7 attacks?

Services
Unwanted Traffic Internal Network
Web
Buffer Overflows HRRes0 400
> :
Application Layer DDoS DNS
} TCP/UDP Port53 e
Code Injections I
> i
Brute-Force Password Mail :
> TCP Port 25 SR
I
Specially Crafted Packets
} FTP/SSH

TCP Port 21, 22
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Can’t my Service Provider Block all DD0oS?

Some service providers might be able to help!

¢ However not all service
providers have the right:

¢+ Equipment

¢+ Experience

¢ L2-L7 Visibility

¢ Secure service offerings
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What's going to solve this problem?

Unwanted Traffic Key Steps of Protection

Undesired Restrict
Users & E = Allow only EXPECTED traffic
Services . Access
DDoS Attacks it
% Competitive ﬂ - Evaluate AMOUNT of traffic
Abuse = Rates
Protocol Enforce
Violations m Enforce CORRECTNESS of traffic
& AETs = Protocols
Targeted p t
Server E —P Analyze INTEGRITY of traffic el
Attacks o Intrusions
_ : Increase
Increase VISIBILITY into all unwanted traffic Visibility
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How can | learn more?

[ Check Out Our Website J

If you'd like a PDF copy of today’s presentation, email info@corero.com

Questions? Please forward them to stephen.gates@corero.com

Check out my blog @ www.SecurityBistro.com

Connect on Linkedin - www.linkedin.com/in/securitystephengates/

Follow us on Twitter - @Corero
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Thank You!

Stephen.Gates@Corero.com

il @ 92

Enterprise Hosting Service Provider MSSP
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