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About Fox-IT 
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Fighting cybercrime 
since 1999 

Fighting online 
threats 

since 2006 

200 employees, 
75 dedicated to  
online threats 

Proven track 
record 

Fox-IT technology leadership 
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What our customers say 
“Fox are different, they focus on the evolving criminal ecosystem, they track Actors, 
they provide global visibility of the threat landscape in real-time and when it comes 
to credit cards they have saved us hundreds if not millions in the past 6 months, 
everything we get from them is actionable. Then there is the other value they have, a 
track record of working with the Russians and bringing people to court, this helps us 
also.” – VP Threat Intelligence, Global FinServ 

“We built a Threat Platform to create real-time visibility of our enterprise architecture 
and assets, what was missing was actionable intelligence, after a thorough review of 
the major suppliers we selected Fox-IT from Europe. The biggest difference was their 
understanding of how the criminals evolve and the impact to our business. InTELL 
paid for itself within 6 weeks and within the first nine months they had saved us in 
excess of 10 of million in Fraud which we would not have detected without InTELL.”  - 
CISO, Global Retailer 
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Three attack phases 

Preparation Attack execution Recovery 

Prevention Detection Reaction 
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Peer & sector threats 

Geographical trends 

Technical trends 

Actor attribution 

Brand protection 

 

Infected IP lists 

Compromised cards 

Account thefts 

Mule lists 

STIX / TAXII 

 

(Forensic) malware 
analysis 

MO analysis 

Detection rules 

Attack preparation 

Alerting 

InTELL 
Three layers of intelligence 

Actionable info Real-time threats Global trends 
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It begins …. 
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It begins – ZeuS 

 The original “cybercrime kit” 
 First appears in 2006 
 Version 1 from 2006 – 2009, V2 from 2009 - 2011 
 Aim: steal credentials and money from customers of 

financial institutions 
 Also known as: Prg, Zbot, Infostealer.Banker.C, 
Banker.C, Infostealer.C, ntos and notos 

 Infected machines download a Config containing the 
attack(s) and “phone home” to a command & control 
server 

 ZeuS can carry out Man in the Browser attacks 
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Anatomy of a MITB 
attack 
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What is MITB? 

 Aimed at defeating TLS / SSL as a 
measure to protect content 
between server and user 

 Malware “hooks” web browser, 
enabling it to modify content just 
before it is rendered 

 Any TLS / SSL has already been 
terminated 

 Result: modify contents at will 
while “lock” icon and URL look fine 
to user. 
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Important: MITB malware ≠ attack! 

 The malware is not the attack! 
 It is a platform from which the attack is launched 
 The inject code forms the actual attack 
 Attackers can (and do) switch malware families! 
 Malware does have its own functionality: 

 Steal credentials 
 Copy traffic  
 Take screenshots 
 Keylogger 
 RDP 
 SOCKS proxy – so you can connect from victim IP 
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Main components in MITB attack 
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All of this so you can  

Turn this Into this 
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Source: attack on web-cashplus.com 
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SpyEye - the early 
years 
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SpyEye 

 First appeared in 2009 
 Initially in beta with fast 

development 
 Competitor to ZeuS 
 The author went by the aliases 
Gribodemon and Harderman 

 Quickly gained market share 
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SpyEye modules 

 The core SpyEye software could be extended with 
modules which delivered extra functionality 

 Popular ones we saw being used over time: 
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Name Function 

customconnector.dll Support for multiple fallback C&C servers 

socks5.dll Socks backconnect 

ccgrabber.dll Generic algorithm for grabbing cc details 

ffcertgrabber.dll Grab certs from Firefox cert store 

rdp.dll RDP functionality 

ftp.dll FTP backconnect 

emailgrabber.dll Grab contents of Outlook address book 

ftpgrabber.dll Grab FTP creds from multiple clients 

ActiveAZ Automatically insert transactions 
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SpyEye versus ZeuS 

 SpyEye aggressively went after ZeuS market share 
 SpyEye “retailed” at $1,000 USD versus ZeuS at $8,000 

USD for a ZeuS V2 
 A fierce battle ensued 
 When dropped on a machine, SpyEyewould check for the 

presence of ZeuS and, if found, remove it 
 SpyEye adopted the ZeuS config format for web injects, 

making it easier to switch 
 This example was followed by others, ZeuS style web 

injects are now the “MS Word” of malware configs 
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An unholy alliance 
and a leak 
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An unholy alliance 

 In October 2010 ZeuS was at V2.0.8.9 with no updates 
for quite some time 

 Suddenly Slavik announces development will cease and 
 

 Support will be handed over to Gribodemon, the 
SpyEye author! 
 

 Stories abound of the imminent appearance of a Super 
SpyEye – nothing ever materialised 

 But we did see “unofficial” versions, meaning the source 
had been shared 
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A big leak 

 Early in 2011 the entire ZeuS 2.0.8.9 sourcecode was 
leaked 

 This meant anyone could develop MITB malware based 
on the ZeuS sourcecode 

 An enormous amount of ZeuS type malware families 
exploded onto the scene, some becoming successful 
products in their own right: 
 ICE-IX 
 Citadel 

 But some were barely improvements on the original 
 Soon after SpyEye development started to falter and 

1.3.48 in October 2011 was the last version 
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A new chapter – 
Malware as a Service 
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P2PZeuS 

 Slavik never gave up on ZeuS! 
 After the leak of 2.0.8.9, he worked on version 2.1 
 This was not sold as a kit, but could only be rented: 

Malware as a Service 
 ZeuS 2.1 migrated to ZeuS 3 in September 2011 with a 

P2P C&C protocol 
 This became P2PZeus build 1 
 P2PZeuS was also malware as a service 
 A core gang including Slavik used it to target commercial 

banking 
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But where was Gribodemon? 

 SpyEye development meanwhile had ceased 
 Gribodemon seemed to have vanished or retired 
 In August 2012 a new trojan appears and is named Tilon 

because the loader seems based on Silon 
 

 But in the fall of 2013 we analyse Tilon in depth including 
its backend and it turns out only the loader comes from 
Silon.  

 Most of the core is a reworked, further developed SpyEye 
 Developed means the team have access to the SpyEye 

sourcecode – which was never leaked! 
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What actually happened in 2011 

 Slavik was already part of a gang which went after high 
value accounts 

 ZeuS support had become a drain and unwelcome 
attention 

 He turned over ZeuS to Gribodemon to take away heat 
 Gribodemon realised this too – kit malware is a hassle! 
 Around release of SpyEye 1.3.48 they started work on a 

rented / managed trojan 
 This was SpyEye2, erroneously labelled “Tilon” 
 Some SpyEye customers where invited to switch 
 Most weren’t 
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Tilon? SpyEye2 you 
mean! 
 
The evidence 
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Exhibit 1: Infrastructure 
The Tilon backend components are very similar to SpyEye 
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Exhibit 2: Code comparison functions 
SpyEye 1.3.48 SpyEye2 
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Content-Type: application/x-fcs, Content-Type: application/x-compress, Authorization: Basic 
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Exhibit 3: Internal structure of function 

SpyEye 1.3.48 SpyEye V2 
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Exhibit 4: Changed Firefox settings 

 The exact same settings in the same order are present in both 
 The only difference is the last setting, this only appears in SpyEye2 
 But this feature was added to Firefox after SpyEye 1.3.48 was released 
 But before SpyEye2 
 They just added it to the bottom... 
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Exhibit 5: Various tidbits 

 RDP configuration files are very similar 
 Both refer to “Sausages” and “Sausage Patterns” 
 All previous examples were from main program section, 

not modules 
 Shows that authors had access to SpyEye core 

sourcecode 
 SpyEye 1 had version numbers 1.x.y, last released being 

1.3.48 and 1.3.49 in development 
 SpyEye 2 has version numbers 2.0.x  
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So that rivalry, how did it end? 

SpyEye 1+2 Gribodemon (P2P)ZeuS - Slavik 
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