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Zeus Bank Malware Surges On Facebook

Old threat makes a comeback, targeting Facebook users’ bank credentials and more.

By Mathew J. Schwartz, InformationWesk
June 05, 2013
URL: http://www.information eo.uk ri -hank-m -sUF n-f 401561

{cllck m'mge far Iarge:r view)
The Syrian Electronic Army: 9 Things We Know
Zeus malware, long popular with the cybercrime underground, has seen a resurgence in the first half of 2013, becoming a

weapon of choice for attacks distributed via spam emails as well as social networks such as Facebook. L 75\ L/ I’I%‘I ' —
s h

That finding comes from security firm Trend Micro, which has reporied seeing a spike in attempted Zeus Trojan
application infections beginning in February 2013 and peaking in May. Zeus malware targets personal and financial data 1’E [,) .’jl.l: —_— I

stored on Windows PCs and is controlled via a "Zbot" botnet.

"Old threats like Zbot can always make a comeback because cybercriminals profit from these," said Jay Yaneza, senior
technical manager at Trend Micro, in a blog post. "Peddling stolen banking and other personal information from users is a L \ é

lucrative business in the underground market. Plus, these crooks can use your login credentials to initiate transactions in
your account without your consent.”
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Malware Hijacks Two-Step Verification, Drains Bank Accounts
By Robert Westervelt, CRN 10:50 AM EST Tue. Jun. 11, 2013

Banking malware that has been notorious for stealing up to $200,000 a day for cybercriminal gangs has been updated to capture banking
customer's text messages, hijacking a key verification sarvice used in high-value transactions to validate the identity of customers.

The Bugat Trojan, also known as Cridex, copied two-factor authentication hijacking from the Zeus and SpyEye malware families by adding a mobile
lext messaging capture feature, The malware is used by financially motivated cybercriminals that target individuals who conduct high-value
fransactions, according to Limor Kessem, a cybercrime and online fraud communications specialist at RSA's FraudAction Labs, The new technigue
actually is seen as good news, according to Kessem's analysis of the threat.

"It is very likely that Bugat's operators staried seeing a diminished ability to target high-value accounts due to added authentication challenges,
forcing them to resort to developing @ malware component that is already used by many mainstream banking Trojans in the wild,” Kessem wrote.

[Related: Top 5 Android Malware Threats

The authors of the Bugat Trojan are coming in late to the game, Kessem said. Zeus-in-the-mobile attacks are documented as far back as 2010,
Security firms have been closely monitoring threats o mobile devices and see much of the mobile malware activity, a tiny fraction of the overall
malware landscape, in Eastarn Europe, Russia and Asia. Banking Trojans that hijack two-factor authentication are among the most dangerous
attacks. Meanwhile, SM3 Trojans that silently rack up premium text messaging charges are also a growing threat.

The main threat from Bugat and other banking malware is an the desktop, where the Trojan attempts to hijack the victim's browser sessian, It
spreads via the Black Hole automated attack toolkit. The mobile functionality is triggered when two-factor authentication is requested to verify the
victim's identity. Victims are then prompted by the cybercriminals to download the BitMo mobile malware to their Android, BlackBerry or Symbian
phones as a result of & newly implemeanted data encryption policy instituted by the victim's bank.
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guardian

News Sport  Comment Culture Business Money Life & style

Money ; Banks and building societies

Hacking case exposes potential flaw in
Halifax and Lloyds' security

Hackers have found a way to get round a crucial step in Halifax
and Lloyds online safety check

Mites B-g nall

®%%  Thc Guardian, Friday 30 May 2014 10,43 BST
E] Jump to comments (#2)

A Guardian Money reader has exposed a potentially major flaw in the
security of the 22m current accounts operated by Lloyds and Halifax after
hackers attemipted to emply his account of £7 200
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