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About:Me @WKANDEK

¢ Qualys - CTO
+ Responsible for Research and Outreach
+ Laws of Vulnerabilities
+ Half-life, Prevalence, Persistence, Exploitation

+ Blog: Laws of Vulnerabillities
¢ https://laws.qualys.com

+» Twitter: @wkandek
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¢ Google - Technical Lead and Security for Google Plus
+ Microsoft - Technical Lead in Security

+ [Hacking: The Next Generation] — O’Reilly
+ [Inside Cyber Warfare | — O'Reilly
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Hacked baby monitor alerts parents to dangers

=ee also Behavior & Discipline / Parenting / Baby Monitors / Baby & Toddler / Strange Mews

August 13, 2013

A hacker's voice was heard through a baby monitor located in the
child's bedroom by distraught parents in Houston. The menacing
wolCe was thving to walke the Zoyear-old up with curse words then
targeted expletives at the parents when they entered the toddler's

room, according to a report from ABC News on Aug. 13,

Alelizandr Butza yewfreedigitalohotos.met
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Researchers Hack Building Control System at Google

Australia Office
BY KIM ZETTER 05.06.132 | B:30AM | PERMALIMK
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PR3

PRS5-DO1 PR5-D0O2 PR5-T1 PR5-T2 PRS5-UPS1 PRS5-UPS2
PR5-D01 | Closed PR5-D02  Closed PR5-T1  Closed PR5-T2 |Closed PR5-UPS1 Closed PR5-UPS2 | Closed |
PD25#10 Closed PDE6#9 | Closed PT3#1 | Closed| PT25#9  Closed PU42#6  Closed PU30#£10 | Closed
PD36#4 Closed PDE%12  Closed PT3#6  Closed| PT36%#7 Closed PU42#4 Closed PU3#13 Closed
PD12#7 |Closed PD36#1 | Closed PT3#12 | Closed | PT42#3 | Closed | PU36#3  Open PU25#12 Closed
PD12#11 |Closed PD42#5 | (Closed | PT6#5 | Closed PT3 | Open RESERVA | Open PU12#11 |Closed
PD12#13 |Closed PD43%6  Closed | PT6#3 | Closed PU12#7 |Closed PU25#9  Closed
PD12#14 Closed PT12#2 | Closed | PU12#5 | Closed PUG#1 | Open
PD12#15 |Closed PT12#10 |Closed PU25#3 | Closed PT3#2 | Open |
o252 |Cased] erase \Gased e [Gosd|  proes |Open
PD25#8 |Closed PT25#11 |Closed | PU12#3 | Open PT1242 | Open |

PU3#1 Closed

PUL2#1 | Closed

RESERVA  Open
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</license>{/respr
You looked up the license fop: _
Thisz license was geneprated nn:
The license vendor iz: I
The license is for vepsion: S
Thisz license expires on:ighsusp
Thiz device iz owned hy:} OBS
The project for this dewice 1s:|0lympic Broadcasting

wstMame=s LAInstallations

lDEtHddl‘EEh—a- [

APP .- name =5 | I

ApP.vEersion=s I

m.name=5:Java Hotipot<IM>» 64-Bit Server UM
m.version==s:23.7-bhHAl

ps name =5 :Windows 7

ns .version=s:6 g
tation.name=5[S0CHI_ARENA

imeZfone=s5:EuroneMoscow:14480088;8:;null;null
10 5t I d==s | I

mUuid=s:

randld=s: S

yzInfo=o:
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ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPOMNSE TEAM Qi

RART
@W
Z e

AND ST

HOME ABOUT ICS. WG INFORMATION PRODUCTS TRAINING FAQ

Alert (ICS-ALERT-13-164-01) More Alers

Medical Devices Hard-Coded Passwords

Home - .
Criginal release date: June 13, 2013 | Last revised: Octaber 29, 2013
Calendar = Print A Tweet K send Share
ICS. WG .
Legal Notice
Information Products All infarmation products included in http:/fics-cert. us-cert. gov are provided "as is" for informational purposes anly. The
Training Departrment of Homeland Securnty (OHS) does not provide any warranties of any kind regarding any information contained

within, OHZ does not endarse any commercial product or semice, referenced in this product or otherwise. Further
dizsemination of this product 1s governed by the Traffic Light Protocol (TLPY marking in the header. For more infarmation

Recommended Practices about TLP, see hitp:dfhasene us-cert. gowtipd.

Assessments

Standards & References SUMMARY

Related Sites Researchers Billy Rios and Terry McCaorkle of Cylance have reported a hard-coded password vulnerability affecting
roughly 300 medical devices acrass approximately 40 vendors. According to their repaort, the vulnerahility could be

FAQ exploited to potentially change critical settings andf/or modify device firmware.

Eecause of the critical and unigue status that medical devices occupy, IC5-CERT has been warking in close cooperation
with the Food and Drug Administration (FDA) in addressing these issues. IC3-CERT and the FDA have notified the
affected vendors of the report and have asked the vendors to confirm the vulnerability and identify specific mitigations.
ICS-CERT is issuing this alert to provide early notice of the report and identify baseline mitigations for reducing risks to
these and other cybersecurity attacks. ICS-CERT and the FDA will follow up with specific advisories and information as
appropriate
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+ X86
¢+ ARM
+ Motorola PowerPC

o ARL—T42T VRT LA
+ Windows CE/Embedded
¢ VxWorks
+ BusyBox
¢ ONX
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Mame =

biookron

BerHsi0a

1450

| IEOZ.bin

@ QuaLys |

File Edit View
Devices
(I Floppy Drive
Computer
& Home
Desktop
|#| File System
P@ Trash

Network

@ Browse Net...

Go

Bookmarks Help

_working.bin.extracted

—

tz

| -

dl_start.lst

| -

hwwe.ini

FLASHO

|-

Boot.yes

|-

Files.lst

=

vxWorks

tz

&

|
dl_end.lst

WebServer.out

CL Search




Builiing Stafic Plesﬁsm
Dt Static Press Setpd
e Cly Setp
0cce Hig Setpd

"~ frma Served First Floor VAV Boss 19-0ug-13 1:28 AWM EDT
| Ol | Bulding StaficPress | 0.0% Outside Air Temp 53,09
[ . Duct Static Press |
TE0F UnOcc Cly Setpt | 73.0°F RTU Effective Control Point | 75,50
UnOce Hig Setpt | &3.0%F
N— Fan Enable | on
Mier! i Temp £6.7 OF i Supply —
SupplyFanVFD | 0a%

Economizer Position| 0.0
Econorizer Ourd| 0,00
Return Alf Temp | &6.8°F .
Discharge Air Temp | 715 |
Discharye Pressure A 106.8
Current Cooling Capacity 0.0% Suction Pressure A 106.8
SAT Cooling Control Poiné | 0.0% | Saturaled SuctionTempA 627 |
Tidal Confing Capacity 00% | Saturated Condensing Temp A
Compressor 41 Relay CMD Compressor Af Feedback| Cff | Requested Heat Stages 0 |
Compressor A2 Relay CMD Compressor A2 Feedback Il CHf [ Hty Stage 1 Off |
Compressor B1 Relay CMD if Compressor B1 Feedback CFf [ Hiy Stage 2 Cif |
Discharye Pressure B 139.2 | Hiy Stage 3 off |
Suction Pressure B 106.3 [ Hity Stame 4 oif [
Salurated Suction Temp B [
Utcupanw Saturated Condensing Temp B 778
@ QUALYS
) % RSACONFERENCE2014
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Boller System 18-fuge13 1:73 AW EDT

Outside Ar Temp| 5909
Hat Water System Enabile Sef Point | 100,09
Yihen oat bs below this # HA Enables

Hod 'ater Supphy Temp) 156,50

Hot Water Retum Temp 156,50 |

P4 Start: Stop | g

QUALYS
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Documentation History
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Wloatasteets - [ vistory Tabies
I contro brawings I:
Schedules - Reports
Em.a.c e, -__j: E!NM-I All Points Report s
HHH et B2 mnpoines report ‘j
a3 anpoints Report
B a4 A points Report
/s Anpois Report
B/ anpoints Report
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/5 Apoits Report
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Ent-1)J—X

¢ /Dev/TTYSO — http://www.devttysO.com/blog/

+ Travis Goodspeed —
http://travisgoodspeed.blogspot.com/

+ Mikeselectricstuff —
http://www.youtube.com/user/mikeselectricstuff?f
eature=watch

¢ STBUYN - http://dontstuffboeansupyournose.com/
+ Cyber Pacifists — http://www.cyberpacifists.net/

+ Reversemode — http://www.reversemode.com/

+ WOOtsec — http://wO0tsec.blogspot.com/

¥ Rsac
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http://www.devttys0.com/blog/
http://travisgoodspeed.blogspot.com/
http://www.youtube.com/user/mikeselectricstuff?feature=watch
http://www.youtube.com/user/mikeselectricstuff?feature=watch
http://dontstuffbeansupyournose.com/
http://www.cyberpacifists.net/
http://www.reversemode.com/
http://w00tsec.blogspot.com/

Fvb
o TN ESAN—PLIR  RVITEET R )a— 54
N— Uk

¢ http://www.amazon.com/s/ref=nb sb ss ¢ 0 14?url=search-
alias%3Dindustrial&field-keywords=screwdriver+set

o [FAERVDERYFYMISIEAZIT

+ http://Iwww.amazon.com/s/ref=nb sb noss 2?url=search-
alias%3Dapsé&field-keywords=soldering

o [FAEMIFHELILYRR—F

« http://lwww.adafruit.com/products/758?qgclid=CMPMIO-
vS5bwCFZRsfgodHGOACw

o X IN—HR

¢ http://www.amazon.com/s/ref=nb sb noss 1?url=search-
alias%3Dindustrial&field-keywords=jumper+wires+male+to+male

\ '------..
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http://www.amazon.com/s/ref=nb_sb_ss_c_0_14?url=search-alias=industrial&field-keywords=screwdriver+set
http://www.amazon.com/s/ref=nb_sb_ss_c_0_14?url=search-alias=industrial&field-keywords=screwdriver+set
http://www.amazon.com/s/ref=nb_sb_noss_2?url=search-alias=aps&field-keywords=soldering
http://www.amazon.com/s/ref=nb_sb_noss_2?url=search-alias=aps&field-keywords=soldering
http://www.adafruit.com/products/758?gclid=CMPMiO-y5bwCFZRsfgodHG0ACw
http://www.adafruit.com/products/758?gclid=CMPMiO-y5bwCFZRsfgodHG0ACw
http://www.amazon.com/s/ref=nb_sb_noss_1?url=search-alias=industrial&field-keywords=jumper+wires+male+to+male
http://www.amazon.com/s/ref=nb_sb_noss_1?url=search-alias=industrial&field-keywords=jumper+wires+male+to+male

Fvb
o AVY—ILHT—T )L

+ http://Iwww.amazon.com/s/ref=nb sb noss?url=search-
alias%3Dapsé&field-keywords=console+cable

¢ TTL Reader

+ http://lwww.amazon.com/s/ref=nb sb noss?url=search-
alias%3Dapsé&field-keywords=TTL+to+USB

¢ JTAG Reader
+ http://blackcatusbijtag.com/

+ ROM Reader

¢ http://Iwww.amazon.com/s/ref=nb sb ss ¢ 0 14?url=sea
rch-alias%3Dindustrial&field-keywords=screwdriver+set

o Logic7 o4 H—

¢ http://www.saleae.com/logic
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http://www.amazon.com/s/ref=nb_sb_noss?url=search-alias=aps&field-keywords=console+cable
http://www.amazon.com/s/ref=nb_sb_noss?url=search-alias=aps&field-keywords=console+cable
http://www.amazon.com/s/ref=nb_sb_noss?url=search-alias=aps&field-keywords=TTL+to+USB
http://www.amazon.com/s/ref=nb_sb_noss?url=search-alias=aps&field-keywords=TTL+to+USB
http://blackcatusbjtag.com/
http://www.amazon.com/s/ref=nb_sb_ss_c_0_14?url=search-alias=industrial&field-keywords=screwdriver+set
http://www.amazon.com/s/ref=nb_sb_ss_c_0_14?url=search-alias=industrial&field-keywords=screwdriver+set
http://www.saleae.com/logic

/b
o TP ITS5—(32YITHFvIvbDHHR—FHY)

+ https://www.hex-rays.com/products/ida/
o TIN\yH—

¢ https://www.iImmunityinc.com/products-immdbg.shtml
o A—=FIL YT+ ZT

¢ http://lwww.hilgraeve.com/hyperterminal/

o R2BIEVDIFOTT

¢ http://www.vmware.com/
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