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Root or Not Root

o ZARHATS RIS ] et

o ARLZA ) g H SR ]
o T HIERPCE. EHRIBRS). DEE.
o NEE: Sue!

o TATFEN)E “ %< %HRoot”

W omsac

RSACONFERENCE2014
ASIA PACIFIC & JAPAN

[ 1]
Bai W&



I

RootH] /G

o Androidii i FF 7 B 2 R DR B REAS L Y 22 42
o B-App#lal UL 15 Root AR
+ Root/m, VRIJAppHL AT LA AR App s il

o WAFHED

o TR TE

~——‘

[ 1]
BaiX S - HRAC
RSACONFERENCE2014
ASIA PACIFIC & JAPAN



ammerhead:/ $ su
thammerhead:/ # ps | grep chrome
4 180 fEffffff S com.android.chrome
180 2 fIFfffff S com.android.chrome:sandboxed_process0

android. xposed.installer; /XposedBridge
che/data@ e. v.android osed.installer

/data/dalvik-cache/dat E . v.android.: installer
/data/dalv cache/dat E . v.android.: installer
/data/dalvik-cache/dat at: . v.android.: installer

android .installe

lapp@com.android.chrome-1.apk@classes.dex
irome-1.apk
.android.chrome-1.apk
.android rome-1/1ibc
.android rome-1/11
.android.chrome-1/1libc
.android rome-1/1libchrome.
.android.chrome-1/1libchrome.
.android.chrome-1/1libchrome.
/app_chrome/paks/ N.pak
pp_chrome hrome _percent.p
/app_chrome/paks/resources.pak
rome/files/tabé
m.android rome/files/t
com. lbe.sec y/app_hips/client.jar
m.lbe.se p_hips/liblbeclient.
pp_hips/liblbeclient.
f/app_hips/liblbeclient.
.1lbe.security _hi lient.jar@

BEN B IChromeidb g
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H 2 2 AppHiFE?
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AppHFid i

o Stepl: ¥im 43 HrApp I EE

=

o Step2: FEAELH R Appidt
+ Ptrace
+ Dlopen
¢ Step3: Hook
+ Java Hook
+ Native(so) Hook
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iﬁﬁ%*ﬁl—\pp,

P # Fhoo
AR
3K Hmmap,
dlopen,hflsvmﬂﬂ T TE - e
Ptrace(PTRACE_A
v TTACH)
B mmap. 5 | Hook
NFffHfevil.so Native&%t
\ 4 Eqﬁ%j?pqﬁ& > hook
JPE—— [%%evil.so
[ dlopen, il hn#%Jar,
#Hevil.so l Hook Java
| ~
i fildisym, 2E7 Ptrace(PTRACE_D
evil.so A\ H ETACH)
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o JHES
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HookZ5

+ Wind Seeker

-1 = jniEnv;
. = {=®{int (_  fastcall ==)}{ DWORD =, int, DWORD, DWORD))(=*jniEnu + 452))(
H EREF jniEnv,

"getSystemClasslLoader™,
"{)}Ljavaslang/ClassLoader;");
_JHIEnv::CallStaticObjectMethod{ . N 'H
_JHIEnv: :HewDbject({jniEnv);
_android log_print{6, "FOR_AD", "DexClassLoader= %p", . , B, Y:
= {={int (==)(void}){*jniEnv + 132))();

BFE

F%! wind seaker

TRIRE

= _android_log_print{6, "FOR_AD", "loadClass= %p", K

I"'i BEFNILE {*(uoid (=) {void))}(*jniEnu + 668))();

s Z ME = _JHIEnv::Call0bjectHethod{jniEnv, . 'H
_android_log_print{é6, "FOR_AD", "Class= %p", ¥s

¢ e ES = {={int (#*=)(void)){*jniEnv + 452))();

1.-'.1::r-'1b-: _android_log_print{6, "FOR_aAD", "setfAppHook = %p", ¥:
_JHIEnv::CallStaticVoidHethod({jniEnv, . );

I]'du_r BEMAE long 13 = localCursor.getlong(localCursor.getColumnindex(”_id"));

mol  17.40ME

String str® = localCurscr.getString({localCuracr.getColumnIndex ("seliuin™)):
String str9 = localCurscr.get3tring({localCurscr.getColurnIndex ("frienduin™)):
String strl0 = localCursor.getString{locallursor.getlolumnlindex ("senderuin™));
long 14 = localCursor.getlong({localCurscr.getColummIndex ("time"™) )
String strll = localCursor.getString{locallfursor.getColumnIndex {"msg™)):
localCursor.getInt (localCurscr.getColumnIndex ("magtype™) ) ;
localCurscr.getInt (localCursor.getColumnIndex ("isread™) ) ;
int n = localCursor.getInt({localCursor.getColumnIndex ("isgend™)):
@ 1E sl localCursor.getlong (localCursor.getColumnIindex ("magseq™) ) -

2.92ME localCursor.getlong {localCursor.getColumnIndex ("shmsgaeq™) )
localCursocr.getInt (localCursor.getColurnIndex ("istroop™) ) ;
localCursor.getInt (localCursor.getColumnIndex ("extraflag™) ) -
String strl2 = localCurscr.getitring{localCurscr.getColurnmlindex ("friendnick™)):
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Hookz: Al

+ Java Hook
+ Static Field Hook: &z /k fi2hook
+ Method Hook: %#%thook
+ Native So Hook
+ GOT Hook: 4 JFifm#%3&hook
+ SYM Hook: £f5%hook
+ Inline Hook: PR Bchook
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Javait & pk i Hook

o+ B Java Classf)#f s i e
o JH S HT

+ Class<?> cls = Class.ForName(*”)

+ Field fld = cls.getDeclaredField(*”)
o N4 ZFERA AL A static field ?

o 29t HBESFIClass, ANfEfE3object
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private statiec wvoid a(Ckject arg3) {
if({arg3 !'= nmll) {
Object w0 = b.reflectField (KSCONST.decrypt ("android.webkit.BrowserFrameSConfigCallback")
, ESCCONST.decrypt ("mHandlers"), arg3):

if({v0 '= null) {
b.=zetField (KS5CONST .decrypt ("android.webkit.BrowserFrame5ConfigCallback"), KSCONST.decrypt
("mHandlers"), arg3, new at(((ArrayLi=sc)wv0))):
H

}

public =statie Ckject setField(String arg4, String argb, Cbject argé, Ckject argT) {
Exception vl 1;
Object v0_1:
Field w2;

ct vl = nmll;

i

w2 = Class.forName (arg4) .getDeclaredField (arg5):;

v2.setAccessible (true);

v0_1 = w2.get (argé):

H
catch (Exception w0) {
Exception v3 = v0;

v0_1 = vl;
vl 1= w3;
goEo ;abe;_;E;
H
try {
v2.setharg6, argT)
goto label 77
H
catch(Exception vl_1) {
H
label 12:

vl _l.printStackTrace();

label 7:
retarn v0_1;

Java static field hookz=%l
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Javarf Zithook

o Bl Javasi i) R ETE 7] H 2 R

+ Dalvik: Java Method -> Native Method
¢ ART: Method Inline Hook
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Javark Zihook

+ Dalvik:
o Javark FAE N IR A2 F 1769: Method->insns
¢ FHi3inline hook? & 2!
o fFJavark #i% N Native R 21
+ Method->nativeFunc & 5] SoH i ek %

SET_METHOD FLAG(method, ACC NATIVE);
method-*nativeFunc = &xposedCallHandler;

method-*insns = ( u2*}) hookInfo;
method->registerssize = method->insSize;
method->outsSize = @;
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So GOT Hook

o BEAPPINZEL HIsorh GotZR B i 48 xof bk
¢ GOT

+ Global Offset Table: 4 Emfs%E

o 170 T WCHHZE SO BRI 206 5 b
¢ PLT

+ Procedure Linkage Table: i FEeffnk
o 4 YT so PN R BR R YA N I % 72 21 Got HH B 48] sl il
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So GOT Hook

o IEHPATIAE

.text:00008C92 02 98 LDR RO, [5P,#0x640+filename] ; filename
.text:00008C94 79 44 ADD R1, PC T
.text:00008C%6 FF F7 E8 ED BLX fopen
.plt:00008868 . FILE *fopen(const char *filename, const char *modes)
.plt:00008868 fopen ; CODE XREF: sub_8B90+12Lp
.plt:00008868 , SLIb_SBES+AE;|:r
.plt:00008868 00 C6 BF E2 ADR R12, Ox8870
.plt:0000886C 03 CA BC E2 ADD R12, R12, #0x3000
.plt: 00008870 2C F7 BC ES LDR PC, [R12,#(fopen_ptr - 0xB870)]1! ; _ imp_fopen
extern:0000C120 ; FILE *fopen(const char *filename, const char *modes)
extern:0000C120 00 OO0 0O OO IMPORT __imp_fopen : CODE XREF: fopen+&tlj
Hook TS
¢ HOOK/G AT ViLA=E
i Fifopen BkFE 2] plt Bk 2. got
e H ‘
BLX fopen .plt fopen .got fopen

[ 1]
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So SYM Hook

o BECAPPINZR SO 775 2% B ) pR A b ik
* %}%)J—'T\
o WIIfESON#E AThook
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A.s0 Libc.so

Sym_value:
0x14929

After hook:
0x123456

| fers |

]

So SYM hookifg
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So Inline Hook

o ZXAPPINZECH] SoR bR £ H 1 ACAY
o BeFAT IR, 2B

o FEIFKarmAMthumbig 2

o LR ZBEilA)
o SR MR, PEE
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After hook

fopen() fopen() Evil code

-

1

Swap buffer

So inline Hookkif&E
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Hook Zygote

L 2 %EJ' hOOkngf?jE:
o HoOK G HI LIz T HI T A Appit s, WP it iz
+2 Hook Zygote £
o AppHEFE & ZygoteliF ik i Sl K
o W ZygotediFE N/hook, HAlApp#LE#%iE A/hook
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Hook Zygote

Ho ok Eif Hook /)5

Zygote ——2. Socket—— _ = Y Socket—m

3. fork 1. J5 5fApp 3. Irk 1. J3ZApp
’ App
A L h Launcher
pp auncher _
YA
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AT B HOOKAE 22

¢+ Xposed
+ http://repo.xposed.info/

+ Cydia Substrate
+ http://www.cydiasubstrate.com/

+ ADBI/DDI
+ https://github.com/crmulliner/adbi

+ https://github.com/crmulliner/ddi
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http://repo.xposed.info/
https://github.com/crmulliner/adbi

AT FJHOOKHEZE: Xposed

o HEMEHERT BIAndroid - & JTJE hookHE 22

+ B¥App Process

o Javark#4% /Native PR L

o TEMZhook PR Zi 4T, 1 FBeforeHook/AfterHook# [
o NN hook 7 2 & 5 zygote
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AT I HOOKAHE 28 .

+ FFIOSHIANdroid
o TEIOSFEMAH)
o 75 H J5Zygote

Baiﬁ'ﬁﬁ

e e e e e

Cydia Substrate
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AT FIHOOKHE X El

XPosed Cydia Substrate

Cydia Substrate is a mechanism for
modifying programs in memory as they
ane operating. Below, you will find some
initial extensions available for Android,

| am sarry, bul this websile anly works an
the Google Android (ar the Amazon Fire)
stock wieh browser; yau must visit it, on
your device, either from the Subsirate
settings app or with the "Browser® app. :(

Recommend Package

TIT S e LR ]
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facebook

testi@gma iI.cclrr{

Demo: FacebookZFh:HEr
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¥ @ -~ 100uM FF 325

M~ S5
“ M2 2 5 - Phishing

EafiE: 03:2803
B T
ERplnk [ " IEEEHET ! ﬁiﬁ)&ﬂiﬂﬁ-ﬁ‘ﬁgiggi:
i — R

H#~ g
—8 —

. FhEI A i3 50

SIS O

iy —Fif
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Demo: #B1TM4EWebViewfj
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Hookfta /& & . Java Hook

o FHAL Tihook
o Fll: RIEAZ =M classHE &5 B T HHiApplficlasses.dex
o BE: BKBEE: TEFEEGE

Field: MyClass.Class
MyClass A s MethodA()
M‘ﬁg:;g'c'x < mA->insns < Method mA
_..0.
Baich&E =
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Hookfta /& & . Java Hook

o PRZEhook
¢ Dalvik: Java->Native
o T

+ HR¥ENnativFunck 2%} M i BridgeFunction, #7E H & fElibdvm.so A
A7 [X [A] 5

o HlWrinsnstg [ i) so A7 [X 18]
o 185E. K£FEEE, Native->JavaAfnliy

NativeMethod: |
Nmethod A

——» Method mA | » mA->nativeFunc

h 4

BridgeFunc

_ Native method

—» mA->insns
Impl

...0.
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Hookfsil/M& & . So Hook

¢ GOT hook
o fuill: AIWrGOTHLIEIE M HISOR & )& T 4 alApp
o BE: FREREHIER LML, )55 A
¢ SYM hook
o R KB Symbolithiiikf5 R FISOZ & & T 2RI App
o BE: SRESymbolfJIERMAE, ARG EH
+ Inline hook
o Full: TR MEMT
o 25 MWL ETREUREHE S, AR5
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EANBEE

o At A EBEBREIFEN?
o AHTHE HVEAN. Ahook: WHyZk#E
+ Hook: #FR#T
o BEIFEANITTIE
+ munmap
o WIS hookiE &
o NF2E, & 5crash
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155 Zygote

o W {RIEZygote it FE AN #thook ?
+ Init/3 3h1Zygote k4
o fEhook Hi ¥ Zygote PR K
o EATRIEEHAMAPpZ BT E3)?
¢ “2>]Xposed, % #tapp_process?
o FEES
o NERIE, BN
o XPTHAPP AR, HIECTEA =
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AppHIFFER: 4iik

o Hookfiifr ANFasE, %% Zjcrash
s - AT 0.

o Hook#E:ATLIEBEE

o FEARKRTCIEGIBR

o ZygoteF: A ToiE R
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Gl App ] fEia1T 5

o Bl%E

H

o TRIF ]
o 1EApp T3 11 Zygoteidt FEfork

[ 1]
Bai®&5E
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==

{5 ) Zygote#t f

{5 1 Zygote
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I11

f]

A

H# 1] {5 Zygote i

o Stepl:53I—-#H 1 Zygoteif i
+ JwiEHE Xapp_process

*

T B

|

App 1

App 2

[ 1]
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!

App n
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Ry 0] {5 Zygote B FE

+ Step2: {&4" A[{5Zygote
o RRIIEN
+ Ptrace _me
o XUHAE LR
o HARLRIP

App 1 App2  fceeaee App n
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11 ] {5 Zygote H

o JH A]{5 Zygote fork H 7 X App
+ 52 [ ActivityManagerService 1% Hsocket client
o R
o TELRIIAPP: KiL% 1] {5 Zygote
o THFHAEPIAPP: KiE4 IHZygote

prOteCt

*@6
/ x
App 1 App 2 .......... } App n App 1
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BENOFE

SystemServer
Zygote
o
B ERERIH_ .
App? < SygoteBridge <«€—2.socket
Y
\ 4
3. fork 1. F15App
l @ Sygote
=
A I
PP 3. fork
LoEM Lunchor

ST, HRRAppIE BB
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Start Safe Box Server

I- (O-Dq F‘ftﬂ-s

igu
HRE Ha-:u -----
luu -:l id.defoo
I 2.1

oy, T8RN
o MR I

igu i

Sat Safe App List
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