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Agenda

+ Intro to Mobile Cyber-Espionage
+ The proliferation of mobile surveillance toolkits
¢ Your Data
+ Exploits to target enterprise data on mobile devices
+ Your information
+ Point & Click mRATs to target business activity
+ Your Life
+ Mobile device Trojans as a Service (M-TaaS) to target it all
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TOP SECRET//COMINT//REL TO USA, FVEY

DROPOUTJEEP

ANT Product Data

(TS/SI//REL) DROPOUTJEEP is a STRAITBIZARRE based software implant for —
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported 10/01/08
in the TURBULENCE architecture.
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(U/IFOUO) DROPOUTJEEP — Operational Schematic . . ‘ .
(TS/HSI//REL) DROPOUTJEERP is a software implant for the Apple iPhone that ’ ’ . .
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell ' . '

tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be . .
covert and encrypted.

(TS/HSIH/REL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote installation capability will be pursued
for a future release.

Unit Cost: $0

Status: (U) In development

rPoc: u/Fouo . sz2222. G oo

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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TOP SECRET/ICOMINT//REL TO USA, FVEY

(TS/ISIIREL) DROPOUTJEEP is a STRAITBIZARRE based software implant for
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported
in the TURBULENCE architecture.
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(UIIFOUO) DROPOUTJEEP - Operational Schematic

(TS//SIIIREL) DROPOUTJEERP is a software implant for the Apple iPhone that
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemall, geolocation, hot mic, camera capture, cell
tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be
covert and encrypted.

(TSHSIIREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote installation capability will be pursued
for a future release.

Unit Cost: $ 0

Status: (U) In development
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(TS/ISIIREL) DROPOUTJEEP is a STRAITBIZARRE based software implant for
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported
in the TURBULENCE architecture.
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(UIIFOUO) DROPOUTJEEP -~ Operational Schematic

(TS//SIIIREL) DROPOUTJEERP is a software implant for the Apple iPhone that
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell
tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be
covert and encrypted.

(TSIISIIREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote installation capability will be pursued
for a future release.

Unit Cost: $ 0

Status: (U) In development
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B8 E-mall this to a friend & Printable version

UAE Blackberry update was spyware

By Ben Thompson
BBC Middle East Business Report, Dubai

An update for Blackberry users
in the United Arab Emirates
could allow unauthorised
access to private information
and e-mails.

The update was prompted by a
text from UAE telecoms firm
Etisalat, suggesting it would
improve performance.

Instead, the update resulted in
crashes or drastically reduced
battery life.

Blackberry maker Research in
Motion (RIM) said in a statement
the update was not authorised,

Etisalat sent a text to its 145,000
developed, or tested by RIM. Blackberry users

Etisalat is a major telecommunications firm based in the UAE, with
145,000 Blackberry users on its books.
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Why Hack Mobile
Devices?
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By 2016, 65% of smartphones and tablets
will be used in BYOD environments

IDC Research
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Impacts of a Mobile Attack

LAGLL/JIN
):C/Buz SECURITY

+ Snhooping on corporate
emails and application
data

+ Record calls and SMSs
+ Infiltrating internal LANs
+ Activate the Microphone

+ Extracting contact lists,
call and text logs

+ Track locations
+ Steal App Data
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Enterprise Mobile
Data Protection.
Solutions?
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MDMs, Secure Containers & Wrappers

3 main features:

. Encrypt business data

« Encrypt communications to the business
Self-Defense Apps

. Detect Jailbreak / Rooting of devices __
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Part 1.
Your Data
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Who Are These Attackers?
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12 Hours | 1000USD
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Attack Demo
on Containers &
Wrappers
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Anatomy of an Attack

& WUC's Conference in Geneva - Mozilla Thunderbird

Fle Edt Vew Go Message OpenPGP Tools Help
Bcetval - # write Mchat M Address Book ® Tz L Deerypt

o I |+ " | nva |

Subject WUC's Conference in Geneva

= Foruz

22 March 2013 World Uyghur Congress

In what was an unprecedented coming-together of leading"Syghu
Mongolian, Tibetan and Chinese activists, as well as other leadiz
international experts, we were greatly humbled by the great g
contribution and desire from all in attendance to make this occasio
something meaningful, the outcome of which produced some co
action-orientated solutions to our shared grievances.The attachment is
a |etter on behalf of WUC,UNPO and STP.

bfl @ 1 attachment: WUC's Conference.apk 219 K& I
(G)o (S)ave (Clopy |

Infect the Device

1
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Administrative
Vulnerability
Exploit
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GPS Location
<GPS>
‘: <GPSLOG>
<DATE>2014-14-04R/
<TIME>13:38</TIME>
<LATITUDE>32.0998
< <LONGITUDE>34.75
</GPSLOG>

Bypass the

Containerizatjon

» Exfiltrate Information in Plain
Text
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Step 1: Attack the Device

& WUC's Conference in Geneva - Mozilla Thunderbird -1al x|
file Edit ¥iew Go Message OQpenPGP Tools Help

B Getmal - & wite . Chat ‘ Address Book ® Tag - L Deaypt =

wo 4 "] @ Fev || 2 | Bwne| @ -

Subect WUC's Conference in Geneva R26FM
- I
] —

s

22 March 2013 World Uyghur Congress

In what was an unprecedented coming-together of leading Uyghur,
Mongolian, Tibetan and Chinese activists, as well as other leading
international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion
something meaningful, the outcome of which produced some concrete, —
action-orientated solutions to our shared grievances.The attachment is
a letter on behalf of WUC,UNPO and STP.

5
bl @ 1attachment: WUCS Conference.apk 21915 & Save |-
[ (6o (S)ave (Copy | 4
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Step 2: Install a Backdoor / aka Rooting

+ Administrative

+ Every process can run as an administrative (root) user if it is able
to trigger a vulnerability in the OS

+ Vulnerability
+ Each Android device had/ has a public vulnerability

+ Exploit
+ Detection mechanisms don't look at apps that exploit the
vulnerability
SN e s AN 2% RSACONFERENCE2014
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Step 3: Bypass Containerization

Storage

EEEEEEEEEEEEE
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Step 3: Bypass Containerization
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Step 3: Bypass Containerization

Hi, This
IS an
email

Storage

LACGON 27
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Step 3: Bypass Containerization

Hi, This
IS an
email

Exfiltrate

Storage
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Date Name CVE / Bug # Affected Devices

12/2012  Exynos CVE-2012-6422 Most Samsung Devices
(Galaxy S2/3, Note...)
2013 MasterKey 1-3 CVE-2013-4787, 3 vulnerabilities which affect
#9695860 all devices
#9950697
2013 V-Root CVE-2013-6282 All devices, bypass
SEANdroid...
06/2014  TowelRoot CVE-2014-3153 Most new android devices
ﬁ—’
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Part 2.
Your Information
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Point n’ Click | Free (0 USD)
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Mobile Remote
Access Trojans
(mMRATS)
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AndroRAT — Point n’ Click mRAT Generator

+ Injects polymorphic mobile remote access Trojan to any

Android application
¢+ Released as Open Source on Nov 2012
+ https://github.com/DesignativeDave/androrat
+ Forked many times

+ Available on many dark forums
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AndroRAT Demo
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Part 3.
Your Life
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Mobile Trojans as a
Service (M-TaaS)

(Commercial
Surveillance Tools)
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Read the Manual | 60 USD per Year
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Spy on Android to
get the truth today!

RECORD CALLS .' , TRACK 0P8 LOCATION a APY OM TEXY MESSAGES

SPY ON GMAR VIEW VIR TIMEDHA FILES INTERCEPT INSTANT
L n NESSAGES

-OON

MOBILE SECURITY
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Device [nfo Account Info

Premium

F Q180033
W Fweror  § o STRBE014 11:45 M

Aredroid 431 HOTATRON044204

Cell Phone Activity

e ——— e
_——____ - _n——____ e - —
- . I I il
L W
-
W ™ W
o o .,
s i
=& Locations - Text Messages Calls -4 Websites
-~

10 Most Calling Contacts

Locations q
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10-9 Excellznt
&6 Good
54 Aversge
3-2 Poor

10 Bad

Print/Email

Reviewer Comments

Lowest Yearly Price

Ratings

W Overall Rating

B Reporting & Logging

W Features

B Tracking & Security
Help & Support

RN R R AN RN )

Reporting & Logging
Report Display [percentage)
Call History/'Details
Text/!SMS

Email

GPS

Ficture

Internet

Contact Details
Video

Calendar Updates
Eookmark

Features

Number of Phones

Steslth

Ability to Filter or Search

Keyword Alerts

Web Blodking
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PhoneSheriff Mobile Spy My Mobile MobiSteslth StealthGenie SpyPhone eBlaster Flexispy
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Lacoon Research — Targeted Infectlon

Realltles

by Operatilng System

IOS unknown Android unknown

@ i0S 6

Android 4.x

of the
I;Q/(i)c?eos infect_ed devices
is Infected iOS 5 Android 2.3 were i0S
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How to Extract Data
From a non-JB i0S7
iPhone?
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Malicious Configuration Profiles
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Malicious Configuration Profiles
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ssene LNKD T 1337 - ssene LNKD T 1337 -

< Inbox £ Inbox
David Buchanan David Buchanan
To: mark@example.com To: mark@example.com
Meeting? Meeting?
October 14, 2013 at 12:26 PM October 14, 2013 at 12:26 PM
Hi Mark! q CEQ ar Croswse g
Crosswise would love 1o work with Hi Mark!
you on an e-commerce project for
one of our biggest clients, Crosswise would love to work with
you on an e-commerce project for
| looked at some of the work you've one of our biggest clients,

done in the past. Great stuff!
| looked at some of the work you've

Best, done in the past. Great stuff!
David
Best,
David
P B W K« @ P B W « @&
Without Intro With Intro e
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MitM Attack Demo
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Current Solutions in Use to Protect Mobility

72% of
IT admins

believe

there is a gap
between current
mobile security
solutions and
the threats that
businesses
face today.

-Forrester Research

-OON

MOBILE SECURITY

Keep Apps
Separate for
Data Leakage
Protection

Big holes are Protects

open for against

attackers to known,

. - widespread
target organization attacks
using unknown and

zero-day attacks

Mobile Device
Management (MDM)

App Protection
Antivirus (AV), App
Integrity/ Reputation

Missing!
Advanced Threat
Detection &
Multi-Layer Attack

53
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Current Mitigation: Static Controls

[ Mobile Device Management ]
(MDM)

[ Containers ]
[ Wrapper ]
[ Active Sync ]
[ NAC ]
LA }7@{1 }R{i:f o4 RSACONFERENCE2014
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Required Mitigation: Real-time, Adjustable
Confrols .
Mobile Device Management (MDM)
\ J
4 N
Containers
\, J
r w
Wrapper
\, J
[ N
Active Sync ,
Preserve User Privacy
\ y and Experience
4 N
NAC
— J
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Use Multi-Layer Detection to Calculate
Device Risk

Behavioral Behavioral
EWSE EWSE

Vulnerability Pattern
Assessment Recognition

LACOON = - spCONFERENCE 20
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Thank You.

Contact details:

www.lacoon.com
DANK@lacoon.com
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