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KrebsonSecurity

in-depth security news and investigation

17 Double Cashing With Mobile Banking
FOSSEM

The case of a Kentucky man arrested this month for using mobile banking to steal thousands of
dollars from a local supermarket chain highlights the security loopholes that thieves can
exploit in mobile check deposit schemes being deploved by financial institutions across the

o

country.

Louisville, Ky. based news station WDRB
Inc. carried a story last week about a local

man who was arrested after allegedly using
mobile banking to steal more than $12,000
from multiple Kroger stores.
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Android Threat Volume

ANDROID VOLUME THREAT GROWTH,

2.5M
1.25
oM
, IR
102013

<
= wel
-4
om
v Z
Sl

J2M

20203

™

302013

1Q 2013 TO 1Q 2014

21M

1.39M

402013 102014

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




Mobile Cybercriminal Underground
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The Mobile Cybercriminal Underground O6E O : S—
Market in China ¥l FaceTime B A

2013-7-31 9:32
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7 Yhwap.icbcyt.comi# 1T B H ©
Cybercriminal Underground Wares Sold in China | %fgﬁﬁ? EE Z(Emﬁﬁ
5,000 text messages RMB 300 (~US$50) Iﬁ (M) )

Lion Gu
Farward-Looking Threal Research Team

10,000 text messages RMB 400 (~US$65)
Your password in ICBC Bank will expire
Internet short message gateway
spamming service 20,000 text messages RAMB 700 (-USI119) tomorrow. Please change password in
website: wap.icbcyt.com as soon as
50,000 text messages RMB 1,500 (~US$250) possible. Sorry for any inconvenience.
IC {95g§ﬂl
100,000 text messages RMB 2,800 (~US$460)
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Online Banking Malware Infections by Country

28% United States
22% Brazil
5% Australia
5% France
4% Japan
4% Taiwan
3% Vietnam
2% India
2% Germany
2% Canada
22% Others
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Online Banking Infections by Country

Based on 2013 Trend Micro Smart Protection Network Data
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Total Online Banking Malware Volume, 2012 and 2013

1Q 2Q 3Q 4Q

Total Online Banking Malware Volume 2012 vs. 2013

Based on 2013 Trend Micro Smart Protection Network Data
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Security Risks in
Mobile Banking
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Entry Points for Security Threats

WITHIN YOUR CONTROL OUTSIDE YOUR CONTROL

s
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Entry Points for Security Threats

WITHIN YOUR CONTROL OUTSIDE YOUR CONTROL

*Fake apps

*Web threats

ATM |
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Where Users Stumble Upon Malicious Apps

APP STORES SITES
27% G @ 80%

OTHERS
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Fake Banking Apps

generator app

T e steals bank

Albnil AL password and
12345678 12345678 sends user
and device

information

00000000 HooooOooo | ee- sus,

contact lists,
etc.) to a

| Generar fEmole Server

Santander©
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Fake Banking Apps
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“Trojanized” Banking Apps
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ATTACKS/BREACHES  APP SEC CLOUD PERIMETER RIS

VULNERABILITIES / THREATS

Android Trojan Banking App
Targets Master Key Vulnerability
Sluggish Android updates put users at risk. Could rising public

awareness of the flaw lead carriers and device makers to patch more
quickly?

Mathew J.
Schwartz

Security researchers have spotted a legitimate

banking app for Android smartphones and tablets

that has been "trojanized” using the so-called

master key vulnerability. That flaw, which affects

all versions of Android prior to version 4.2 2, can be

used by attackers to inject malicious code into a
< COMMENTS  digitally signed, legitimate Android app
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Apps are just one piece of the puzzle.
Threats continue to transition from PC

to mobile with help from malicious




Mobile Phishing
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42.28% WM Financial Services
24.8% WM Shopping

2.48% M Telecoms

1.92% W Webmail

1.58% W Social Networking
26.94% W Other

Distribution of Mobile Phishing URLS

More than 40% of mobile phishing sites target financial services

<
= wel
-4
om
v Z
Dl'

20 RSACONFERENCE2014

ASIA PACIFIC & JAPAN




Mobile Phishing

Find Us | FAQs | Contact Us | Log On

Welcome to Chase.com Welcome to Chase.com

Confum Contact informatson Erroer No hie uploaded® Please upload your valed
photo of your goverment issued 1D (such as
Important: In order to conbimue 10 recevwwe important Passport or Driver Licence) using the batton bellow

accoun! alerts such as low ballance nobécatons

or transaction confirmations, we need o confum or Photo 1D
MO L2
update your emad address Piease enter the .
nformabion below 10 contin _
informabion below 10 continue Choose fle No file chosen

Your e-mdel address (Uier o domam com

Continue

Your emal password
Home | Provacy Nouce | Log Off

Moy Py 1 . MNaohce |
e VY T
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Entry Points for Security Threats

WITHIN YOUR CONTROL OUTSIDE YOUR CONTROL
eCross-platform
threats
*Man-in-the-

middle attacks
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Cross-Platform Threats
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Cross-Platform Threats
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Man-in-the-Middle Attacks

ZITMO and PERKEL
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Operation Emmental

= H % O 1t & [@ < IhreBestellung 9178158 vom 04/02/14 - Message (PlainTe.. 2 B — 0O X
MESSAGE H
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Delete Respond Move Tags 1] Editing Zoom ~
Tue 04/02/2014 09:17
<lhreBestellung@service. ch>
Ihre Bestellung 9178158 vom 04/02/14
To
[ Message | & Quittung 2014.03.02.1t1
TRANSLATION
Subject: Your order 9178158 from 04/02/14
Die Zahlung thr Schweiz Team
Body/Maiftext: Your
Atftachment: Receipt 2014.03.02 rtf
PUE S € = | Quittung 2014 03 02.rtf - WordPad |8
File Home View o @
- [P § vl Gatam = = — : = [ &l | #3Find
- Arial *|110 <A A iEEE =~ 1=~ | »‘,[ (H J "
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- - - | = ~  drawing time object | iLii Selectall
Clipboard Font Paragraph Insert Editing
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TRANSLATION

uittung 03-02-14.c

To view the receipt, please
double-click the icon

Um Quittung zu sehen, klicken Sie zwei Mal auf dem Bild
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Operation Emmental

N S [H hittps://banking at v-;u};‘] [v Google Q] {_/L o ﬁ:_u] v

Most Visitedv @ Release Notes []Fedora Projectv [[]Red Hatv [Z]Free Contentv

Persdnliche Identifikationsnummer

Bitte geben Sie Ihre PIN (Persdnliche Identifikationsnummer) ein

PIN: ||

Anmelden
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Operation Emmental

&o at/# v -\_‘J] [Ev Google

Most Visited~ @@ Release Notes [T]Fedora Project~ [fjRed Hatv [Z]Free Contentv

Installierung der Mobileapplikation. Schritte 2.

1. Installieren Sie die mobile Applikation aus der SMS auf lhrem Telefon und starten Sie es.

2. Dann werden Sie die Maglichkeit bekommen das Einmalpasswort fur den Zugang zu Inrem Konto zu generieren. Klicken
Sie Passwort generieren® fiir die Generierung des Passwortes.

3. Geben Sie das erhaltene Passwort auf dieser Seite ein und klicken Sie auf Weiter'.

Ich habe keine sms mit dem Link auf Mobilanlage erhalten.

Einmalines Passwort. das von der mobilen
ieriert ist:

TRANSLATION
Installation process of the mobile app. Step 2. UEET
1. Install the mobile app from the SMS on your phone and start it.
2. Then you will have the possibility to generate the one-time
password for accessing your bank account. Click “Generate
password” to generate a password.
3. Enter the displayed password on this page and click “Next.”
1 didn't receive an SMS with the link to the mobile app.
One-time password, generated by the mobile app:

- 28
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Operation Emmental

banking at/# v @] (@~ Google Q¥ @ @~

Most Visitedv @Release Notes []Fedora Projectv [JRed Hatv []Free Contentv

e 5 [ﬂ http

Installierung der Mobileapplikation. Schritte 2.

1. Installieren Sie die mobile Applikation aus der SMS auf Ihrem Telefon und starten Sie es.

2. Dann werden Sie die Moglichkeit bekommen das Einmalpasswort fiir den Zugang zu lhrem Konto zu generieren. Klicken
Sie Passwort generieren® fiir die Generierung des Passwortes.

3. Geben Sie das erhaltene Passwort auf dieser Seite ein und klicken Sie auF‘Weiter'.

lch habe keine sms mit dem Link auf Mobilanlage erhalten

Wenn Sie aus irgendwelchem Grund SMS mit dem Link auf Ihre Mobilanlage nicht erhalten kiinnen, nutzen Sie alternative
Downlouds-Varianten.

Geben Sie in Ihrem Mobilbrowser néchste Adresse ein: E |_:I

TRANSLATION

If you didn't receive the link to your mobile

phone for whatever reason, please use

alternative download methods: rt, das von der mobilen 229195
: iplikation generiert ist:

Enter into your mobile browser the following address

hxxp://bit.do/kFCN

or scan the QR code.

Weiter

2 RSACONFERENCE2014
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Operation Emmental

Den neuen Benutzungsvorschriften
gemal, soll jeder Versuch Ihr Bankkonto
einzutreten mit Hilfe Einmalpasswort
verwirklicht sein. Dieses Passwort
kdnnen Sie mit Hilfe dieses Programm fiir
Ilhr Smartphone generieren. Driicken Sie
.Passwort generieren” auf und System
wird lhr Einmalpasswort generieren.
Fiillen Sie es in lhrem Online-Banking ein,
wenn es angefragt sein wird. Dieses
Passwort ist nur fiir einen Versuch
verfligbar. Deshalb I6schen Sie dieses
Programm nicht. Ohne es kénnen Sie
nicht Ihr Bankkonto benutzen.

Passwort generieren

30

TRANSLATION

According to the new policy, for every
attempt to log into your bank account a
one time password is needed. This
password can be generated with the help
of this app on your smartphone. Click on
“Generate password" to generate a
password. Enter it into your online
banking, if asked to do so. The password
is only valid for one attempt. Therefore do
not delete this app. Without this app you

cannot use your online banking anymore.

N—J

—a—
#RSAC

RSACONFERENCE2014
ASIA PACIFIC & JAPAN



Entry Points for Security Threats

WITHIN YOUR CONTROL OUTSIDE YOUR CONTROL

*Targeted attacks
eData breach

*Data loss/leak

W omsac
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Security Threats to Enterprises: Targeted
Attacks

BANK HQ
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Security Threats to Enterprises: Data Breach

| BANK HQ |
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Security Threats to Enterprises: Data
Leak/Loss

INTERNET
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Weak Security In Most Mobile
Banking Apps

Eight of 10 i08, Android mobile banking apps are improperly
configured, new report says

S Most mobile banking apps — including those of major financial institutions —
Kelly Jackson ) ) . . .
Higagins contain configuration and design weaknesses that leave them with weakened
security

Security experts this month tested 275 Apple i0S- and Android-based mobile
Eﬂ ﬂ B banking apps from 50 major financial institutions, 20 large regional banks
and 50 large U_S_ credit unions. Overall, they found that eight out of 10 apps
were improperly configured and not built using best practices software
development. Among the big-name banks whose mobile apps were tested by
B 0COMMENTS  secyrity firm Praetorian include Bank of America. Citigroup, Wells Fargo
COMMENT KOW Goldman Sachs, Morgan Stanley, Capital One Financial, and Suntrust Banks

FPraetorian did not disclose how each bank's apps fared in the tests '

MICRDO
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Best Practices and
Recommendations
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Securing the Mobile Ecosystem

OS DEVELOPER

APP STORE
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Addressing Threats at the Exposure Layer

REMOTE SITE

INTERNET

Q )) TREND
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@ Fhishing
e Scam

@ Malware

BANK HO

L3 U
Q Mobile scams

Mobile
malware

0 gf}l;jgbanking

Skimmers

1. Customer Advisory:

— Use of security software
— Update/Patch systems
— Social engineering watch

2. Two-Factor
Authentication

— “HRSA

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




1. Virtual Patching
2. Custom Defense

3. Employee awareness
and education

40

a Mabile
phishing
G Mobile scams

Mobile
malware

e Fake banking
apps
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Summary

+ Everything is going mobile, including online banking
cybercrime

+ Online banking threats continue to evolve, and may even
render “traditional” security measures useless

¢ Securing the mobile ecosystem against online banking
threats needs to be a collaborative effort

~_’
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If history Is repeating, it's better to
repeat the good side of it

Al
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Thank You!

Paul J.S. Oliveria
Paul Oliveria@trendmicro.com
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