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Everything is coming up mobile 
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Android Threat Volume 
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Mobile Cybercriminal Underground 
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Online banking malware are sporting 
new routines 
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Online Banking Infections by Country 
Based on 2013 Trend Micro Smart Protection Network Data 
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Total Online Banking Malware Volume 2012 vs. 2013 
Based on 2013 Trend Micro Smart Protection Network Data 
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Mobile + Banking = A Perfect Storm 
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Security Risks in 
Mobile Banking 
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Entry Points for Security Threats 
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Entry Points for Security Threats 
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•Fake apps 
•Web threats 
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Where Users Stumble Upon Malicious Apps 
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Fake Banking Apps 
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 Fake token 
generator app 
steals bank 
password and 
sends user 
and device 
information 
(e.g., SMS, 
contact lists, 
etc.) to a 
remote server.  
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Fake Banking Apps 
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“Trojanized” Banking Apps 
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Apps are just one piece of the puzzle. 
Threats continue to transition from PC 

to mobile with help from malicious 
URLs. 
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Mobile Phishing 
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Distribution of Mobile Phishing URLs 
More than 40% of mobile phishing sites target financial services 
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Entry Points for Security Threats 
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•Cross-platform 
threats 
•Man-in-the-
middle attacks 
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Cross-Platform Threats 
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Cross-Platform Threats 
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Man-in-the-Middle Attacks 

ZITMO and PERKEL  
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Operation Emmental 
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Operation Emmental 
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Entry Points for Security Threats 
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•Targeted attacks 
•Data breach 
•Data loss/leak  
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Security Threats to Enterprises: Targeted 
Attacks  
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Security Threats to Enterprises: Data Breach 
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Security Threats to Enterprises: Data 
Leak/Loss 
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Best Practices and 
Recommendations 
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Securing the Mobile Ecosystem 
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Addressing Threats at the Exposure Layer 
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1. Customer Advisory: 
– Use of security software  
– Update/Patch systems  
– Social engineering watch  

2. Two-Factor 
Authentication 
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1. Virtual Patching 
2. Custom Defense  
3. Employee awareness 

and education 
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Summary 

 Everything is going mobile, including online banking 
cybercrime 
 

 Online banking threats continue to evolve, and may even 
render “traditional” security measures useless 
 

 Securing the mobile ecosystem against online banking 
threats needs to be a collaborative effort 
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If history is repeating, it’s better to 
repeat the good side of it 
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Thank You! 
Paul J.S. Oliveria 
Paul_Oliveria@trendmicro.com 

mailto:Paul_Oliveria@trendmicro.com
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