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Outline 

 Root or Not Root 
 App Hijack 
 Hook Insight 
 Demo: App Hijack 
 Detection & Fix for App Hijack 
 Leave My App Alone – Create A Trusted App Runtime 
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Root or Not Root 

 It’s not the main topic I’d talk about today 
 But it’s indeed a simple question 

 Root: pre-installed, auto startup, customization, etc. 
 Not Root: unsafe! 

 So, what we need is ‘Safe Root’ 
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Root Risks 

 Android keeps each App’s security by creating a different 
user for each App to distinguish permissions 

 Each App could apply for Root permission 
 After Root, your App could be accessed by others 

 Memory modifications 
 File access 
 …… 
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Process of Chrome after hijacked 
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What’s App Hijack? 

 App Hijack: App’s workflow is redirected by others 
 Usually achieved by ‘Inject’ and ‘Hook’ 
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App Hijack’s Process 

 Reverse App to get its main logic 
 Inject evil module into App’s process 

 Ptrace 
 Dlopen 

 Hook 
 Java Hook 
 Native(so) Hook 
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Process of Inject and Hook 
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App which has Hook actions 

 Virus: few 
 More costs to develop and maintain 
 Root is required 

 Security App: some 
 Active Defense/Behavior Monitor 
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Hook: malware 

 Wind Seeker 
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Hook: Security App 

Popular Security App： Those which have hook actions: 
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Hook Types 

 Java Hook  
 Static Field Hook 
 Method Hook 

 Native So Hook 
 GOT Hook: Global Offset Table hook 
 SYM Hook: Dynamic Symbol hook 
 Inline Hook 
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Java Static Field Hook 

 Change the value of Java Class’s static field 
 By reflecting 

 Class<?> cls = Class.ForName(“”) 
 Field fld = cls.getDeclaredField(“”) 

 Why static field？ 
 Reflection only gets a Class DEFINITION, not a Class OBJECT 
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Java static field hook sample 
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Java Method Hook 

 Change a Java class’s method pointing to a custom 
method 
 Dalvik: Java Method -> Native Method 
 ART: Method Inline Hook 

 
 

18 



#RSAC 

Java Method Hook 

 Dalvik 
 Java method is Dex byte code：Method->insns 
 Q: Dex byte code inline hook? A: Too complicated! 
 Change Java method into Native method 

 Method->nativeFunc  points to a custom native method 
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So GOT Hook 

 Modify the a function’s address stored in the GOT table of 
the so loaded by the App 

 GOT 
 Global Offset Table 
 Store the addresses of functions imported by the library/executable 

 PLT 
 Procedure Linkage Table 
 Will call GOT items to get the function’s absolute address 
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So GOT Hook 

 Normal workflow 
 
 
 
 

 
 Workflow after hook 
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So SYM Hook 

 Modify dependent library’s exported symbol’s value 
 Weakness 

 Hook the needed library before loading current library/executable 
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So SYM Hook Process 
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So Inline Hook 

 Modify a function’s inline instructions  
 Jumping has a distance restriction 
 Compatibility for Arm and Thumb 
 Advantage: global coverage 
 Disadvantage: difficult and unstable 

24 



#RSAC 

So Inline Hook Process 
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Hook Zygote 

 Global Hook 
   Hook all processes already running, and monitor new processes 
   Hook Zygote 

 All App processes are forked by Zygote 
 If Zygote is injected/hooked, all the forked App processes are 

injected/forked as well 
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Hook Zygote 

Before Hook After Hook 
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Popular Hook Frameworks 

 Xposed 
 http://repo.xposed.info/ 

 Cydia Substrate 
 http://www.cydiasubstrate.com/ 

 ADBI/DDI 
 https://github.com/crmulliner/adbi 
 https://github.com/crmulliner/ddi 
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Pop Hook Frameworks: Xposed 

 The most popular open source hook framework in 
Android platform 

 Replace app_process 
 Java Method -> Native Method 
 Before original method is executed, call 

BeforeHook/AfterHook interfaces 
 Zygote restart is required to update hooks 
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Pop Hook Frameworks: Cydia Substrate 

 Compatible with iOS and Android 
 More popular in iOS 
 Zygote restart is required 
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Pop Hook Frameworks: Comparison 

XPosed Cydia Substrate 
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Demo：Facebook Logon Hijack 
(Will replace with the correct snapshot in final version) 
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Demo：China Merchants Bank WebView Phishing Attack 
(Will replace with the correct snapshot in final version) 
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Hook Fix: Java Hook 

 Static Field Hook 
 Detection 

 Check whether the field’s class is defined in current DEX or framework 
 Fix 

 Failed: original value is unreachable 
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Hook Fix: Java Hook 

 Method hook 
 Dalvik: Java->Native 

 Detection 
 Check whether the method’s instructions lie in current App 

 Fix 
 Failed: Java->Native is not invertible 
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Hook Fix: So Hook 

 GOT hook 
 Detection: check the library pointed by the GOT address 
 Fix: reload the library on the disk to get the correct address 

 SYM hook 
 Detection: check the library pointed by the Symbol address 
 Fix: reload the library on the disk to get the correct address 

 Inline hook 
 Detection: parse the instructions 
 Fix: reload the library and restore the modified instructions 
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Inject Fix 

 Why fix injection? 
 Sometimes, inject only, no hook: remote monitor thread 

 How to fix: 
 munmap 
 Hook Fix must be done first 
 Unstable, Crash 
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Fix Zygote 

 Q: How to protect Zygote from hijacking? 
 Zygote is started by Init 
 Protect Zygote in a very early stage 

 Q: How to ensure the protector to start earlier than others? 
 Learn from Xposed to replace app_process？ 

 System modifications are not first choice 
 Compatibility issues 
 Less configurability 
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Fix for App Hijack: Conclusion 

 Three “Basic” Points: 
 Hooks could not be fixed basically 
 Injects could not be removed basically 
 Zygote could not be protected basically 
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Create A Trusted App Runtime 

 Create a trusted Zygote Process 
 Protect the trusted Zygote 
 Make App fork from the trusted Zygote 
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Create Trusted Zygote 

 Step1: Start a new Zygote process 
 Compile a our own app_process 
 No restart required 
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Protect Trusted Zygote 

 Step2: Protect trusted Zygote process 
 Anti Debug/Anti Inject 

 Ptrace_me 
 Double-Process protection 

 Other protections 
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Control Trusted Zygote 

 Fork App through trusted Zygote 
 Redirect the socket communication from ActivityManagerService 

to Zygote 
 Control 

 White List: redirect the socket to trusted zygote 
 Black List: redirect the socket to old zygote 
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Trusted App Runtime: the Whole Picture 
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Demo：Choose any App you want to run in a trusted runtime 
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Thanks / Q&A 
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