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Root or Not Root

+ It's not the main topic I'd talk about today
+ But it’s iIndeed a simple gquestion

+ Root: pre-installed, auto startup, customization, etc.
+ Not Root: unsafe!

+ So, what we need is ‘Safe Root’
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Root Risks

+ Android keeps each App’s security by creating a different
user for each App to distinguish permissions

+ Each App could apply for Root permission

+ After Root, your App could be accessed by others
+ Memory modifications
+ File access
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ammerhead:/ $ su
thammerhead:/ # ps | grep chrome
4 180 fEffffff S com.android.chrome
180 2 fIFfffff S com.android.chrome:sandboxed_process0

android. xposed.installer; /XposedBridge
che/data@ e. v.android osed.installer

/data/dalvik-cache/dat E . v.android.: installer
/data/dalv cache/dat E . v.android.: installer
/data/dalvik-cache/dat at: . v.android.: installer

android .installe

lapp@com.android.chrome-1.apk@classes.dex
irome-1.apk
.android.chrome-1.apk
.android rome-1/1ibc
.android rome-1/11
.android.chrome-1/1libc
.android rome-1/1libchrome.
.android.chrome-1/1libchrome.
.android.chrome-1/1libchrome.
/app_chrome/paks/ N.pak
pp_chrome hrome _percent.p
/app_chrome/paks/resources.pak
rome/files/tabé
m.android rome/files/t
com. lbe.sec y/app_hips/client.jar
m.lbe.se p_hips/liblbeclient.
pp_hips/liblbeclient.
f/app_hips/liblbeclient.
.1lbe.security _hi lient.jar@

Process of Chrome after hijacked
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What's App Hijack?

+ App Hijack: App’s workflow is redirected by others
+ Usually achieved by ‘Inject’ and ‘Hook’

Normal Workflow

User enters
logon
credentials

!

App gets user
input

After Hook

EditText.

getText() ‘\

A 4

App sends to
server
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App Hijack’s Process

+ Reverse App to get its main logic

+ Inject evil module into App’s process
+ Ptrace
+ Dlopen
+ Hook
+ Java Hook
+ Native(so) Hook
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Loading Process

Get address of
mmap, dlopen,
dlsym, etc

Y

Invoke mmap to
write text
“evil.so’

h 4

Change PC
register’ svalue
into address of
dlopen to load
evil.so

v

Invoke dlsym to
getevil.so’ s
entry function

and then execute

Process of Inject and Hook

Reverse victim
App to find inject
spot

Debug victim
App:
Ptrace(PTRACE_A
TTACH)

Y

Load evil.so in

/ victim App

\ 4

A 4

Detach victim
App:
Ptrace(PTRACE_D
ETACH)

10

hook

Hook
. Native

functions

Load Jar to

Hook Java
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App which has Hook actions

¢ Virus: few
+ More costs to develop and maintain
+ Root is required

¢ Security App: some
+ Active Defense/Behavior Monitor
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Hook: malware

+ Wind Seeker

- = jniEnv;
. = {=®{int (_  fastcall ==)}{ DWORD =, int, DWORD, DWORD))(=*jniEnu + 452))(
H EREF jniEnv,

"getSystemClasslLoader™,
"{)}Ljavaslang/ClassLoader;");
_JHIEnv::CallStaticObjectMethod{ . N 'H
_JHIEnv: :HewDbject({jniEnv);
_android log_print{6, "FOR_AD", "DexClassLoader= %p", . , B, Y:
= {={int (==)(void}){*jniEnv + 132))();

BFE

F%! wind seaker

TRIRE

_android_log_print{é, “FOR_AD", "loadClass= %p", ¥s

BEFN DT (*(uoid (**)(void))(*jniEnu + 668))();

g 21.53IMB = _JHIEnv::CallObjectMethod{jniEnwv, , ¥3
_android_log_print{é6, "FOR_AD", "Class= %p", ¥;
o . = (#{int {(=+)(void)){*jniEnv + 4523){);

Eﬁiﬂﬂﬂi _android_log_print{6, "Funinn", "setAppHook = %p™, ¥:
_JHIEnv::CallStaticVoidHethod({jniEnv, . );

I]'dll-fl ﬁ.ﬁﬁ:mfh“f long 13 = localCursor.getlong(localCurscor.getColumnIndex (" _id")):

=L 1740MBE String atr8 = localCursor.getString{localCursor.getColumnIndex ("selfuin™)):
String str9 = localCurscr.get3tring({localCurscr.getColurnIndex ("frienduin™)):

k ﬁ._ﬁﬁli}%ﬁﬁ'% String strl0 = localCursor.getString{locallursor.getlolumnlindex ("senderuin™));

- ] 2 long 14 = localCursor.getlong({localCursor.getColumnIndex ("time™) )
String strll = localCursor.getString{locallfursor.getColumnIndex {"msg™)):

r L WHAE localCurscr.getInt (localCursor.getColumnlindex {("magtype™) )

B localCursor.getInt (localCurscor.getColumnIndex ("iscead™) ) ;

int n = localCursor.getInt({localCursor.getColumnIndex ("isgend™)):
'@" IEs=fF localCursor.getlong {(localCursor.getColumnnIndex ("magseq™) ) ;
2.92ME localCurscr.getlong (localCursor.getColumnIndex ("shmagaeq™) ) ;
localCursocr.getInt (localCursor.getColurnIndex ("istroop™) ) ;
localCursor.getInt (localCursor.getColumnIndex ("extraflag™) ) -
String strl2 = localCurscr.getitring{localCurscr.getColurnmlindex ("friendnick™)):

~_’
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Hook: Security App

Popular Security App: Those which have hook actions:
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Hook Types

+ Java Hook
+ Static Field Hook
+ Method Hook

+ Native So Hook
¢+ GOT Hook: Global Offset Table hook
¢ SYM Hook: Dynamic Symbol hook
+ Inline Hook
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Java Static Field Hook

+ Change the value of Java Class’s static field

+ By reflecting
¢ Class<?> cls = Class.ForName(*”)
+ Field fld = cls.getDeclaredField(*”)
+ Why static field?
+ Reflection only gets a Class DEFINITION, not a Class OBJECT

[ ]
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private statiec wvoid a(Ckject arg3) {
if({arg3 !'= nmll) {
Object w0 = b.reflectField (KSCONST.decrypt ("android.webkit.BrowserFrameSConfigCallback")
, ESCCONST.decrypt ("mHandlers"), arg3):

if({v0 '= null) {
b.=zetField (KS5CONST .decrypt ("android.webkit.BrowserFrame5ConfigCallback"), KSCONST.decrypt
("mHandlers"), arg3, new at(((ArrayLi=sc)wv0))):
H

}

public =statie Ckject setField(String arg4, String argb, Cbject argé, Ckject argT) {
Exception vl 1;
Object v0_1:
Field w2;

ct vl = nmll;

i

w2 = Class.forName (arg4) .getDeclaredField (arg5):;

v2.setAccessible (true);

v0_1 = w2.get (argé):

H
catch (Exception w0) {
Exception v3 = v0;

v0_1 = vl;
vl 1= w3;
goEo ;abe;_;E;
H
try {
v2.setharg6, argT)
goto label 77
H
catch(Exception vl_1) {
H
label 12:

vl _l.printStackTrace();

label 7:
retarn v0_1;

Java static field hook sample
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BaidBE =

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




Java Method Hook

+ Change a Java class’s method pointing to a custom
method

+ Dalvik: Java Method -> Native Method
+ ART: Method Inline Hook

W omsac
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Java Method Hook

+ Dalvik

+ Java method is Dex byte code: Method->insns
+ Q: Dex byte code inline hook? A: Too complicated!
+ Change Java method into Native method

+ Method->nativeFunc points to a custom native method

SET | ETH o F AG(method, ACC NATIVE);
method eFunc = &xpo: Hd[allHanilwr

metho | u2*}) hookInfo;
methao rssize = mwth d->inssize;
method->outssize =

[ ]
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So GOT Hook

+ Modify the a function’s address stored in the GOT table of
the so loaded by the App

¢ GOT

+ Global Offset Table

+ Store the addresses of functions imported by the library/executable
o PLT

+ Procedure Linkage Table

+ Will call GOT items to get the function’s absolute address

~_’
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So GOT Hook

+ Normal workflow

extern:0000C120 . FILE *fopen{const char *filename, const char *modes)
extern:0000C120 00 00 00 OO IMPORT __imp_fopen ; CODE XREF: fopen+&tlj
.text:00008C96 FF F7 EB ED BLX fopen

.plt:00008868 . FILE *fopen{const char *filename, const char *modes)
.plt:00008868 fopen ; CODE XREF: sub_8B90+12)p
.plt:00008868 ; sub_BBEB+AELp
.plt:00008868 0D C6 BF E2 ADR R12, OxB870

.plt:0000886C 03 CA BC E2 ADD R12, R12, #0x3000

.plt:00008870 2C F7 BC ES LDR PC, [R12,#(fopen_ptr - OxBB70)]! ; _ imp_fopen
extern:0000C120 . FILE *fopen{const char *filename, const char *modes)
extern:0000C120 00 00 00 0O IMPORT __imp_Tfopen ; CODE XREF: fopen+8tj

+ Workflow after hook

Lr;vc;l:f . Jump to .plt | Jump to .got
BLX?op;an .plt fopen .got fopen
_..0.
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So SYM Hook

+ Modify dependent library’s exported symbol’s value

¢ Weakness
+ Hook the needed library before loading current library/executable
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A.s0 Libc.so

Sym_value:
0x14929

After hook:
0x123456

| fers |

]

So SYM Hook Process
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So Inline Hook

+ Modify a function’s inline instructions
+ Jumping has a distance restriction

+ Compatibility for Arm and Thumb

+ Advantage: global coverage

+ Disadvantage: difficult and unstable

~_’
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After hook

fopen() fopen() Evil code

-

1

Swap buffer

So Inline Hook Process
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Hook Zygote

+ Global Hook
+ 2 Hook all processes already running, and monitor new processes
+ 2 Hook Zygote

+ All App processes are forked by Zygote

+ If Zygote is injected/hooked, all the forked App processes are
Injected/forked as well

~_’
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Hook Zygote

Before Hook After Hook

Zygote «—2. Socket—— &

—2. Socket—

3. fork 1. Start App 3 fork 1. Start App
h 4 l
App
App Launcher  Hookl Launcher
. Hook2

Baiﬁ'ﬁﬁ o
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Popular Hook Frameworks

¢+ Xposed
+ http://repo.xposed.info/
+ Cydia Substrate
+ http://www.cydiasubstrate.com/

+ ADBI/DDI
+ https://github.com/crmulliner/adbi

+ https://github.com/crmulliner/ddi

...0.
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http://repo.xposed.info/
http://www.cydiasubstrate.com/
https://github.com/crmulliner/adbi
https://github.com/crmulliner/ddi

Pop Hook Frameworks: Xposed

+ The most popular open source hook framework in
Android platform

+ Replace app process
+ Java Method -> Native Method

+ Before original method is executed, call
BeforeHook/AfterHook interfaces

¢ Zygote restart is required to update hooks

~_’
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Pop Hook Frameworks: Cydia Substrate

+ Compatible with I0OS and Android
+ More popular in I0OS
¢ Zygote restart is required
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Pop Hook Frameworks: Comparison

XPosed Cydia Substrate

Cydia Substrate is a mechanism for
modifying programs in memory as they
ane operating. Below, you will find some
initial extensions available for Android,

| am sarry, bul this websile anly works an
the Google Android (ar the Amazon Fire)
stock wieh browser; yau must visit it, on
your device, either from the Subsirate
settings app ar with the "Browser” spp. [

Recommend Package

TIT S e LR ]

Bring back

ivityForceMNew
1 launech ot

[ ]
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facebook

testi@gma iI.cclrr{

Demo: Facebook Logon Hijack

(Will replace with the correct snapshot in final version)
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Demo: China Merchants Bank WebView Phishing Attack

(Will replace with the correct snapshot in final version)
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ook Fix: Java Hook

+ Static Field Hook

+ Detection
+ Check whether the field's class is defined in current DEX or framework
¢ Fix

+ Failed: original value is unreachable

Field: MyClass.Class
MyClass A FecCass( > MethodA()
Mya(;'::;:ZSZEX <t mA->insns |« Method mA
L 1] 3
Bai W &E - : W irsac
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Hook Fix: Java Hook

+ Method hook

+ Dalvik: Java->Native
¢ Detection

+ Check whether the method’s instructions lie in current App
* Fix

¢ Failed: Java->Native is not invertible

NativeMethod: | I < T
Nmethod A >
——» mA->insns . Native method
Impl

W oimsac
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Hook Fix: So Hook

¢ GOT hook

+ Detection: check the library pointed by the GOT address

+ Fix: reload the library on the disk to get the correct address
¢ SYM hook

+ Detection: check the library pointed by the Symbol address

+ Fix: reload the library on the disk to get the correct address
+ Inline hook

+ Detection: parse the instructions

+ Fix: reload the library and restore the modified instructions

~_’
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Inject Fix

+ Why fix injection?

¢+ Sometimes, inject only, no hook: remote monitor thread
+ How to fix:

¢ munmap

+ Hook Fix must be done first

+ Unstable, Crash

W omsac
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Fix Zygote

+ Q: How to protect Zygote from hijacking?
¢ Zygote is started by Init
+ Protect Zygote in a very early stage
+ Q: How to ensure the protector to start earlier than others?

+ Learn from Xposed to replace app_process?

+ System modifications are not first choice
+ Compatibility issues
+ Less configurability

~_’
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Fix for App Hijack: Conclusion

+ Three “Basic” Points:
+ Hooks could not be fixed basically
+ Injects could not be removed basically
+ Zygote could not be protected basically

L]
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Create A Trusted App Runtime

+ Create a trusted Zygote Process
+ Protect the trusted Zygote
+ Make App fork from the trusted Zygote

W oimsac
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Create Trusted Zygote

¢+ Stepl: Start a new Zygote process
+ Compile a our own app_process
+ No restart required

App 1 Appz .......... App n

Bai N EE - W s
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Protect Trusted Zygote

¢ Step2: Protect trusted Zygote process

+ Anti Debug/Anti Inject

+ Ptrace me

+ Double-Process protection
+ Other protections

l Y Y
App 1 App2  fceeaee \ App n
o0
Bai Y EE
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Control Trusted Zygote

+ Fork App through trusted Zygote

+ Redirect the socket communication from ActivityManagerService
to Zygote

+ Control

+ White List: redirect the socket to trusted zygote
+ Black List: redirect the socket to old zygote

prOteCt

O
o¥
2%
~D

App 1 App R i e | App n App 1 /

Baiﬁ'ﬁﬁ 46
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Trusted Zygote

SystemServer
Zygote
Y
s ¥
3. fork t': 1. Start App
l 5] Sygote
e}
[o]
} .
& I
App 3. fork
Mook uncher

Trusted App Runtime: the Whole Picture

RSACONFERENCE2014
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Start Safe Box Server

[ 9 Google Flay B R
f eom goog ke android esre

COmL QU omeT. im e Esrace
l :U- T SRRSO TIT AR

P 0 A O L Y e
Iulj com andmoid.defoontainer
[

Sat Safe App List

Demo: Choose any App you want to run in a trusted runtime

[ 1]
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