RSACONFERENCE2014 Share.
ASIA PACIFIC & JAPAN Learn.

Capitalizing on
Collective Intelligence

What Are Your Key Definitive Strategies Against
Advanced Persistent Threat Today?
A New, Modern Approach - Blue Coat Advanced Threat Protection

SESSION ID: SPO-T11

Brian Shen

Head of Product Marketing, APAC & Japan
Blue Coat Systems

W #RSAC



LANDSCAPE
ADVANCED THREATS
COUNTER MEASURES




Today's digital enterprise is driving a new it
paradigm...
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...and a whole new set of IT challenges

TODAY'S IT

YESTERDAY’S IT

Millions of
unknown
and risky Apps

Few apps with
predictable
behavior

Manageable | 0%l T I —’ Big data
data Lot OB el explosion

Cloud and
hybrid
infrastructure

Infrastructure
that’s on-premise

Traditional threat ! wo R RN e e Advanced threat
environment ' o environment
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Evolving landscape of modern threats
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Improved sophisticated threats

.~ Virtual machine

Detection Rootkits

y-Iine debugger

detection Fuzzing

Re-writes
host file

- Multi-packed,
e time, encrypted

Reverse Engin

Code Auditing,
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SC Magazine > News > "Gameover” trojan hides activity in encrypted SSL connections to defraud victims

Daniele Walker, Reporter .
a W Follow @daniellewlkr @ LumenSIOH
Endpoint Management and Security Suite
October 07, 2013

"Gameover" trojan hides activity in encrypted GET CONTROL.
SSL connections to defraud victims PATCH 3RD-PARTY HOLES.
Saboteurs spr&ading the Gameaover banl-{ing trojan are hosting the Zeus variant on a number of infected LFU.U.U 'Illllﬂ,l_[,‘-"'“ll ! ..j'H:"l Ir“:l-." @

websites and using an encrypted secure sockets layer (SSL) connection to remain undetected.

Researchers at Dell SecureWorks Counter Threat Unit (CTU) detailed attackers' latest schemes to spread the
financial malware in a blog post published last Friday.

SIGN UP TO OUR NEWSLETTERS

According to the team, Gameover operators are delivering downloader malware called "Upatre” to victims via

spam, then having the downloader retrieve the Gameover payload from infected websites hosting the # SC Magazine Canada
malware. @ SC Magazine Featured White Paper
of the Day
Comments Instead of receiving instructions from an attacker-operated command-and-control server, the Upatre @ SC Magazine Newswire
downloader uses an encrypted SSL connection to download malware directly from compromised web

EMAIL ™ SC Magazine Product Reviews

SErvers.
L3 PRINT o SC Magazine Product/Industry Buzz



Post-prevention security gap
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Time and the window of opportunity

Initial Attack to Compromise Initial Compromise to
Discovery

84% 78% ﬁﬁCﬂNFEHENC.L;::I:I
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Post-prevention security gap

60%

Percentage of Enterprise IT
Security Budgets Allocated to
Rapid Response Approaches
by 2020.

— Gartner 2013
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Mapping the adaptive protection process to

the lifecycle of an attack

Predictive

Retrospective

Postincident .
| (minutes to months) .

Preventive

In-line, real time
(subsecond)

Gartner

Detective

Near real time
(seconds to minutes)

E&*T Source: Gartner (February 2014)
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Required technologies for modern advanced
threat protection

Complete Web Control
Web Security, Content Analysis,

Real-time Blocking g Detection &
Blocking and Threat
Advanced Malware Detection #, Enforcement Intelligence

White/Blacklists, Sandboxing, Feeds

Global
Threat
Data

Visual Insight BN ety & ssL Big Data

Context, Real-time Awareness, |OCs, Alerts ' Visibility Securi.ty
Analytics

Full Packet Capture
Layer 2 — 7 Indexing & Classification

i
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Intelligent defense in depth

Block all known sources/malnets and threats
before they are on the network

Allow Known Good
Content Analysis System with
Application Whitelisting

Free up resources to focus on advanced
~ threat analysis

Block Known Bad

Downloads
Content Analysis System with
Malware Scanning

<~ 5 N
Analyze
Unknown Threats Discover new threats and then update you

Malware Analysis gateways
Appliance

Reduce threats for incident containment and
resolution
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ADVANCED THREAT PROTECTION
Lifecycle Defense

Incident Ongoing

Resolution Operations
Investigate & Detect & Protect
Remediate Breach Block All
Threat Profiling Known Threats

& Eradication rrrr

=

A =
' 3

PROTECTION

INTELLIGENCE
NETWORK

LIFECYCLE

Incident

Containment

Analyze & Mitigate
Novel Threat
Interpretation
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ADVANCED THREAT PROTECTION
Lifecycle Defense

Ongoing

Operations

Detect & Protect
Block All
Known Threats

PROTECTION GlokaL

INTELLIGENCE

LIFECYCLE NETWORK
DEFENS
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ADVANCED THREAT PROTECTION
Lifecycle Defense

PROTECTION GloBAL
INTELLIGENCE
LIFECYCLE NETWORK

DEFENS

Incident
Containment

Analyze & Mitigate

Novel Threat
%xf Interpretation

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




ADVANCED THREAT PROTECTION
Lifecycle Defense

& Eradication

PROTECTION GlokaL

INTELLIGENCE

LIFECYCLE NETWORK
DEFENSE
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Real World Results
Benefit of Lifecycle Defense

Global Financial Enterprise
¢ 243.21 Billion attempts to access websites

¢ 793.09 Million attempts to access known malicious
sites blocked by SWG

+ 89,192 Malicious files blocked by network perimeter
antimalware
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Encrypted traffic management
Policy Based SSL Visibility

Granular Policy Feed Multiple Industry-leading
Management Security Performance
Systems

Full visibility into encrypted traffic and threats
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Advanced Threat Protection
File Analysis

e CONTENT ANALYSIS SYSTEM
SSL Visibility
Appliance ProxySG ICAP / ([
= S-ICAP s
Internet ( ) ;‘13' 1 l - ‘-"‘ k
10 _
11
Encrypted :
P R Malware Signature
Traffic :
v v
I J e Blue Coat Malware
§ Analysis Appliance
gt "L | 2

Security Global b & e
Analytics Intelligence MALICIOUS NOT Non-Blue Coat
Platform Network UPDATE & MALICIOUS Sandbox

ALERT

FileName
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Global intelligence network

~ Anti-virus AV

USers / : Malware
- scanning = LA
+1 Billi ; W/Central cloud
daily c ~ database
web req
+3.3 Millio Dynamic Real-
threats block Jjﬁ Time Rating
daily Ny Malware N\ Quality Y
- detection 3d party Cchecks R
+84 categories ’ feeds \
Sandboxmg

55 languages

Real-time Cloud-based Zero- day Performance
Response and Scalablity

A

Community-
based

Blocks 3.3 million threats per day
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ADVANCED THREAT PROTECTION

Lifecycle Defense

Incident

Resolution

Investigate &
Remediate Breach
Threat Profiling
& Eradication

GLOBAL
INTELLIGENCE
NETWORK

Containment

Analyze & Mitigate
Novel Threat
Interpretation

Ongoing

Operations

Detect & Protect
Block All
Known Threats
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SECURITY
1S ABOUT
WHAT YOU
MARE
POSSIBLE.
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Anatomy of an attack

¢ Reconnaissance

+ Delivery/Infiltration Nothing New Here §

+ Code execution
+ Network Propagation

¢ Data Exfiltration

8 RSACONFERENCE2014
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Reconnaissance

+ Two approaches

¢ Sources
+ Google

+ Social Media
+ Linkedin
+ Facebook
¢+ eflc.

i

+ What we see
¢ To much personal information
+ Corporate “sensitive” data published

+ No visibility on perimeter or internal
network

27 RSACONFERENCE2014
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Delivery/Infiltration
+ SSH Brute Force

+ Remote file Inclusions
¢ What we see

— + Ignored attacks
L 2 Malvertlsmg ¢ Unprotected paths

+ Misconfigured solutions
+ Drive By ¢ Uneducated users

¢ Phishing

i 28
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Code Execution

+ Banking Malware
+ Geodo/Emotet

+ Ransomware
+ Cryptolocker
+ Crytodefense
¢ Cryptowall

¢ Other (yes even APT)

i 29

+ What we see
¢ lgnored attacks
¢ lgnored AV
¢ Over use of privileges

¢ Lack of reporting

Lack of investigation

e e T O o s e
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Network Propagation

¢ Most networks =

+ What we see

4
¢ Use credentialsto

+ Use vulnerabilities
¢ Use installed tools &

i

 J
..~
“ote®

e i e -

.

Ignored attacks
Unpatched systems
Access issues

Management “tools”

30
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+ What we see

+ No knowledge

Data Exfiltration

- _ ¢ Third party notification

+ ldentify Interesting Info _
¢ Lack of understanding of own
+ Bundle up network

+ Ship it out

By e | &
e

0101091011 | SSL/TLS
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What I'd like you to do
+ Get your house in order

+ Layered controls
+ Technical

+ Content control, IDS/IPS
+ Sand box
+ AV, APP Control
+ Visibility
+ Non technical
+ Policy, Process, People

S h'&;;://wvrvw.rf.t;.ri.org/éontérn;c/feature/z187104.html
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Questions?
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