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Lockdown!
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Impact of complexity on service availability

. Unknown costs
very difficult to quantify

Tangible known costs
relatively easy to quantify

P

Maintenance Cost of changes Unpredictability
costs & loss of agility & service outages

Fear forces many businesses to lock-down all systems...
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The reality of systems lock-down
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Don't start
with the
network -
start with the
services!



A systematic approach

Discovery Control Remediation Transformation Virtualisation
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Getting control

Services

New Service
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Getting control

Services

New Service

Control Plane

W oirsac
\{"‘TTCommumcatrons NTT Com Security RSACONFERENCE2014

ASIA PACIFIC & JAPAN



Remediation (e
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Services

7 New Service

.« Define the standards

e Upgrade network
elements

. * Fix problems

e Identify redundant
components

.« Ensure high
availability

Control Plane

Configuration
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Transformation
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Firewall

Service
App

App

Service

App
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Large International Corporate

Reducing back-end
system complexity
reduced downtime by
90%

Savings of loss
productive of
£100,000s

100,000 Employees
20 million customers

600+ services
8,000 network devices
2,000 servers
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Regeneration of the Favela de Rocinha

Ground plan of
one solved community
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‘Recreational Zone z ﬁ

Living Zone "hr. / |

Services Zone
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Conclusion

Building and securing traditional networks
has created unsupportable complexity

Resolving complexity starts with the
services, not the network
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Business Outcomes

/ ¢ 3
Service availability improvements
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Shorter provisioning time

Improved operational efficiency

Increased agility and ability to
change

Optimisation and cost reduction
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Thank You

tom.salkield@nttcomsecurity.com

+44 7770 326 229
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