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Today’s State: “Our Site Is Safe”

We Have Firewalls We Audit 1t Once a
and IPS in Place Quarter with Pen Testers
Port 80 & 443 are open | .
for the right reasons = | 7/ Applications are

constantly changing

= P
We Outsource ? -

We Use Network
Vulnerability Scanners

Neglect the security of the
software on the network/web |l
server
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; We Use SSL Encryption

. Only protects data between
site and user not the web
application itself




Or is it (safe)

OpenSSL List of affected major
71.0.7 ©OAuth 2.0 and OpenlD providers

* @ Google
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After cyberattack, eBay recommends password Another zero-day vulnerability is threatenmg th
change Microsoft world
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Microsoft issued a
security advisory for the
presence of a zero-day
. vulnerability in Microsoft
Wednesday, May 21, 2014 Word prﬂ.ducts which

allows a remote code execution.
NEW YORK - US online giant eBay said Wednesday cyberattackers broke into its database with
customer names, passwords and other personal data earlier this year. Another zero-day vulnerability is threatening the Microsoft world, the news was issued
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Seriously, what Is happening ... still?

(«The Hacker News

Securi{y in a serious way

France Telecom Orange Hacked Again,
Details of 1.3 Million Customers Stolen

=] Wednezday, May 07, 2004 2 Wang Wsi
=] . May & Wang
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Teen arrested for stealing tax data via Heartbleec

AFP
Friday, Apr 18, 2014
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OTTAWA - Federal police said on Wednesday they have amested and charged a 19-year-old mai
with the theft of 900 Canadian taxpayers’ data, which was made vulnerable by the "Heartbleed" Iy
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Microsoft releases patch for Web browser’s security flaw

By KENNY CHEE

IT MAY be safe now to use Micro-
soft’s Weh browser Internet Ex-
plorer - earlier reported to have a
serious security hole — after the
software giant released a patch on
Thursday.

Microsoft has released a fix for
its mewer Windows 7 and 8 operat-
ing systems, as well as for the old-
er Windows XP even though the
American firm had previously said

it would mnot patch the
13-year-old Windows XP because
it had discontinued support for it
garly last month.

“We made this exception based
on the proximity to the end of sup-
port for Windows XP," said Ms
Adrienne Hall, Microsoft's gener-
al manager for trustworthy com-
puting, in a blog post.

It is just az well, because fresh
attacks exploiting the bug have
been found targeting a version of

the Web browser in Windows XP,
zaid cyber-security firm FireEve.
Previously, attacks targeted
browsers in Windows 7 and B.
Deemed so serious that the au-
thorities from Singapore to the U8
hawve izsued warnings, the security
flaw allows hackers to take con-
trol of a person's computer if he
uses Internet Explorer to visita
compromized website.
Microsoft's U-turn on patch-
ing Windows XP suggests the seri-

ousness of the bug, said Ms
Macky Cruz, the security focus
lead at TrendLabs, the research
and development unit of security
firm Trend Micro.

But cvber-security experts said
they are not holding their breath
for Microsoft to keep doing so.

In Singapore, some 450,000
computers were still running on
XP as of February.

“We are encouraging users to
upgrade to the latest versions {of

Windows). It will become more
and more difficult for owners of
computers running Windows XP
to ensure their svsteme are safe,"
Ms Cruz said.

Computers that have antomat
ic updates turned on in Windows
would have already received the
patch. Users who have not re-
celved the update can do so by
opening the Windows control pa:
el and clicking Check for Updates
in the Windows Update section.
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Hacker accused of stealing
130 milliﬂn Credit card numbers
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stolen from Global Payments

Payments processor believes no names, addresses, or Social Securitv

numbers were stolen in the security breach. Tm'get CEO resigns aﬂ:el' dﬂtﬂ
w4 breach fallout

Gregg Steinhafel steps down in wake of a hack last December that affecte
many as 110 million Target customers.

by Don Relsinger W Edonreisinger | May 5, 2014

i 3 by Steven Musil | April 1, 2012 7:10 PM PDT
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Hackers Now Attack Web Applications

+ Applications can be CRASHED to reveal
source, logic, script or infrastructure
information that can give a hacker

pril 5, 2010 3:32 PM POT

intelligence Explmts not needed to attack via PDF files

+ Applications can be COMPROMISED to 77
make it provide unauthorized entry
access or unauthorized access to read,
copy or manipulate data stores, or reveal
information that it otherwise would not.

+ Eg. Parameter tampering, cookie
poisoning
+ Applications can be HIJACKED to make it
perform its tasks but for an authorized

user, or send data to an unauthorized
recipient, etc.
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: PDF WormBlemo - No JavaScript Required B

P e =
Pr0v1ded by sudosecure.net
. <L ERaUnch PDF Feature to Infect Existing PDF Fy

Javascript is Disabled in Acrobat Reader

1. open “empty.pdf”, just a normal POF file.
- wverify Javascript is Disabled

2. open evil "ownit.pdf”
- Prompted by Acrobat Reader, we control displa
- Must C€lick Through to work
3. RrReopen "empty.pdf”
- PDF has been modified with Launch object dire
user to sudosecure.net

ALL DOME!

Jeremy Conway created a video to show how his POF hack works.
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(1ISC)2 2013 Global Security Workforce
Su rvey Security Threats - Top or High Concermn
Apiplication vulnerabilities ._ 72%
Maobile devices -_ 0%
Malware -_ BB
Internal emplovees ._ B2%
Hackers | coo
Cloud-based services I_ A8%
Contractors | 150%
Hacktivists | 4 1%,
Trusted third parties ._ &0%
Cyber terrorism IS 157%
Organized crime -_ 375
State sponsored acts -_ 4%

0% 20% &0% b0 B0%

(I SC)2< - Fercent of Security Executives
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A Trip Down Memory Lane ...

OWASP Top 10 2004 2007

1. Unvalidated Input 1. XSS

2. Broken Access Control 2. Injection Flaws

3. Broken Authentication & Session 3. Malicious File Executing
Management 4. Insecure Direct Object Reference

4. Cross Site Scripting (“XSS”) 5. Cross Site Request Forgery (CSRF)

5. Buffer Overflow 6. Data Leakage & Improper Error

6. Injection Flaws Handling

7. Improper Error Handing 7. Broken Authentication & Session

8. Insecure Storage Management

9. Application Denial of Service 8. Insecure Cryptographic Storage

10. Insecure Configuration Management 9. Insecure Communications
10. Failure to restrict URL Access

) OWASP —
The Open Web Application Secunity Project R%AC-ONFEF%ENCEIDM
! ASIA PACIFIC & JAPAN




IBM X-Force Security Report

Observations on Web Application Security &
Attacks

+ SQL Injection vulnerabilities in public web applications dropped by 46
percent, more speciality attacks targeting Shell Command Injection
vulnerabilities rose 2 to 3 times since 2010.

+ Traditional email spam decreased by 50 percent, there was an
Increase in phishing attacks that impersonate social networking
sites and mail parcel services to entice victims to click on links to web
pages that may try to infect their PCs with malware.

+ New technologies such as mobile devices are creating new
avenues of opportunity for attacks and new challenges for
security pros. A big increase in the number of exploits publicly
released that can be used to target mobile devices—which are
Increasingly tapping into enterprise information through the Bring
your Own Device or “BYOD” programs. e
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3 500 Internal Server Error - Mozilla Firefox

Fi= Edt View Go Dockmerks  Tooks  Help
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500 Internal Server Error

java. lang.NullPointerException
at FlestWatch.fvcontrol . doGet (Zuconteol . Javai36]
At javax.gervilet.hoep. HoepServlet..servioe [HoepServlet. java:740)
at jawvax.servlest . http.HetpSecrvlet.service [HotpSecvlet. Java: 883 )
at com.evermind[Cracle Application JFerver Contalpera for JZEE 10 (9.0.4.2.0)].8ecver.htip.Secvietfegqueatiapatcher . imvoke (ServietRequeatiapatchet . Jav
at com.evermind[Cracle hpplication Serwver Containsrs for JEZEE 10g (9.0.4.2.0)]) secver.http.decvletBequestispatcher . forvardInternal (SecviletRequestDhispa
at com.overmind[Orasle Application Serwer Containocrs for JEEE 1O (2.0.49.2.0) ] .fccver.htop. HEopReguestHandler . procossReguest (HotpRequestHand ler . Java: 75
AL com.evermind[Cracle application Jerwver Containers ror JZEE 109 (9.0.4.2.0)] .2ecver.hoop. AJPRequestHandler .. run ( A JPRequestHandler . janrai 208)
at com.swvermind[Oracle Application Server Containers for J2EE l0g (9.0.2.2.0)) .=ecver.htop. MPRequestHandler . run{ AJPRequestiandler. jars: 125)
at com.evermind[Cracle Application Jerwver Cohtalners for JZEE 10Q [9.0.4.2.0)].util.ReleasableRegourcePooledExecucor iHydorker . tun | Re leasab leResonurcer oo

at jawva. lang. Thread.run(Thread. jars: 534)

These are real examples — hackers

Love these error message pages ...

L | e

Do
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> Value not found: LockAfterNumberOfLoginTries - Windows Internet Explorer

G-

File Edit View Favorites Tools Help

1.7 Favorites 88| -| % AsiaOne | |I]FacebookiHome |{é'¢a|ue not found: Locka... x| | fp -~ B - 1 &= v page~ Safety~ Tools~ @~ =y il B3 3

Server Errorin '/' Application.

Value not found: LockAfterNumberOfLoginTries

Description: 4n unhandled sxception cccurred during the execution of the current web request. Please review the stack trace for more infermation about the srror and where it eriginated in the code.

Exception Details: Syztem ArgumentException: Value not found: LockafterlumberQfLoginTriss

Source Error:

Line 7: <html=

Line 8: <«heads-

Line 9: «<titles<S%=AppPageTitleS=</titles

Line 10: «<meta http-equiv="Content-Type” content="text /html; charset=1s0-8859-1">
Line 11: «<link href="css/style.cs3” rel="stylesheet” type="text/css">

Source File: cWebsitez\WPS\mmp_port_prop_detailazpx Line: §

Stack Trace:

[ArgumentException: Value not found: LockafterNumberOfLoginTries]
Nini.Config.ConfigBase. GetInt(String key) +118

AppFoundation.Core.Config.ConfigurationManager.Load(} in C:%Documents and Settings'Ethan'My Documents'\WORK\AppFoundation AppFoundation'Core'ConfigiConfigurationkanager.cs:32
AppFoundation.Core.Config.ConfigurationManager. get CDn'F'rgur'a‘tmn() in C:%\Documents and Se‘tt1ngs.\Ethan\I'-1y Docuwents*n'ORK\AppFoundat'l onAppFoundation’Core'\ConfighConfigurationMa
AppFoundation.web. AppCorePage. get_AppPageTitle() in C:%Documents and SEt‘t'lngs\ Ethan'My Documents' wORK'\AppFoundation' AppFoundationweb'ApplorePage. cs:75
ASP.mmp_port_prop_detail_aspx.__Render cc-ntr'u:'!l(Htﬂ"Textnmter _w, Control parameterContainer) in c:‘\Websites\MPS\mmp_port_prop_ detail. aspx:9
System.Web.UI.Control.RenderChildrenInternal (Htm1Textwriter writer, ICollection children) +98
System.Web.UI.Control.RenderChildren(HtmlTextWriter writer) +20

System.Web.UI.Page.Render (Htm1TextWwriter writer) +26
System.Web.UI.Control.RenderControlInternal (HtmlTextWriter writer, ControlAdapter adapter) +25
System.wWeb.UI.Control.RenderControl (HtmITextwriter writer, Controladapter adapter) +121
System.Web.UI.Control.RenderControl (HtmlTextwriter writer) +22
System.wWeb.UI.Page.ProcessRequestMain(Boolean includeStagesBeforedsyncPoint, Boolean includestagesAfteriAsyncPoint) +2558

Tersion Information: Wicrosoft NET Framework Version:2.0.50727.1433: ASP.MET Version:2.0.50727.1432
L

| |
[Bone [T T T T | [@mntenet |75 ~ [ % 100% -~
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.-"'_.:' Runtime Error - Microsoft Internet Explorer provided

| File Edit View Favorites Tools Help

<7 Favorites & Runtire Errar | |

Server Error in '/Portal’ Application.

Runtime Error

Description: &n application &ror eccurred on the sarver. The currént custom ermer settings for this application prevent the details of the applicafion &rror
from being viewad cemotely (for s&curity réasens) B could, however, ba gwed By browsers rUnNNG on the DCal 2Srfer macnine.

Details: To enabis the detadz of this specific error mezsags 1o be viewable on remate machines, pleaze create a <cuzlomErrarz= 1ag within a “web.config”
cenfiquratan fils located in the root directory of the current web apphcaton. Thiz <cugtemErrere= {ag should then have itz "mede”™ aitrbute set 1o "0

«wl-- Web.Config Configuration File --=»

«cenfiguration=
«<system, webx
ccustomErrors mode="0FF" /=

</system.web=
< /configuration=

Notes: The current &rror page yau are S&8ing can be replaced by a custom arrer gage by madifying the "defaultRedirect” attribute of the application’s «customEmarss
con figuration tag to peint to a cusiom &rror page UEL.

«i=-- Web.Config Configuration File --»

«<contiguration=
<gyeten, webs
<customErrors mode="Remotelnly” defaultRedirect="mycustompage.htm” /=

</system. webs
«/configuration=

Version Information: Micresoft MET Framework Verzion:1.1.4322.23200; &3P NET Wersion: 1.1 43222300



hitps: five Lbuysub, com/Srror. jepfods mag_code=tWOBRId=127 10567 11 152&:mmar=

CDSEEEDbaI An error has occurred.

A Hrarst Company

Error Description:

jave.lang.HullPointerException at
com.cds.nm.gemini.parsers.GiftsRequestParser.getParameter|GiltsRequestParser.java(Compiled Code)) at
com.cds.nm.gemini.serviets. GeminiBase ServietbuildErrorURL{GeminiBase Serviet java{Compiled Code)) at
com.cds.nm.gemini.servlets.GeminiBase ServietprocessEmor[GeminiBase Serviet.java|Compiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase Serviet.processError(GeminiBase Serviet.java{Compiled Code)) at
com.cds.nm.gemini.serviets. GitCard Serviet. doPost{GiftCard Serviet. java: 160) at
com.cds.nm.gemini.serviets. GiRCard Serviet. doGet(GiftCard Serviet. java:68) at

javax.serviet. http Hitp Servlet.service|Http ServietjavalCompiled Code)) at
com.cds.nm.gemini.servlets.session. Hitp Serviet.service[Hup Serviet.java(Compiled Code]) at
com.cds.nm.gemini.serviets.GeminiBase Servliet.service|GeminiBase Servietjava|Compiled Code)) at
javex.serviet hitp Hitp Serviet.service|Http Serviet. java|Compiled Code)) at

com.ibm.ws.webcontainer.servlet. ServiefWrapper.sevice| ServietWirapper. java|Compiled Code)) at
com.ibm.aws.webcontainer.serviet. ServietWrapper.service|ServietWrapper. java{Compiled Code)) at
com.ibm.ws.webcontainer.filter. WebAppFilterChain.doFilterWebAppFilterChain.javalCompiled Code]) at
com.ibm.ws webcontainer.filter. WebAppFilterChain,_doFilter{Web&ppFilterChain.java|Compiled Code)) at
com.ibm.ws.webcontainer.servlet. ServietWrapper. handle Request| ServietWrapper.java(Compiled Code)) at
com.ibm.ws.webcontainer.servlet.Cache ServiefWrapper.handleRequest{Cache Servietrapper.java|Compiled
Code)) at com.ibm.ws.webcontainer.WebContainer.handleRequest{\WebContainer.java(Compiled Code)) at
com.ibm.ws.webcontainer.channel . WCChannelLink.ready(WCChannelLink.java[Compiled Code)) at
com.ibm.ws. hitp.channelinbound.impl.HttplnboundLink.handleDiscrimination(HitpinboundLink. javalCompiled

Code]) at

com.ibm.ws hittp.channe Linbound.implHttplnboundLink. handleNewlnformation[HitplnboundLink.java{Compiled
Code)) at

com.ibm.ws. hitp.channelinbound.impl.HttplCLReadCallback.complete(HtiplICLReadCallback.javalCompiled Code))
at

com.ibm.ws.ssl.channel.impl. 55LRead ServiceContext3 5 5L ReadCompletedCallback.complete| S SLRsad ServiceContext. jav

Code]) at com.ibm.ws.tep.channelimpl.WerkQueueManagerrequestComplete(WorkQuevelanager.java{Compiled
Code)) at com.ibm.ws.tcp.channelimpl.WorkQueueManager.atemptiO{WorkQueueManager.javalCompiled Codel)
at com.ibm.ws.tcp.channel.impl.WorkQueueManager.workerRun{WorkQueuelanager.javalCompiled Code)) at
com.ibm.ws. tcp.channelimpl.WorkQuenefanagerdWorker.run[WorkQuevelManager.java(Compiled Code)) at
com.ibm.ows.util. ThreadPool$Worker.run| ThreadPool java{Compiled Code])

-J
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Real Example : Parameter Tampering
Reading another user’s transaction » URL Rotation

/= Hotel Reservation Online - Transaction Slip 2001200 - Windows Internet Explorer
O © F12 htips Do S i hpreser I 20012008emal= 1 v| &
W Mwaﬁm Online - Transaction ... |

Hotel Reservation Online Another customer’s transaction
slip is revealed, including the
email address

DCraar Memmm——— Justin,

A5 aresult of your resenvation 2001200

at the hotel Nikko Resort And Spa / Bali/ Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006 ) G
we processed a credif card transaction on Jan 03, 2006

The credit card transaction was successful.

The details of your transaction are as follows;

Reservation number: 2001200

Card Holder Mame: Justin messm—m,
CreditDebit Card: x00x-x00-000-4688
Expiration Date; 082007

Amount: 50661 LSO

Date: Jan 03, 2006

Billed as: HINEEEGGEGEEE

You can print this transadion slip

Plessa-FrerteTITaT TN MOT arrmrrekea-d invoice will be issuad 10 days after your check-out date,
You can get vour invoice following this ”@

We mope vou will have a nice slay at s hotel ! ‘
We are looking forward fo making a new reservalion for you !
With our thanks,

hms:ﬁm_ﬁoice.pm?rserm=zmizuo&émalfi@hﬁtmlﬁmr Tl




Attackers use directory traversal attacks to read arbitrary files on web servers, such as SSL private keys and password files.

™

Y Buy Sell My eBay Communi

E http://web.ebay.co.uk/ i
€0.UK velcome! sign in or register

- Adwvanced Search

Categoriesv | Shops | eBay Motors Esafm

Home > Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost ::1 localhosts.localdomaing localhostd # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164.17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDMN 10.3.166.11 eby-pr-

whb1l.ebaydevelopment.co.uk eby-pr-wb1l 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-
whb17 ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wbl8.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wh21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - ef
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wb3
10.3.166.33 eby-pr-wh33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wb3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhostloce
localhost 1 localhosta.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164.17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDON 10.3.166.11 eby-pr-

wbll ebaydevelopment.co.uk eby-pr-wb1l 10.3.166.12 eby-pr-wbl2.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-|
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wbid 10.3.166.15 eby-f
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-|
whb17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wh18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wb21 ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-whb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wh:

11 2 1665 22 ahvu-rr-wbh22 abhavdevaelanment ca il abv-rr-whb22 10 2 166 24 abv-Rr-wh 24 ebhavdevelanment co il ebv-mr=wikbs



Online Mail-order Payment Service

" Welcome to_. - - - Windows Internet Explorer

& a/ - Iﬁ, https: ffan VS ent 32 47 o st ivauthenticate

Fle Edit View Favorites Tools  Help

l'i?i" dhe gg|v| |glkﬁrelcnmeh xlgl

ﬁh"@'ﬁpagev-@ﬁcuhv@

‘EUROPE | ) vCONCIERGE |
| Apply for GOOD | LOGOUT |

Securedﬂﬁzﬂhit S5L w o
Compilation of

‘Iprograms/beaifuser_projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpost 3878766/jsp_servlet! mainContent.java’
<, Pay Shipping Charge failed:
|7 usa /programs,/bea’7/user_projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpoat 3878766/])sp servlet/ meinlontent.]:
F JAPAN cannot resclwve. symbol
= probably cccurred due to an error in /mainContent.jsp line 1380:
2 EUROPE CleanUTARLFUtility uthblutil = new ClesnUTZBIEUcility():
QPE}[ Bills
: fprograns,/bee7/user_projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpost 3878766/])sp servlety meinContent.]e
© View Bills cannot resolwve aymbol
¢ Payment History probably occurred dus teo an error in /mainCeontent.jsp line 1380:
~/ ClesnUTRABIEUcility utklutil = new ClesnUTRABLEUcilityi);
_gPost Payments

uses or overrides & deprecated API.

fprograms/bea’/user projecta/vpostdomainS/vpostserver/ . wlnotdelete/vpostae

mrE T

ver vpost 3878766/13p servlet/ meinfontent.]:

FROFILE

¢ Profile Full compiler error{s):
=

gPersonaﬁLﬂﬁon

symbol : class CleanUTABLEULi Tity
_{_*_,Char'lgePassword locaticn: class jsp_serviet.__mainContent

g{iontact s

symbol : class CleanUTABLEUtiTity
Tocation: class jsp_serviet.__mainContent

Mote: Recompile with -deprecation for details.
2 errors

CleanUTABLEUti 11ty wutblutil = new CleanUTABLEUtITitw():

Sprograms fbea? fuser_projects /vpostdomain/vpostserver /. wlinotdelete/vpostserver_vpost_3878766/jsp_serviet/__mainContent. jz

S /mainContent. jsp; Line: 1380]

Jprograms /bea? fuser_projects/vpostdomain/vpostserver /. winotdelete/vpostserver_vpost_3378766,/jsp_serviet/__mainContent. j:

CleanUTABLEUtiTity utbluti® = new CleanUTABLEUtiTityv(); /[ /mainContent.jsp; Line: 1380]
M

Mote: /programs/bea?/user_projects/vpostdomain/vpostserver/.winotdelete/vpostserver_vpost_3878766,/jsp_serviet/__mainCont
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Top 20 Replies by Programmers
when their programs don’t work...

=Ll

19.

18.
1.2
16.
15.
14.
13.
12.
11.
10.

PnWrHrOONDO

1

wanw geeksaresexy.net 14042014
That's weird...

It's never done that before.

It worked yesterday.

How is that possible?

It must be a hardware problem.

What did you type in wrong to get it to crash?
There has to be something funky in your data.
| haven't touched that module in weeks!

You must have the wrong version.

It's just some unlucky coincidence.

| can't test everything!

THIS can't be the source of THAT.

It works, but it hasn't been tested.

Somebody must have changed my code.

Did you check for a virus on your system?
Even though it doesn't work, how does it feel?
You can't use that version on your system.
Why do you want to do it that way?

Where were you when the program blew up?
It works on my machine.

W RsaC
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Why Do Hackers Attack Web Applications?

Because they know you have firewalls
+ So they need to find a new weak spot to hack through and steal or compromise your data

o Because firewalls do not protect against app attacks!

*

*

Very few people are actively aware of application security issues

Most IT security professionals, from network & sys-admin side, have little
experience or interest in software development. Programmers have little
experience or interest in security or infrastructure.

+ |IT security staff are also often overworked and are focusing on other issues

+ Because web sites have a large footprint; cloud makes it even bigger.

+ Because they can!

¢ Many organizations today still lack a software

development security policy!

+ Many applications especially legacy ones still in use, were not built defensively
+ Applications today are hundreds of thousands of lines long
+ lItis anightmare to QA the application, and requires discipline

+ So many people, even if aware, will skip or procrastinate this tedious
process

+ Additional loss of control when outsourcing development work

Nej

IP vs HTTP

Gartner: ITSec Spend
HW/NW 80%
App Sec 20%

afiG EDELEND - CART EelRiN

e s e |
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Software Development Security Issues

No developer goes to work with the intention of writing bad code.

» Developers are often not trained or experienced in secure
coding techniques, and have never needed to worry about

this before Developers are hired faster than they can be trained properly e Chea p

* Developers face pressures of demands for quality and e Fast

functionality, and are often short on timeline, resources,

information, budget, quality assurance tools investment. e Good

* Plus heavy demands on outsourcing parties .... -> Choose 2
OUR GOAL I5 TO WRITE 1 HOPE T™M GONNA
BUGFREE SOFTWARE, THLS WRITE ME A

T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIk.

PRIVES NEW SUV
THE RIGHT  THIS AFTER-
BEHAVIOR. NOON!

S. Aidas E-mall: SCOTTADAMS®AOL.COM

l'u"‘.l'l-"_'!- & 1988 United Feature Syndicate, Inc.{NYEC)




OWASP Top 10: 2010 and 2013

2010

1. Injection

2. XSS

3. Broken Authentication & session

Management
. Insecure Direct Object References
. Cross Site Request Forgery (CSRF)
. Security Misconfiguration
. Insecure Cryptographic Storage
. Failure to restrict URL Access

O 00 N OO U1 S

. Insufficient Transport Layer Protection
10. Unvalidated Redirects & Forwards

) OWASP

The Open Web Application Security Project

2013
1. Injection

2. Broken Authentication & Session
Management
. XSS
. Insecure Direct Object References
. Security Misconfiguration

3

4

5

6. Sensitive Data Exposure

7. Missing Function Level Access Control

8. CSRF

9. Using Components with Known
Vulnerabilities

10. Unvalidated Redirects & Forwards

W RsaC
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SOME MOBILE APP SECURITY ISSUES

1. Insecure Data Storage

Eg. A Starbucks app was storing usernames, email addresses, and passwords in clear text.
Design apps in such a way that critical information such as passwords and credit card numbers do not reside directly on a device. If they do,
they must be stored securely

2. Weak server-side controls

When creating their first mobile applications, businesses often expose systems that had not previously been accessible from outside of
their networks. Often, these formerly sheltered systems are not fully vetted against security flaws. A number of back-end APIs assume
(quite wrongly) that an app will be only thing that will access it

3. Unintended Data Leakage

(Eg Angry Birds collect alot of user personal data)
Use caution when choosing analytics providers and implementing advertising. Watching what, how, when, and where data moves can give
an attacker a gold mine of information.

4. Broken cryptography

(Weak or wrong algorythms, poor key management)
Many organizations make the mistake of using strong encryption algorithms, but implement their own keys and certificates in areas that
are vulnerable to attackers

5. Security Decisions via untrusted Inputs

(Eg. Weak authentication can be bypassed).
Eg. a flaw in Skype security allowed hackers to open the Skype app and dial arbitrary phone numbers using a
simple link in the contents of an email.

ISC)’ -
22 ICERI
Courtesy C Fairchild, InfoWeek ﬁanONFEF%ENCEIDM
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MOBILE APP SECURITY ISSUES

— Development is focused on features not security
— Developers are unaware of the underlying platform
— Users don’t even have security on their radar

o Users are eaSIIy SOCIaI englneerEd Android users at risk of getting Heartbleed

Not different from non-mobile app-dev issues

Reversing Android Apps
* Android apps are written in Java

- You can use your favorite IDE with a freely
downloadable Android SDK plugin (eg. Eclipse)
- Like (unobfuscated) Java apps, they can be
easily reversed with the right tools

- bytecode can even be altered and apps repackaged

#RSAC

M
(I SC)Z(
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ATTACKING I0S DEVICE

- i0S strictly enforces application boundaries and sandboxing

- Apps cannot communicate directly from other apps, or access
the application directories of other apps

- Written in native ObjectiveC or even C (with the right tools)
- Based on an ARM version of the same XNU kernel from OSX
- Once you breach the walls of the fort, you own the place....

First you must Jailbreak the device -

- Involves finding a an exploit in the kernel as well as userland to
allow it to run unsigned code

- Use tools like Absinthe, redsnOw limeraln to do the jailbreaking

(I SC)2
24 e
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BUSINESS LOGIC ATTACKS

A Business Logic Attack (BLA) is an attack which targets
the logic of a business application.

Issues to consider when developing the application —

1. Identify Business Rules and Derive Test/Abuse Cases
2. Consider Time Related Business Rules

3. Consider Money Related Business Rules

4. Consider Process Related Business Rules

5. Consider Human Resource Business Rules

6. Consider Contractual Relationship Business Rules

g

(SC) -
25 S
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TESTING FOR BUSINESS LOGIC ATTACKS

. Data / Input Validation, if any

. Ability to Forge Requests

. Test the integrity checks, if any

. Check process timings, if any (eg. Password lockout OK ... userid lockout?!)
. Number of times function can be used, if any

. Circumvention of Work Flows

. Defense against application mis-use / manipulation

o N OO 0o B~ W DN PP

. Test for Uploading of malicious files

9. Defenses for technologies used therein eg Adobe file

(hacker does not attack the app itself but the components therein that may contain a weakness; its
like ... nowadays ... its hard to attack a bank or military dept’s site, so they attack the contractors)

26 S
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SOAP BUSINESS LOGIC ATTACK

(“Simple Object Access Protocol”)

SOAP XML as doc

soap:envelof
<soap:header

e xmlns:soaj

</S50ap:neader>

<soap:body Id
" n=Login
soap: body
</s0ap:enve

SOAP XML as tree

Signature value
of referenced
element

r R

soap:.envelope

| _;t;_a-p:body H wsu:ld="thaBody‘J

action
Text:
in

soap:envelope

soap:header

wsse:security

ds:signature

ds:signatureValue

ds:signedinfo

e,
o

o

soap:body

setAddress

{ wsu:ld="theBody" }

—[myStreal='My Street 1"

Reference to what is signed

»

ds:reference

[ uri=theBody’

Theoretically you can gain admin accesss to eg.
Twitter.

SOAP requests can use a security mechanism
where a part of the message is sighed and if any
of that particular part of the message is changed
it will not allow the request to be accepted. To
understand more about this you need to have an
in depth knowledge of what is in the SOAP
request, so:

Every SOAP message has this envelope feature.
In this case the request also has a header (that is
empty) and a body with the ID of “theBody” and
the action of Login. Because SOAP uses XML we
can display the requests using both plain XML
and as an XML tree.

The idea behind the signature wrapping attack is
that you are tricking the business logic into
accepting a malformed request.

¥ Rsac
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BUSINESS LOGIC ATTACKS

+ Authentication flags & privilege escalations

+ Critical parameter manipulation & access to unauthorized
iInformation/content

+ Developer’s cookie tampering & business process/logic bypass
+ LDAP parameter identification & critical infrastructure access

+ Business constraint exploitation

+ Business flow bypass

+ Exploiting clients side business routines embedded in JavaScript,
Flash or Silverlight

+ lIdentity or profile extraction
+ File or unauthorized URL access & business information extraction

+ Denial of Services (DoS) with business logic

~_’

(I S C) )
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HACKING (STEALING) BITCOIN?!

+ Not Bitcoin per se, but their exchanges & service-providers

+ Or attacking the private-key repositories Mt Gox hacked,
database stolen
Bitcoin blockchains are and abused
Public, making it a natural (1) Copy the keys
Theft deterrent

(2) Find a tumbler to launder your (stolen) coins

Bitcoin bank folds after hacker robbery (3) Convert the Bitcoins to regular currency.
Published time: March 05, 2014 03:48 Courtesy Verge

fleXCOin mesicon o Sheep is down

Flexcoin is shutting down.

On March 2nd 2014 Flexcoin was attacked and robbed of all coins in the hot wallet. The

S o R We are sorry to say, but we were robbed on Saturday

NDKevapt4SWYFEmQuCDBS 7DLUTNVggdu 11/21/2013 by vendor EBOOK101. This vendor found
1QFcCSJGwPFKQRDISQNH3eGNSEACNgyS bug in system and stole 5400 BTC - your money, our
As Flexcon does not have the resources, assets, or otherwise lo come back from this loss provisions, all was stolen. We were trying to resolve

Screenshot from flexcoin.com .
N . :obicon but we were not successful, We are

|E|§ﬂ<‘ﬁ| W Tweet 1458 (] 0 points °Subrnit g+ 51 . .
— - sorry for your problems and inconvenience, all of

Bitcoin storage site Flexcoin announced Tuesday that it has Tags - mig s e v
closed after hackers robbed it of some $600,000 worth of digital | Bitcoin, Currencies current BTC will be ditributed to RECSs who have
currency. filled correct BTC emergency adress.

“On March 2nd 2014 Flexcoin was attacked and robbed of all coins in the hot wallet. The attacker made off



Struts Vulnerabilities in Parameters and

Cookie Interceptors

We have seen one POC available in public that takes advantage of the Classloader being used by Tomcat. The exploit
works by modifying the configuraiton settings of Tomcat (via AccesslogValve); more specifically, it changes the naming

scheme of log files and the location where log files are stored to root directory, where Web application code is stored.

Thereafter, when the attacker sends a request containing malicious script — such as a request containing JSP code — this

will get logged into the log file, which now may have a name and extension of the attacker’'s choice (e.g_, file1 jsp). As this
log file is now in WEBROOT or someplace from which the Web server serves pages containing JSP code, the attacker can
then send a GET request for file1_jsp. When the Web server processes this file, it will execute the malicious code, and the
attacker gets remote code execution on the Web server. Here are POC requests to the sample Struts blank application (you

can find how to set this up here).

The requests below will change the log file location and naming convention:

(Note: We are using Woet, but these requests can generally be sent via a browser

wget http:/ /127 8.0 1/struts2-blank/examplesHelloWorld.action?Class . classLoader. re:
wget http:/ /127 8.0 1/struts2-blank/examplesHelloWorld.action?Class . classLoader. re:

wget http:/ /127 8.0 1/struts2-blank/examplesHelloWorld.action?Class . classLoader. re:

wget hitp://127.8._0.1/struts2-blank/example/HelloWorld.action?Class. classLoader. re:

Lessons / Conclusions:

-difficulty of getting blacklisting
and whitelisting right

- importance of code and patch
reviews (in this case one same
vulnerability hits both parameter
& cookie inteceptors)

- importance of patching itself.

Then, if we send the request with jsp code, it gets stored into log file. Note that we are using Netcat to avoid URL encodings:

eohttp://securityintelligence.com/struts-vulnerabilities-

2 analysis-parameters-cookie-interceptors-impact-
I SC exploitation/#.U4CNP2eKDDg
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http://securityintelligence.com/struts-vulnerabilities-analysis-parameters-cookie-interceptors-impact-exploitation/
http://securityintelligence.com/struts-vulnerabilities-analysis-parameters-cookie-interceptors-impact-exploitation/
http://securityintelligence.com/struts-vulnerabilities-analysis-parameters-cookie-interceptors-impact-exploitation/

WhiteHat Security 2013 Top 10 New Attacks

1. Mutation XSS

- capable of bypassing high-end filter systems by utilizing the browser and its often unknown
capabilities

2. BREACH Compression Attack

- Browser Reconnaissance and Exfiltration via Adaptive Compression of Hypertext, is a compression
attack similar to CRIME (Compression Ratio Info-leak Made Easy)

3. HTML5 Pixel-Perfect Timing Attacks

4. "Lucky 13" attack

- against TLS (Transport Layer Security) and Datagram-TLS (DTLS)
- TLS MAC includes 13 bytes of header information, which lets the attack happen

5. Weaknesses in RC4 Encryption in TLS.
PRS-

#RSAC
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WhiteHat Security 2013 Top 10 New Attacks

6. XML Out-of-Band Data Retrieval

7. Million Browser Botnet

- using web advertising services to spread malware

8. DOM-based XSS (aka "Type 0 XSS")
- ("Document Object Model")

- attack payload is executed by modifying the DOM “environment” in the victim’s browser used by the
original client- side script.

9. TOR Hidden-Service Passive De-Cloaking

- Broken link reveals source

10. HTMLS Hard Disk Filler™ API

Special Mention : Serialized YAML Remote Code Execution
~—-d

| ,-—f‘\l Wh I.t e H a.t - with Rails 2.3 and 3.0 p—
—-———l--...____‘_‘% SECURITY 32 ﬁSﬂCONFERENCEEDM
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Where Do We Go From Here

(towards safer software applications)

For Developers -

*Ask for secure code training

*Design your features securely

*Adopt secure coding standards and practices
eRefactor existing code to use safer constructs

*Review and apply the OWASP Development Guide and
controls

*Test your code for security defects

*Have a security testing regime

~_’

(1SO)y m
33 =
Courtesy OWGSp ﬁﬁi"\CONFERENCEZU'lﬂ

ASIA PACIFIC & JAPAN



Where Do We Go From Here

(towards safer software applications)

For Application Owners -

e Work through the OWASP Secure Software Contract Annex with the
software producers

e Ensure business requirements include non-functional requirements
(NFRs) such as security requirements

e Encourage designs which include secure by default features,
defense in depth and simplicity in design

 Employ (or train) developers who have a strong security background
e Test for security defects throughout the project: design, build, test,
and deployment

* Allow resources, budget and time in the project plan to remediate

security issues
34 ; :
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Where Do We Go From Here

(towards safer software applications)

For C-Level Executives -

e For off the shelf software, ensure purchasing policies and contracts include
security requirements

e For custom code, adopt secure coding principles in your policies and
standards

e Train your developers in secure coding techniques and ensure they keep
these skills up to date

e Include security-relevant code analysis tools in your budget

e Notify your software producers of the importance of security to your
bottom line

e Train your architects, designers, and business people in web application
security fundamentals

e Consider using third-party code auditors, who can provide an independent
assessment

e Adopt responsible disclosure practices and build a process to properly
respond to vulnerability reports for your products

\l O\ } 35 RSACONFERENCE2014
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Five Tips for Improved Application Security

Per IBM (up to 80% improvement!)

1.Get trained on secure coding practices.

*Management should support and fund this effort

2.Use only stored procedures for database calls.

This helps prevent SQL injection attacks, which abuse database statements sent as SQL
command strings instead of using parameterized procedures. If you don’t understand how
SQL injection attacks work, see step 1.

3.Sanitize user input.

This will stop cross-site scripting (XSS) and cross-site request forgery (XSRF) attacks. SQLI
targets Web servers, XSS/XSRF targets clients by tainting the HTML that’s served to the
browser. Again, if you don’t understand how XSS/XSRF attacks work, see step 1.

(. o ‘
| —— ——— e
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Five Tips for Improved Application Security

Per IBM (up to 80% improvement!)

4.Integrate source and dynamic application security testing into

your development process.

SAST and DAST aren’t substitutes for secure coding practices, but they will help you catch
what you might miss; to err is human. Beyond the benefits of catching latent security
vulnerabilities, these solutions integrate with your source control solution and can help
train developers by giving detailed information about how vulnerability manifests itself.
Application scanning solutions can also identify chronic defects so you can focus your
training efforts.

5.Instrument granular and meaningful events and errors.

One of the major reasons there are so many gray bubbles in the graphic on public
disclosures is because organizations are unable to perform complete and timely forensics
investigations. This is in part due to a lack of technology and process — no log
management, SIEM solutions or not collecting the right telemetry — but many systems
also produce generic or esoteric events.

B ~_’
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(ISC)2 10 Secure Software Best Practices

1. Protect the Brand Your Customers Trust

2. Know Your Business and Support it with
Secure Solutions

3. Understand the Technology of the
Software

4. Ensure Compliance to Governance,
Regulations, and Privacy

5. Know the Basic Tenets of Software
Security

6. Ensure the Protection of Sensitive
Information

7. Design Software with Secure Features
8. Develop Software with Secure Features
9. Deploy Software with Secure Features

10. Educate Yourself and Others on How to
Build Secure Software

ISC)2 Characteristics of Insecure Code

Injectable Code

Non-Repudiation Mechanisms not Present

Spoofable Code

Exceptions and Errors not Properly Handled

Cryptographically Weak Code

Unsafe/Unused Functions and Routines in Code

Reversible Code

m(|[C|lOoOm|wn |Z

Elevated Privileges Required to Run
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PROFESSIONAL SOFTWARE QA TOOLS

“WHITE BOX” (static code analyzer) and “BLACK BOX” (dynamic application analyzer)
- automate application-development testing, Q.A. and vulnerability management

process
- providing comprehensive reports of securlty issues with remediation guidance.
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Other Application Security Solutions

Outsourced Penetration Test Services
* Whether on-site or remote eg. WH, CX, Big 4, Sl

Issues to consider

* The good ones are very expensive, and its hard to say who's really “good”

May not actually solve the problem

Web Application Firewalls (WAF)

Advantages

* Convenient; easy to install and run; plug-and-play
* Immediately stops 70% of common web attacks
Issues to consider

* Difficult to configure, and need to configure often in line with app changes
Does not fix the problem; issues still in the software, staff not learning.

~_’
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(ISC)? Survey & Global Information
Security Workforce Study -Stats

¢ 59% not following a rigorous Security process

¢+ 26% have no hint of Security within their
development lifecycle

¢ 48% claim to audit procedures regularly
¢+ 69% Blame Culture as reason for current practices
+ 57% blame lack of Education

+ 70% claim to have insufficient guidance for key

technology models
The worst reason to have security is Governance & Regulation
-You must know why you want security, not because someone said so

- we end up trying all sorts of ways to get by or get past the feared (or hated) auditor ...

Nej

59% of staff will try
to bypass a security
process
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EMPOWERING THE HUMAN RESOURCE ELEMENT

Continuing Education and Certification
Security CERTIFICATION for Application Development & Security Teams

: CISSP ‘COS DEVELOPERS NEVER HAD TO
WWW.isc2.org WORRY ABOUT THIS BEFORE ...
UNTIL NOW

The Certified Secure Software Lifecycle Professional (CS35LFP) Cerfification Program
- ‘ s s L P 1"lnwill show software lifecycle stakeholders not only how to implement security, but how to

glean security requirements, design, architect, test and deploy secure software.

An Overview of the Steps:

(ISC)* ® &-day CSSLP CBK® Education Program
Educate yourself and learn security best practices and industry standards for the software lifecycle through the C35LP
Education Program.(I2C) provides education your way to fit your life and schedule. Completing this course will, not only teach
all of the material contained within each of CSSLP seven domains but, give you the expertise to establish a security plan
across your software development lifecycle, regardless of your methodolagy.

The CSS5LP Exam

!
Frove your knowledge and experience by taking the CSSLP exam which is available F |
worldwide. COMPUTER F
. . . g
Download the CSS5LP Candidate Information Bulletin.
- TESTING >
{(ISC)* Membership - NOW AVAILABLE -

Once you successfully pass the exam and endorsement process, you'll be part of a FOR

globally recognized family of over 63,000 professionals. You'll have access to our full




(ISC)2 Certified Secure Software Lifecycle
Professional (CSSLP®) Domains

+Secure Software Concepts (Ne)
+Secure Software Requirements | s T

+Secure Software Design

d Saas”

+Secure Software mpIementation/Codingf:*““

+Secure Software Testing (I'S‘C)z‘
Assuring Software Security
+Software Acceptance o, tck na s TSN

Mano Paul, CSSLP, CISSP, AMBCI, MCAD, MCSD, Network+, ECSA

+Software Deployment, Operations, T T
Maintenance, and Disposal

+SUPPLY CHAIN & Software Acquisition

ISC)* = v
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(ISC)2 CSSLP New Domain -
Supply Chain and Software Acquisition

¢ Supplier Risk Assessment

¢ Supplier Sourcing

+ Software Developement Test

+ Software Delivery, Operations & Maintenance
¢ Supplier Transitioning

(1O

An Ecosystem for Continuously
Secure Application Software

Mark Merkow,CISSP, CISM, CSSLP, PayPal Inc.
Lakshmikanth Raghavan, CISM, CEH, CRISC, PayPal Inc.

Oviginally prduced in the Mardigel 2001 CresTab - hitgs v crenatabenine ooy

sapactheely pickdng ard chooding those software assurance sens
- from the: CC and leading practices in software security, it's possible
A saﬁwm G?WIDF'_TE”: EL‘CIS:.-EEEm. {Dmf_{ﬁ‘i&d o bl ot an infrastruchure that produces provably '.:'sc.n'\ro
of nine WOrking elemants makes it Pﬂss"'b'l':' apphcation soffware: and prowvides real-time feedback into the
to contni :-u;_'}' secure n]:lll:uﬁcatu:un sclf,'_wu.':- systern that forces code with resdual vulrerabiities back o the
:hn:uughnu: the entire Sﬂﬂw::'l'e DE'HEl'EIf_!I‘HEHI S0LC for rapid remediation and redeploymrent. A continuously

T P H sarure acoaystem for software development enables organrations
.'_l]"ec:.-cle {SDLC) and while &5 in production o pay doser attention to buiding nnowtve busines fatmes

use. El}' :-rchesl:rat.i.ng the aCtivity of these nine and lesz attention fo process or ‘meta” ssses that affect software
elements. organizations and their leadership security and quality

¢ , .
2 can reliably and repeatedly produce
high-quality software that can stand up to Catching Errors Sooner Lowers Overall Costs
attocks or rapidly recover from intentional or From the earbest days of sobware development, studies have

unintentional malicious activity. shown that the cost of remediating vainerabiites or flaws in
) dessign are far bower when thiy're caught and fiesd during the



Conclusion: 2 Components to |.T. Security

/

Technical Component

+ Access Control

+ Authenticated Access

+ Encryption & Privacy

+ Policy-based traffic filtering
+ Enterprise Management etc

I.T. SECURITY TODAY
IS NO LONGER A
TECHNOLOGY THING
—ITIS AHUMAN
AND SOCIAL
MATTER!

Human & Policy Component

. - AS LONG AS
Education HUMANS BEHAVE
LIKE HUMANS WE
Enforcement WILL STILL HAVE A
_ JOBINL.T.
Reinforcement SECURITY!

Diligence & Vigilance
CLEAR OWNERSHIP

L it dRUHSt e R

Technologies today can provide the technical component.
(I SC)2 Only commitment at the highest levels can the human
factor be successful.
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Application Security : Conclusion
— Security by Application Development Q.A

|'l|- r
f- -

¢ The Application Must Defend

|tS€|f (ie. Write the programs properly)

+ Network security solutions do not stop application attacks

+ Existing network security solutions do not automatically
work well in cloud environments

+ THIS IS THE BEST AND ONLY WAY TO MINIMISE
SOFTWARE ATTACKS

+ Both security and development teams need to be in
harmony

+ DEVELOPERS NEED TO BE TRAINED
APPROPRIATELY IN SECURE CODING

+ MANAGEMENT MUST ACTIVELY SUPPORT AND
FINANCE A SOFTWARE SECURITY POLICY,
RESOURCE AND ONGOING PRACTICE

Nej
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THANK YOU

Application Security —
The Invisible Onslaught
Gets Worse

Anthony Lim

Member, Application Security
Advisory Board
(ISC)2 isc2.org
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