
#RSAC 

#RSAC 

SMALL DATA ANALYSIS 

Marion Marschalek 
Malware Researcher 

Cyphort Inc. 
@pinkflawd 

SESSION ID: TRM-T10 



#RSAC 

2 



#RSAC 

3 

The Malware Situation 
 

Attack Insights 
  

Malware Analyst‘s Bootcamp 
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Image Copyright IKARUS Security Software GmdH 

Malware in 1998 
  

Malware today 
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Good Folks, Bad Folks & Real Life 

Criminals 

Citizens 

Businesses 

Governments 



#RSAC 

6 

MALWARE   
/ˈmalwɛːɐ̯/ 

Software that 
doesn‘t come 
with an EULA 

- Morgan Marquis-Boire 
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EXPONENTIAL TIMES 

 Botnets and mass malware relaunching 
 

 Internet main attack vector – 1.7 billion infections 
 >90% of drive-by infections via Java vulnerabilities! 

 

 Android malware getting smarter, more than 300 families 
 >150.000 samples - total growth of 800% since last year! 

 

 Malware targetting Linux servers 
 Operation Windigo affecting 25.000 machines 
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http://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013 
http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-2014.pdf  
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MULTIFUNTIONAL THREATS 

Stealthy 

Persistent 

Adaptive 

Intrusive 

Intelligent 

Evasive 
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RANDOMNESS 

SIMULATION 

VIRTUALIZATION 

STATIC ANALYSIS 

DISASSEMBLING 

DEBUGGING 
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WOLF 

20KB of Wolf 
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A STEP BACK IN TIME ... 
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Train employees to identify sensitive personal information  
and how to handle social networking sites correctly! 
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EVIL! 
#RSAC 



#RSAC 

 

20 

ProcDOT 

Processes &  
Threads 

Domains &  
IP Addresses 

Files &  
Registry  
Keys 
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WIN32.UPATRE 

Protected 
Packed 
Downloader. 
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PROTECTION 

BREAKPOINT 

DETECTION 
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TIMING 
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What is a packer? 
How to identify it? 

PACKER 
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PACKER 

   3 Stages 

 Data Compression  

 Decryption 

 Decompression with  

RtlDecompressBuffer 
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DOWNLOADER 
C&C Information 
mentoringgroup.com  216.171.192.113 
davistructures.com   173.255.128.30 
  
Dropped Malware: Win32.Zbot 
kilf.exe   378.00 KB (387072 bytes)  
vogiap.exe  378.00 KB (387072 bytes)  
KUQ9491.bat 174 bytes  
ehri.ofu   482 bytes 
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Investigate and use available threat  
information for aiding incident response! 
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Win32.Zbot 
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DROPPER 
kilf.exe 

C&C SERVER 
control communication  

and updates 

DELETE SCRIPT 
KUQ9491.bat 

ZBOT 
vogiap.exe 

CONFIGURATION 
ehri.ofu 

drop Zbot 
files 

delete  
dropper 
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STEALTH & PERSISTANCE 

 Persistance via Windows Registry 
 
 
 

 DLL-Injection on Startup 

 Infection of system process 

 On-the-fly updates 
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Keyname HKU\...\Software\Microsoft\Windows\CurrentVersion\Run\Gerwilo 

Keyvalue C:\Documents and Settings\...\Application Data\Wihoxq\vogiap.exe 
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BEHAVIOR ONCE RESIDENT 

 API Hooks in Userland:  
wininet.dll, user32.dll, ws2_32.dll,... 
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….. 
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!InternetCloseHandle          
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpQueryInfoA               
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpOpenRequestA             
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpOpenRequestW             
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!InternetReadFile             
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpSendRequestA             
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpSendRequestExW           
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpEndRequestA              
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!HttpSendRequestW             
.text   C:\WINDOWS\Explorer.EXE[1320] WININET.dll!InternetReadFileExA                      
....  
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ATTACK TIMELINE 

Malicious E-Mail  

Win32.Upatre Downloader 

Persistance 

Win32.Zbot 

Data Exfiltration 
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Malicious E-Mail  

Win32.Upatre Downloader 

Persistance 

Win32.Zbot 

Data Exfiltration 

 

Employee Awareness / 
E-Mail Filter 

Perimeter Security 

Intelligent Endpoint Protection 

Threat Intelligence Correlation 

Data Leak Prevention 
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Keep track  
of the threats  
that target you! 
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SMALL DATA ANALYSIS 

Marion Marschalek 

SESSION ID: TRM-T10 

Thank you  
for your attention! 

Malware Researcher 
Cyphort Inc. 
@pinkflawd 
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Resources 
 https://drive.google.com/file/d/0B9Mrr-en8FX4MS1HdjBjNEhYWk0/edit?usp=sharing 

“Upatre Technical Paper” by Marion Marschalek 

 http://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overa

ll_statistics_for_2013 

“Kaspersky Security Bulletin 2013” by Kaspersky Labs 

 http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-

2014.pdf  

“Sophos Security Threat Report 2014” by Sophos Labs 

 http://www.sophos.com/medialibrary/PDFs/technical%20papers/Sophos%20what%20is%20

zeus%20tp.pdf  

“What is Zeus?” By Sophos Labs 

 http://threatgeek.typepad.com/.a/6a0147e41f3c0a970b017d3be346ef970c-pi 

Threat Toons 
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