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Malware in 1998

#RSAC

___ . _"" RSACONFERENCE2014
HdmB snewito? yliaaz BUAANT :arpivygod apsml ASIA PACIFIC & JAPAN




Good Folks, Bad Folks & Real Life

! Businesses <-

o~
&C_‘{DHORT.

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




MAL WARE | Software that

doesn‘t come

[ malwe:e/ | withan EULA

MMMMMMMMMMMMMMMMM

o~
&C\{ PHO p\T g RSACONFERENCE2014

ASIA PACIFIC & JAPAN




EXPONENTIAL TIMES

+ Botnets and mass malware relaunching

¢+ Internet main attack vector — 1.7 billion infections

+ >90% of drive-by infections via Java vulnerabilities!

¢ Android malware getting smarter, more than 300 families
¢+ >150.000 samples - total growth of 800% sinre I=~*-

+ Malware targetting Linux servers ‘
+ Operation Windigo affecting 2° \\ p

Q < — T e
\C (PHORTE | ﬁsncom:mmczzom

ASIA PACIFIC & JAPAN



MULTIFUNTIONAL THREATS

Adaptive . Intelligent
O .
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SMARTER ANALYSTS

. SIMULATION . VIRTUALIZATION
STATIC
ANALYSIS . DISASSEMBLY .
ARTIFICIAL
INTELLIGENCE
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SIMULATION
VIRTUALIZATION
STATIC ANALYSIS
DISASSEMBLING
DEBUGGING

ARTIFICIAL
INTELLIGENCE
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sub_ 18818817 proc near
nop
mou ecx, HFFFFFFED

—vy

sy 3
loc_14881881D:
loop loc_1881881D

¥

(|
rFetn
sub_ 18818817 endp
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SIMULATION 2-HH3F2618 mov [ebp+uar 44], "U°
2:883F2614 mou [ebp+var_43], 'B°
2-HH3F2618 movu [ebp+uvar_42], '0O°
2:083F261C mov [ebp+uvar 41], "X°
2:883F2628 mov [ebp+uvar_ 48], 'S°
V|RTUAL|ZAT|ON 2:003F2624 mov [ebp+uar 3F], e’
2:883F2628 mov [ebp+var_3E], '¢°
2:883F262C mouw [ebp+var_3D], 'v°
2:083F2638 mov [ebp+var 3C], "i°
2:883F2634 mou [ebp+var_3B], 'c°
STATIC ANALYSIS 2:003F2638 mouv [ebp+uvar 3A], 'e’
2:883F263C mov [ebp+var_39], '.°
2:883F2648 mou [ebp+var_38], 'e’
2-HH3F2644 mov [ebp+uar 37], "®°
DISASSEMBLING 2:883F2648 mou [ebp+var_364], 'e’
2-HH3F264C movu [ebp+uvar 35], bl
2:883F264F mov byte pty [ebp+var_2C], "v'
2:883F2652 mouw byte ptr [ebp+var_2C+1], 'm’
2-H83F2657 movu byte ptr [ebptvar Z2C+2], "t°
DEBUGGING 2:003F265B mou byte ptr [ebp+uar _2C+3], "o
2-HE3F265F movu byte ptr [ebptvar 28], "o’
2:883F2663 mov byte ptr [ebps+var_ 28+1], "1°'
2:883F2667 mou byte ptr [ebp+var_26], "s’
2-H83F266B movu byte ptr [ebptvar 26+1], 'd°
ART'F'CIAL 2:083F266F mow byte ptr [ebp+var_24], ".°
2-HE3F2673 movu byte ptr [ebptvar_ 2Z24+1], ‘e’
2:083F2677 movu byte ptr [ebptvar 22], "='
lNTE LLIGENCE 2:883F267B mou byte ptr [ebptvar_22+1], ‘e’
2-ARAF?A7TF mnu hute ntr Fehn+uvar 2A01. hl
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SIMULATION

VIRTUALIZATION

STATIC ANALYSIS

DISASSEMBLING

DEBUGGING

ARTIFICIAL

INTELLIGENCE
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SIMULATION
VIRTUALIZATION
STATIC ANALYSIS
DISASSEMBLING
DEBUGGING

ARTIFICIAL
INTELLIGENCE
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101047

101047 0L MA1ANT - - PONE XRE
101047| OF 84 FF FF FF FF jz near ptr loc_4B81047+5 ‘
10104D| B0 68 43 add [eax+43h], ch

10105 and ar, as5:

191056 00 30 add [eax+l], dh

191058 40 inc eax

101059 60 B9 00 60 60 10 add [ecx+10000006h], bh
101045 3B CO cnp eax, eax

T O ey~~~
101047 | OF db OFh

101048184 FF FF FF dd BFFFFFF84h

+0104C § o ——————— e e e e
101042 | FF 00 inc dword ptr [eax]

101 04F Loy—ud-22-16-00 pueh——Uiblilih

1010853 58 pop eax

101054 31 05 06 30 40 60 xor dword_ 4083000, eax

10165/ B9 00 060 60 10 mov ecx, 10000006h
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SIMULATION 09401C86 push  ebp

B8461C81 mov ebp, esp
80401C83 push BFFFFFFFFh
BB481C85 push offset WinMain@16_ SEH

VIRTUALIZATION 004B61C8A mov eax, large fs:@
004 061C920 push eax
8804681C21 mov large fs:8, esp
00401C98 sub esp, 24h

STATIC ANALYSIS

Al em 5=
DISASSEMBLING 06401D98

00401098 loc_u4B1D98:

04010928 mov ecx, 69865h

GGING 8481090 call ecx

B0481D2F mov eax, 69805h
DEBU BB401DA4 mov ecx, [ebp+ SEHRec$.pNext]

A04B81DA7 mov large fs:8, ecx

00481DAE pop edi

B84 081DAF pop esi
ARTIFICIAL B0401DBD pop ebx

00401DB1 mov esp, ebp

A8401DE3 po eb
INTELLIGENCE 00401DBY totn  10h
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Ihre Amazon.de Bestellung

WOLF IN I

@ If there are problems with how this message is displayed, click here to view it in a web browser.

SHEEP OUTFIT 50.22.12.2013.1209
-

1 Meflagel ThjInvoice (21 KE)

20KB of Wolf

amazon de Amazon Shopping-App Mein Konto = Amazon.de

Bestellbestatigung
Bestellung: #304-0678313-0972324

Guten Tag,

vielen Dank fir lhre Bestellung. Wir werden Sie benachrichtigen, sobald lhr(e) Artikel versandt
wurde(n).

Sie finden das voraussichtliche Lieferdatum weiter unten. Um lhre Bestellung anzusehen oder zu
verandemn, besuchen Sie Meine Bestellungen auf unserer Website.

Lieferung voraussichtlich: Die Bestellung geht an:
Donnerstag, 9.Dezember 2013
Samstag, 11. Dezember 2013
Versandart:

Standard Versand

Bestelldetails @)

Wien, 1050
Osterreich
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QQVDHORT -

RSACONFERENCE2014
ASIA PACIFIC & JAPAN




A STEP BACK IN TIME ...

Tasha Kalley  tashikaami

s0 happy, just finished ordering all my christmas presents on
HAmazon )

Offnen

Train employees to identify sensitive personal information
and how to handle social networking sites correctly!

=
&:‘{DHORT, .

RSACONFERENCE2014
ASIA PACIFIC & JAPAN







Files &
Registry
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malwrx '
Quick Overview | |

Static Analysis 13:21 03:22 03:23 03:24 03:25 03:26 03:27 03:28 03:29 03:30 03:31 03:32 03:33 03:34 03:35 03:

Behavioral Analysis

windows

network

Network Analysis

socket

device
Dropped Files carvices
threading
Comment Board (0) filesystem
registry l .
synchronization | || ‘ |

process

misc

system

1
|
| ‘
I |
i
l
100 200 300 400 500 600 700 300 900 1,000

- Fyweam. exe

o J-axis by event
 Y-axis by category

* IncomingFax.exe 1088

o budha.exe 1984

’ n Kilf.exe 224
" Zyweam.exe 652 '
= cmd.exe 1616
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® IDA - C:\Documents and Settings\Administrator\Desktopia.exe

Fil= Edit Jump Search ‘Miew Debugger Ophions  ‘Windows Help
BHle 2 [m0 8 3 u @O Ll F Fm X P O O|oowiozdbue (v @ §F

1
3

£ | Functions windaow g x DA Wiew-& a8 @ Hesx ip: 1 Structures [E] Enums

®, OCO000OPER
art loc_ 401186

[#] sub_401000 -
[F] sub_4o1110 - e ) —_
1| start 7 ¥ eax, 0COOODO9IN | chp eax, OCODODDSDR
= . " e i - .
|i SUb_4|3129C ‘ short loc_ 401 i slltllll.lll.lL_‘-ll:H]?s‘
7] [ 4 [
% sub_4012BC 1 ‘ - el
g sub_40120C \ |ime Short 1nc_4.[r112|:|‘
l; TlsCallback_1 ‘ ‘ . ACHOUDDEShH
Lf | Tlscallback_o short loc s0118C
[#] sub_4n1450 1 (e 4
F] sub_401530 a === =
LF ] sub_ ‘ ST
Lf| sub_401535 ‘ 2 ot loc_ki1154 loc_L#126: loe_LBT1AN:
| i bk, 1 ELT Bhx, ebx
7] sub_401554 'Q‘ . (\‘5 . \ —‘—li s o
Lf| sub_401668 \
— o T ¥
[£] sub_am - . 3‘2‘1 == o= o=
I; sub \(\ Loc_NB1186: Loc_4Bi16G: 1oc_481131:
LI; ke mow [esp+ifhevar_14], BN now [esp+ifhrvar_14], @ now [esp+ifhrvar_14], B
= g [espsiBhevar_18], 4f8 |mow [esp+iBhevar_18], BEh o [espsiBhevar_18], &
|L call signal call signal call signal
— cip eax, 1 cip eax, 1 Enp wax, 1
|; - iz short loc_&IHZ03 iz short loc_ & 21F jz loc_b@i123m
| £] s _sulags | 11 [
Lf| sub_401ACE - 4 - + - ¥
|L S'-Ib_4DlDD3 test eax, Bax test eaK, Bax test Bax, eax

iz short loc_AB154 iz loc_wini 158 jnz Loc_hiiiF g
(7] _get ) ) \
LS
LF]S
L]
f| _setmode P [EEEK; L ] % %

now [espsi8hsvar_18], 4f§ nov [esp*1Bhsvar_18], 08N
Ioc_L4@1sa: call LELS call LELY Loc_4B11Fe: Loc_4eized: Loc_4@i2iF:
®or eax, eax [ now vax, OFFFFFFFFN now vax, OFFFFFFFFR no [espeignsvar_ 18], 8| now [rspetgnsvar 18], 1| now spe 1 Bhsar
inp short loc_ k@158 inp loc_401158 call eax now [espeignsvar_ 18], 4f|now [espeiBhsuar_
now vax, BFFFFFFFFh tall signal tall signal
imp loc_&@1158 or eax, OFFFFFFFFh or eax, OFFFFFF
imp loc_ 401158 imp loc_NO01158
_ |

cZTLLOTT;

loc 41158
add e50. 18h

53_77% (-57,470) (986,574) 00000710 00401110: sub 401110

E Qubput windowe

== GUID-Finder plug-in: w: 1.0& - Dec Z0 Z007, By Sirmabus ==
Python Z.6.5 (rZ65:7930%96, Mar 19 2010, Z1:48:26) [MEC v.1500 3Z bit (Intel)]
IDAPyEhon wl. 4.2 final (serial 0) (c) The IDAPython Team “idapython@googlegroups.coms

roument information has been propagated

i %% i :i.EI'!'d.
ﬁgﬁmcﬁﬂﬂd esktop has been ignored

4000002 cess Ci\Documents and SettingstAdministrator\Desktopha.exe has started (pid=73Z)
aded C:AWWINDOWEY systenZZi\ntdll.dll
2C200000: loaded C-2WINDOWSY swsten2f i lrernel2?_ dll
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WINS32.UPATRE

Protected ™
Packed Q
Downloader.
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PROTECTION

ANTI SIMULATION

bl ey b
ABLad142A

AaBuBE142Aa

aeLB142n

go48142a ; MMRESULT _ stdcall acmMetrics B({HACHMOBJ hao, UINT uMetric, LPUDID pHetric)
804814274 acmMetrics @ proc near

a04a14Z2A mow ndClass.hlIcon, eax

8848142F push a ; pHetric

88481431 push 5} : uletyric

80481433 push hao ; hao

0481439 call ds:acmMetrics

B048143F cmp eax, 5 ; MMSYSERR_IHUALIDHAMDLE

aoue144? j=z short locret 481446

s =

| 88481444 add

|
al, [de]I’
I

Yy

bl e

0481446
0481446
0481446
80401446
0481446

locret_481446:
retn
acmMetrics 8 endp
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PROTECTION

s = h
00481451
8481451

BREAKPOINT ggﬁmE: decrypt_n_jumptab pr = @ sar

A84 81451
804081451 var 4= duord ptr -

DETECTION gg:mﬂgl Xor esi, esi

aeue1453 add esi, offset unk_ 461 006F
8481459 xor edi, edi

8481458 add edi, esi

08401450 mou ebx, eax

A040145F add ebx, 6

88481462 mov eax, J8h

0401467 mow edx, fFs:[eax]

8048146A push edx

884801468 push a

ey a1u46D0 mou ecx, 3J4Ch

vy

bl oy 2]

ap40147"

aByr r2  LC_HBI4T2: ; start 4B1886F
0F 147  mov al, [esi]

B 401! 4 sub al, bl

841 /6 stosb

ap. " 77 add o

84814, .. ECX

a848147E cmp ecx, @

00LB14T7E jnz short loc_4B1472
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PROTECTION

TIMING
DEFENCE

N
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text:aa48117

ftext:aa4811 1
text:a84811 2
text:o8481123
text:a8481125
text:-a8u81127
text:08481128
text:-08481128
text:-08481128
text:-o8481129
text-o848112A
text:0848112B
ftext:o848112C
ftext:o848112E
text-o0ui112F
text:-o048112F
text:o848112F
text:o8481132
text:-08481133
text:agua11>
text-a848117

text:a84811
text:@84B811 7
text:08481138
text:0848113A
text:0848113D
text:o848113F
ftext:o8481145

A AR e A BT

mou 1, ds:byte 48118F
rdtsc

push eax

mouv bh, [esi]
mov [edi], bh
inc edi

loc 481128:

inc esi

inc esi

inc esi

push eax

mou al, [esi]
stoshb

loc_4O112F:

add [edi-1], bl
pop eax

loop loc_ 481128
Ancwnnt i l]n_r'[ltS[: E"dp

rdtsc

pop edx

Sup eax, edx

sub esp, 18h

push 8

push heap 48384D

call dword ptr ds:iacmitreamlpen

W wrsac
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PACKER

What is a packer?
How to identify it?

o~
QEVDHOQT

packer
stub

original
code

allocation
(virtualAlloc / empty section)

decryption
(one Tayer,add/rol/xor)

decompression
optimisation
relocation

imports' loading

obfuscation

.

jump to entry point

l
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I I \ C K E I E 1 WORD key modifier = ACe01330h

2 WORD zub key = E25EDSEOh

5 WORD xor key = 86E33278h

4 (WORD*) code [offzet buffer]
5 int memsize = [size buffer]

for (1=0; i<10; i++)

8 |
3 Stag es 3 xor_key -= key modifier [/ underflaow
+ Data Compression 12 for (i=0; i<memsize; i++)
13 |
= 14 code[i] = code[i] XOR xor key // modify data
. Decryptlon 135 code[1] -= sub key
16
+ Decompression with 17 sub key -= xor key // modify keys

18 RCR (xor key)
RtiIDecompressBuffer ::

N
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DOWNLOADER

| 2]

Yy
il e =
B8B111EA
B8B111EA loc B111EA:
88B111EA push esi
ABB111EB push esi
ABB111EC push esi
@8B111ED push esi l
BBB111EE push offset alpdatesDown?! ader ; “Updates downloader"
BBB111F3 call off_B1286C
ABE111F9 mouw [ebp+uvar 1C], eax
BBE111FC cmp eax, esi
ABB111FE j=z loc_B118ED
||
¥
[P s |
88E11284 or [ebp+var 8], BFFFFFFFFh
A0E11288 mov [ebp+uar_ 34], offset aText | “Cext/="
88B1128F mov [ebp+var_38], offset afApplication ; "application/="
ABB11216 mouw [ebp+uar 2C], esi
lfll#t
il e
BOB11219
B0B11219 loc B11219:
B0E11219 inc [ebp+uar 8]
-l BAB1121C cmp [ebp+var_8], 1

short loc B11225

C_‘n’PHORT. ABB11228 jle

L |
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DOWNLOADER

mentoringgroup.com 216.171.192.113
davistructures.com 173.255.128.30

kilf.exe 378.00 KB (387072 bytes)
vogiap.exe 378.00 KB (387072 bytes)
KUQ9491.bat 174 bytes

ehri.ofu 482 bytes

N
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Investigate and use available threat
information for aiding incident response!
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Win32.Zbot

delete

droppV—Q

A DROPPER
kilf.exe
/ drop Zbot E
e \ files
DELETE SCRIPT P |
é

KUQ9491.bat C&C SERVER

control communication
and updates

ZBOT
vogiap.exe

CONFIGURATION
ehri.ofu

=
QEYDHORT 3
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STEALTH & PERSISTANCE

+ Persistance via Windows Registry

Keyname HKU\..\Software\Microsoft\Windows\CurrentVersion\Run\Gerwilo

Keyvalue C:\Documents and Settings\...\Application Data\Wihoxq\vogiap.exe

+ DLL-Injection on Startup
+ Infection of system process

¢ On-the-fly updates

W rsac
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BEHAVIOR ONCE RESIDENT

¢ APl Hooks in Userland:
wininet.dll, user32.dll, ws2_ 32.dll,...

-text

C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
-text C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
-text C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
.text C:\WINDOWS\Explorer.
-text C:\WINDOWS\Explorer.

=
&C‘{DHDRT.

EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]
EXE[1320]

35

WININET
WININET
WININET
WININET
WININET
WININET
WININET
WININET
WININET
WININET

.dil!'InternetCloseHandle
-dl1THttpQuerylInfoA
-dl1THttpOpenRequestA
-dl1THttpOpenRequestW
-dil!InternetReadFile
-dl11HttpSendRequestA
-dl1THttpSendRequestEXW
-.dl1THttpEndRequestA
-dl11HttpSendRequestW
-dil!InternetReadFi1leExA

'II---II..-I
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ATTACK TIMELINE

Malicious E-Malil
Win32.Upatre Downloader
Persistance

Win32.Zbot

Data Exfiltration
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BE SMARTER

Employee Awareness /
E-Mail Filter

Perimeter Security
Intelligent Endpoint Protection P‘\k

Threat Intelligence Correlati- "\'\e

Data Leak Prevention

X - p— L,
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Keep track
of the threats
that target you!
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SMALL DATA ANALYSIS

SESSION ID: TRM-T10

W #RSAC

Thank you
for your attention!

Marion Marschalek

Malware Researcher
Cyphort Inc.
@pinkflawd

Share.
Learn.

Capitalizing on
Collective Intelligence




Resources

+ https://drive.google.com/file/d/OBOMrr-en8FX4MS1HdjBjNEhYWkO/edit?usp=sharing

“Upatre Technical Paper” by Marion Marschalek

+ http://www.securelist.com/en/analysis/204792318/Kaspersky Security Bulletin_2013 Overa
Il statistics for 2013
“Kaspersky Security Bulletin 2013” by Kaspersky Labs

+ http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-
2014.pdf
“Sophos Security Threat Report 2014” by Sophos Labs

+ http:/lwww.sophos.com/medialibrary/PDFs/technical%20papers/Sophos%20what%20is%20
zeus%20tp.pdf
“What is Zeus?” By Sophos Labs

+ http://threatgeek.typepad.com/.a/6a0147e41f3c0a970b017d3be346ef970c-pi

Threat Toons

ﬁ—’
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