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The Pillar of Trust

The Big Data Security Challenge
Securing Big Data
Big Data’s Role in Security
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Who is already using Big Data?
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Case Study: Major Retailer
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How Target Figured Out A Teen Was CHIN Azors

Pregnant Before Her Father Did

Project
Workspaces

v
e,
o

@ Collaboration

TARGET. s
Publish -
and Analysis
Iterate y

RSAERR2XS2012




Who is after your Big Data Output? RSACONFERENCE
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Where does sensitive data live?
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Sensitive Analytics

> Predictive Models
Data Mining

Dashboards
Dynamic Query
Reports
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Sensitive Results
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Securing Big Data
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Security Governance

Discover infrastructure

Define security policy

Security Incident Security Risk Management
Management

Manage security Manual and
incidents and automated
ISsues assessment

Remediation of
controls, processes,
policies

Security Operations
Management
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Security Governance CHIN AZ0T

Define business objectives
Define business-level risk targets

Define business-critical assets
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Security Risk Management CHINA2012

Understand external and internal
threat landscape

Identify vulnerabilities
Classify high-value assets
Assess security maturity
Establish target state
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Security Operations
Management

Prioritize work by risk
Add security controls where needed

Maximize monitoring and visibility
Manage events
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Security Incident RefcONFERENCE
Management

Identify relevant security events
Prioritize by business impact

Report to business owners
Reassess business risk and critical assets
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Control who accesses the data PN A 2012
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Use Risk-based Adaptive Controls  cHin azos
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Big Data’s Role in Security
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Visibility enables Analytics CHI'NAZ2012
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Big Data Analytics is Essential to Security
BIG DATA ANALYTICS GOVERNANCE

- e
™

f’ Compllance \

- aa=-Ta= : Busmess
T—0 OO OO ~ Alerting +

~ DataCollection  / Reporting

Sy - Investigations f ‘

Incident
- Malware Analytics Ma“age"'e“” :

~ Visualization

— Data Leakage

THREAT INTELLIGENCE

RSAERR£X£2012




RSACONFERENCE
CHINAZ2012




