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Just a question on signatures... SEH AV 81

Does the signature team not do Zeus/ZBot configuration files? We
have submitted a number (20+) of ".bin" files over the last 6-B weeks
but have yet to see these files detected using "Official" signatures.
Should we not submit these files?

Tom
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Bar Chart 13: Length of time before an advanced threat is detected
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RIS Y g nl RB <31 A 1 Pldn

MEET HE S H “failed logins” i
IS TIE

~

SERERN L X0 IA o 5T Bl K HK

WA - ik P AL A
lu - Event Category Name (| rm/ K /

user.activity.failed logins (582)

ser Account (20 items)
-(582) - administrator (106) -root (101) - Sroot (57) - bdraper (19) - .ac
(12) - letmein (12) - kwest (12) - dduck (12) - tsawyer (9) - sross (9) - rthi

s~ Hostname Aliases 2 eme)
ndynamite-pc (565) - blackhatdemo-pc (17)

Ia 4 Device Type (1 item)
windows hosts (582)

LA S LA E LA 2

®
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»- Event Category Name ‘fp-n'-

user.activity.failed logins (565)

- Service Type (3 items)
SMB (29) - DHCP (14) - NETBIOS (1)

o~ User Account (20 items)
- (565) - administrator (106) -root (101) - Sroot (57) - bdraper (19) - .admin (19) - jjohnson (18) - grandma (18) - urico (15) - bspears (15) -
letmein (12) - kwest (12) - dduck (12) - tsawyer (9) - sross (9) - rthompson (9) - lwelk (9) [more]

4- Source IP Address (2 items)
137.69.131.6Q,(40) - 137.69.129.1 (3)-137.69.131.37 (1)

[lﬂs P i LA A )

»- Destination IP address (3 items)
137.69.129.15 (32) - 255.255.255.255(11)-137.69.129.16 (1)

o+~ Hostname Aliases (7 items)
ndynamite-pc (609) - ymohammed-e4310 (2) - smoore-pc (1) - pmccormick (1) - leroy (1) - kcooke-e4300 (1) - informer (1)

®
R SA RSAERR2XS2012



BT IP Hitht 137.69.131.60 B mpooyrsnence
&L

o M IP Huhi T A TG 5
o RN, . APLSHiBERE

ONHER (1,356)-SSL (123)-SMB (77) - DHC

s m o Service Type(i2id
=== DNS(3,648)- HTTP (2,933) -

(19) - IRC (8) -RDP (7) - NETBIOS (6) - RPC (4) R BITTORRENT (3) JsSNMP (2)

A +- Risk: Informational (1§ items)
http1.1 _without_accept_header (1§833) - http1.1_without_user-agent_header (1,257) - http1.1 _with®
http1.1 _without_connection_heade
http1.0_unsupported_cache_heade

http_contentdisposition_with_filena

eferer_header (1,047) - Bttp1.1 _without_server_header (863) -
(828) - list_filter (561) - http1.1_server_location_redirect (83) - http1. ihout_host_headef(64) - http_client_server_version_mismatch
(41) - http1.0_without_server_header (38) - common document formats (297™aitp1.0_unsupported_etag_header (13) -

e (8) - high risk filetypes (8) - http1.0_server_location_redirect (7) - http_direct_to_ equest (6) - url shortening service (4)

IRC ? Bittorrent ?

(RIS /HUIX W 5844 L 2

Risk: Suspicit
watchlist countries (26)

S (2 items)

&B} - User Account (4 items)

p4n0rdm4 (8) - kbuonforte (1) - diy3asr2ir3§i3ab7jrhtb (1) - - (1)

* 4 Source IP Address (1 item)

e o IR

®
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»- Event Category Name (] item)
user.activity.successful logins (1)

»- User Account (2 items)

kbuenferte (1=~ (D \

»- Source IP Address (1 item)
137.69.131.60 (1)

»— Device Type (1 item)
windows hosts (1)

o Device (] item)
winevent_nic (1)

»- Device Class (1 item)
access (1)

»- Process (1 item)
kerberos (1)

»- Event Source (] item)
microsoft-windows-security-auditing (1)

»- Vendor Message ID (1 item)

WIREZ IR D

security_4624_microsoft-windows-security-auditing (1)

RSAERR2XS2012



w1 NetWitness Investigator 9 - BX

: Collection Edit View Bookmarks History Help

IAII Data ’;] tim-macbook.local > logon failure not primary user e o |

=@ e Welcome | 1@tim-macbook.local:50005 [ \@tim»macbook.local (] | 4 p x tim-macbooklocallogs . ... >%x
I - Page 1 of 3 0 o I,I:I .,"-“I I I
2 Eel=[«EIOEREI SIS0 e] -
3 Time Log Displaying 1 - 20 of 47  *
S 2011-10-2500:44 > , _ _

View | 2011-  %NICWIN-0-Security_4625_Microsoft-Windows- L

i Oct-25 Security-Auditing: Security,rn=0x0001f1b3
00:44:05 cid=0x00003100 eid=0x00001211,Mon Oct 17
19:03:12 2011,4625 Microsoft-Windows-Security-
Auditing, ,Security Audit Failure,D25-A-541,Logon,
JAn account failed to log on. Subject: Security ID: S-1-
0-0 Account Name: apatterson Account Domain:
DOMAIN-US Logon ID: 0x0 Logon Type: 3 Account For
Which Logon Failed: Security ID: S-1-0-0 Account
p Source Subnet Location (s items) Name: apatterson Account Domain: DOMAIN-US
b4-f1 (13) - bO-f0 (12) - b1-f2 (10) - b03-f3 (10) - b4-f2 (2) Failure Information: Failure Reason: Unknown user
name or bad password. Status: 0xc000006d Sub
Status: 0xc0000064 Process Information: Caller
’ p Primary Resource (4 items) Process ID: Ox0 Caller Process Name: - Network
awalsh (13) - mdavis (10) - apatterson (10) - kellis (2) Information: Workstation Name: D25-A-541 Source
Network Address: 10.43.55.202 Source Port: -
Detailed Authentication Information: Logon Process:
NtLmSsp Authentication Package: NTLM Transited
Services: - Package Name (NTLM only): - Key Length: 0

4~ Risk: Suspicious (1 item)
logon failure not primary user (47)

‘°’ 4~ critical Resource (2 items)
—— senior executive (10) - personnel data (1)

g &

‘*’ 4~ Hostname Aliases (16 items)
£73-b-198 (13) - d25-a-541 (10) - b13-c-004 (10) - m42-d-253 (2) - g67-e-48

067-e-460 (1) - g67-e-459 (1) - g67-e-458 (1) - g67-e-456 (1) - g67-e-455 (1) - g67-e-454 (1) - g67-e-453 (1) - This event is generated when a logon request fails. It is
g67-e-452 (1) - g67-e-451 (1) generated on the computer where access was
attempted. The Subject fields indicate the account on
‘E’ 4~ Destination User Account (15 items) the local system which requested the logon. This is
b J most commonly a service such as the Server service,

fgreen (11) - thanna (10) - apatterson (10) - kellis (2) - vhansen (1) - sgolden (1) - rtaylor (1) - nbyrd (1) - mspencer (1) -

mreed (1) - jsargent (1) - jowen (1) - gdodson (1) - enichols (1) - ebrown (1) - dfox (1) - dcurtis (1) - cvaden (1) or a local process such as Winlogon.exe or

Services.exe. The Logon Type field indicates the kind
of logon that was requested. The most common types
are 2 (interactive) and 3 (network). The Process
Information fields indicate which account and process
on the system requested the logon. The Network
Information fields indicate where a remote logon
E’ é—-) Domain Name (1 item) request originated. Workstation name is not always

- ' ’ available and may be left blank in some cases. The
—— domain-us (47) authentication information fields provide detailed
information about this specific logon request. -
Transited services indicate which intermediate
services have participated in this logon request. -
user (47) Package name indicates which sub-protocol was used
among the NTLM protocols. - Key length indicates the
length of the generated session key. This will be 0 if no
session key was requested.

View 2011-  %NICWIN-0-Security_4625_Microsoft-Windows-
Oct-25 Security-Auditing: Security,rn=0x0001f1b3
}:) Event Theme (1 itern) 00:44:05 cid=0x00003100 eid=0x00001211,Mon Oct 17
19:03:12 2011,4625 Microsoft-Windows-Security-
Auditing, ,Security Audit Failure,D25-A-541 Logon,
JAn account failed to log on. Subject: Security ID: S-1-

‘u| }.) Event Outcome (1 item) 8 0-0 Account Name: apatterson Account Domain:

PAORAIR HIC | mman N Nun | aman Tima 2 Acrniint Cae

< [ n » < »

+- Source IP Address (16 items)

10.18.34.123 (13)-10.100.51.157 (10) - 10.43.55.202 (10) - 10.25.88.172 (2) - 10.226.41.226 (1)- 10.10.12.67 (1) -
10.10.12.61 (1)-10.10.12.60 (1)-10.10.12.59 (1)~ 10.10.12.58 (1)~ 10.10.12.56 (1) - 10.10.12.55 (1) - 10.10.12.54 (1)
-10.10.12.53 (1)-10.10.12.52 (1)~ 10.10.12.51 (1)

*|

4 Event Subject (1 item)

S

4 Event Activity (1 item)
logon (47)

g &

authentication (47)
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: Collection Edit View Bookmarks History Help

vAII Data %‘ -macbook.local > f73-b-198 > logon falfyre not primary user 6 o v ' %
@ e Welcome L | €D tim-macbook.local:50005 MaéR tim-macbook.local | macbook.local @ || 4 b x (timsmacbook.local L e
o < Page 1 of 1 0' 0
o 1=t - -
: e EEEE T S« ] e) -
3 Time Log Displaying 1 - 13 of 13
o < 2011-10-25 00:02 2011-10-25 00:44 >
= i View 2011-  %NICWIN-0-Security_4625_Microsoft-Windows-
. ’A‘ - Risk: Suspicious (1 item) 5 Oct-25  Security-Auditing: Security,rn=0x0001f1b3 =
E= |og0n failure not primary user (13) 00:44:05 cid=0x00003100 eid=0x00001211,Mon Oct 17

19:03:12 2011,4625 Microsoft-Windows-Security-
R Auditing, ,Security Audit Failure,F73-B-198,Logon, ,An
’Q‘ p Source Subnet Location (1 item) account failed to log on. Subject: Security ID: S-1-0-0
T pa-f1 (13) Account Name: jsargent Account Domain: DOMAIN-
US Logon ID: 0x0 Logon Type: 3 Account For Which
i /l_[ér M \,_' Logon Failed: Security ID: S-1-0-0 Account Name:
’@ »- Primary Resource (1 item) K‘I,:Et V}\ ‘i% jsargent Account Domain: DOMAIN-US Failure
) awalsh (13) Information: Failure Reason: Unknown user name or
bad password. Status: Oxc000006d Sub Status:
I 0xc0000064 Process Information: Caller Process ID:
’&/ }J Hostname Aliases (1 item) 0x0 Caller Process Name: - Network Information:
£73-b-198 (13) Workstation Name: F73-B-198 Source Network
Address: 10.18.34.123 Source Port: - Detailed
Authentication Information: Logon Process: NtLmSsp
stination User Account (12 items) Authentication Package: NTLM Transited Services: -
vhansen (1) - sgolden (1) - rtaylor (1) - nbyrd (1) - mspencer (1) - mreed (1) - jsargent (1) - gdodson (1) - enichols (1) - Package Name (NTLM only): - Key Length: O This event
ebrown (1) - dfox (1) - dcurtis (1) - cvaden (1) is generated when a logon request fails. It is generated
on the computer where access was attempted. The
’% p Source IP ' Subject fields indicate the account on the local system
IS 10.18.34.123 (13) which requested the logon. This is most commonly a
service such as the Server service, or a local process
such as Winlogon.exe or Services.exe. The Logon Type
’@ 4~ Domain Name (1 it=rm) field indicates the kind of logon that was requested.
domain-us (13) The most common types are 2 (interactive) and 3
(network). The Process Information fields indicate
which account and process on the system requested
’E‘ 4~ Event Subject (1 item) the logon. The Network Information fields indicate
) ser (13) where a remote logon request originated. Workstation
name is not always available and may be left blank in
some cases. The authentication information fields
’@ }J Event Activity (1 item) provide detailed information about this specific logon
" ogon (13) request. - Transited services indicate which
intermediate services have participated in this logon
request. - Package name indicates which sub-protocol
’@ }_) Event Theme (1 item) was used among the NTLM protocols. - Key length
authentication (13) indicates the length of the generated session key. This
will be 0 if no session key was requested.

R ~ View 2011-  %NICWIN-0-Security_4625_Microsoft-Windows-
’Q‘ - Event Outcome (1 item) Oct-25 Security-Auditing: Security,rn=0x0001f1b3
—— failure (13) 00:44:05 cid=0x00003100 eid=0x00001211,Mon Oct 17
19:03:12 2011,4625 Microsoft-Windows-Security-

~ Auditing, ,Security Audit Failure,F73-B-198,Logon, ,An
’@ +- Event Category Name (1 item) account failed to log on. Subject: Security ID: S-1-0-0
— user.activity.failed logins (13) Account Name: vhansen Account Domain: DOMAIN-
US Logon ID: 0x0 Logon Type: 3 Account For Which

Vaman Failad:- Cariritnes IN-€ 1 A N Accnint Ranmma-

< | n 3 < »

COONUM



L1 NetWitness Investigator 9 - B

: Collection Edit View Bookmarks History Help

‘AII Data ['l tim-macbook.local ea ' %

(= e Welcome | |@tim-macbook.local:SOOOS [ i@tim-macbook.local %) J

| uopajion

R p—
ez EO=El SRS racioro JOIOR > [ ] ]E

Time Log Displaying 1 - 20 of 1000
< 2011-10-25 00:02 2011-10-2500:44 >
— - o |View 2011~ %ASA-4-419002: Duplicate TCP SYN from
“ 4~ Risk: Informational (1 item) s Oct-25 management:172.16.0.153/1543 to
—— account lockout (2) 00:02:19 outside:134.141.79.47/8192 with different initial
sequence number
=l | View  2011- %ASA-4-106023: Deny udp src

Oct-25 ustream:172.16.8.9/58589 dst
00:02:19 outside:8.8.8.8/53 by access-group
“ustream_access_in" [0x0, 0x0]
View 2011- %ASA-4-106023: Deny udp src
Oct-25 ustream:172.16.8.9/58589 dst
00:02:19 outside:4.2.2.2/53 by access-group
“ustream_access_in" [0x0, 0x0]

A‘ 4 Risk: Suspicious (3 items)

logon failure not primary user (47) - critical resource illegal log

‘Q 4~ Critical Resource (4 items)

senior executive (12) - personnel data (5) - database (1) - credit card (1)

(2) - critical resource creates users (1)

‘Q ).J Source Subnet Location (9 items)

b02-f2 (22,362) - b01-f1 (20,840) - b03-f1 (5,792) - b02-f3 (191) - b4-f1 (13) - b0-f0 (13) -b1-f2 (10) - b03-f3 (10) -

b4-f2 (2)
‘Q‘ 4 Primary Resource (4 items) View 2011-  %ASA-4-106023: Deny udp src
awalsh (13) - mdavis (12) - apatterson (12) - kellis (5) Oct-25 ustream:172.16.8.9/58589 dst

00:02:19 outside:4.2.2.2/53 by access-group
“ustream_access_in" [0x0, 0x0]

‘*‘ 4~ Hostname Aliases (20 of 24+ items) View | 2011-  %ASA-4-106023: Deny udp src

= server 1 (136)-dhcp (107)-2011 (103)-172.16.0.72 (95) - shmoossim (77) - 172.16.0.71 (66) - f73-b-198 (13) - Oct-25 ustream:172.16.8.9/58589 dst
d25-a-541(12) - b13-c-004 (12) - m42-d-253 (5) - g67-e-480 (5) - g67-e-462 (2) - s19-d-355 (1) - g67-e-461 (1) - 00:02:19 outside'8.8.8.8/53 b.y access-group
g67-e-460 (1) - g67-e-459 (1) - g67-e-458 (1) - g67-e-457 (1) - g67-e-456 (1) - g67-e-455 (1) [more] -.,s.,eam_a“es‘s_i,,- [0x0, 0x0]

View 2011- %ASA-5-111007: Begin configuration:

‘[G‘ d Source User Account (2 items) Oct-25  192.168.78.10 reading from http [POST]

admin (26) -root (19)

00:02:19
. View 2011- %ASA-5-111008: User 'enable_15" executed the
‘Q‘ »- Destination User Account (20 of 41+ items) Oct-25  'no name 172.16.0.0 Private_IP_Range_2' command.
tcp fins (33,998) - tcp reset-i (21,163) - syn timeout (2,456) - tcp reset-o (1,930) - fin timeout (688) - connection 00:02:19
timeout (601) - root (444) - enable_15 (428) - shmoo (62) - operator (51) - admin (39) - munin (38) - fgreen (17) - View 2011- %ASA-5-111008: User 'enable_15' executed the
anonymous (17) - jlt (15) - thanna (12) - system (12) - apatterson (12) - jrfulmer (7) - kellis (6) [more] Oct-25 ‘name 172.16.0.0 mgmt_PRIV' command.
} 00:02:19
‘*‘ il Source IP Address (20 of 2157+ items) View 2011-  %ASA-5-111008: User ‘enable_15' executed the
= 10.13.0.50 (165,440) - 209.244.0.3 (>100000 - 90%) - 10.10.1.48 (48,416) -64.13.161.61 (45,235) - 8.8.8.8 (19,766) - Oct-25  'access-list doubledown_access_in line 1 extended
209.244.0.4 (16,602)-10.10.1.43 (15,397)-10.10.0.250(13,618)-172.16.6.10 (12,098) - 10.10.0.200 (11,693) - 00:02:19 permit object-group TCPUDP any 172.16.7.0
10.10.1.31 (10,806) - 72.14.204.19 (9,099)-10.10.1.45 (7,337)-10.10.1.4 (6,645) - 172.16.0.5 (5,949) - 255.255.255.0 eq domain' command.
184.168.85.77 (5,322)-10.10.1.22 (5,013)-10.10.1.33 (4,958)- 172.16.0.163 (4,761) - 10.10.1.53 (4,675) [more] View | 2011- %ASA-5-111008: User 'enable_15' executed the

Oct-25 ‘access-list doubledown_access_in line 2 extended
00:02:19 deny ip any object-group Private_IP_Range'

‘*‘ 4~ Destination IP address (20 of 4777+ items)
command.

216.141.83.174 (>100000 - 1%) - 10.10.1.48 (44,673) - 10.10.1.43 (15,105) - 10.10.0.250 (13,252) - 10.10.254.253
(12,431)-10.10.0.200 (10,669) - 10.10.1.31 (10,034) - 172.16.6.10 (9,245) - 10.10.1.45 (7,696) - 172.16.0.5 (5,912) - : _ . .
172.16.1.25 (5,909) - 10.10.1.4 (5,701) - 172.16.0.163 (5,298) - 10.10.1.33 (5,122) - 10.10.1.53 (4,793) - 10.10.1.25 View 2011-  %ASA-5-111008: User 'enable_15' executed the

(4,598)-10.10.0.183 (4,296) - 10.10.0.36 (4,260) - 172.16.6.128 (4,238) - 10.11.0.138 (4,198) [more] Oct-25 ‘access-list doubledown_access_in line 3
00:02:19 extended permit ip any any' command.

|/ L) Domain Name (2 items) T View 2011-  %ASA-5-111008: User 'enable_15' executed the

. NUM
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Data "] tim-macbook.local:50005 > b0-f0 > authentication > fgreen

@ e Welcome | ‘@Um macbook.local:50005 & ‘

| uondajion

< 2001-01-0818:15

4~ Risk: Suspicious (1 item)
——— logon failure not primary user (11)

ICE
“e 12

b X tim-macbookJocal:SOOOSLﬁ

= ml“LlJ-l'lﬂQlalﬂlzl_

2011-10-25 00:44 >

‘Q‘ J-) Source Subnet Location (1 item)
b0-f0 (12)

m

g67-e-462 (2) - g67-e-461 (1) - g67-e-460 (1) - g67-e-459 (1) - g67-e-458 (1) - g67-e-456 (1) - g67-e-4
g67-e-454 (1) -g67-e-453 (1) -g67-e-452 (1) -g67-e-451 (1)

p Destination U
fgreen (12)

0.226.41. 226(1)-1010]267(1)-101012 61(1)-10.10.12.60(1)-10.10.12.59(1)-10.10.12.58 (1) - 1
1)-10.10.12.55(1)-10.10.12.54 (1)-10.10.12.53 (1)-10.10.12.52 (1) -10.10.12.51 (1)

‘@’ o Domain Nz

domain-us (11)

4 Event Subject (1 item)
user (12)

S

4 Event Activity (1 item)
logon (12)

S

4 Event Theme (1 item)
authentication (12)

g

4~ Event Outcome (2 items)
failure (11) - success (1)

S

4~ Event Category Name (2 items)

S

‘Q’ 4~ Event Category (2 items)
=/ 1401030000 (11) - 1401060000 (1)

user.activity.failed logins (11) - user.activity.successful logins (1)

Time
View  2011-

Oct-25
00:44:05

View 2011-
Oct-25
00:44:05

-

Log Displaying 1 -120of 12

%NICWIN-0-Security_4625_Microsoft-Windows—-
Security-Auditing: Security,rn=0x0001f1b3
cid=0x00003100 eid=0x00001211,Mon Oct 17
19:03:12 2011,4625 Microsoft-Windows-Security-
Auditing, ,Security Audit Failure,G67-E-452 Logon, ,An
account failed to log on. Subject: Security ID: S-1-0-0
Account Name: fgreen Account Domain: DOMAIN-US
Logon ID: 0x0 Logon Type: 3 Account For Which
Logon Failed: Security ID: S-1-0-0 Account Name:
fgreen Account Domain: DOMAIN-US Failure
Information: Failure Reason: Unknown user name or
bad password. Status: Oxc000006d Sub Status:
0xc0000064 Process Information: Caller Process ID:
0x0 Caller Process Name: - Network Information:
Workstation Name: G67-E-452 Source Network
Address: 10.10.12.52 Source Port: - Detailed
Authentication Information: Logon Process: NtLmSsp
Authentication Package: NTLM Transited Services: -
Package Name (NTLM only): - Key Length: 0 This event
is generated when a logon request fails. It is generated
on the computer where access was attempted. The
Subject fields indicate the account on the local system
which requested the logon. This is most commonly a
service such as the Server service, or a local process
such as Winlogon.exe or Services.exe. The Logon Type
field indicates the kind of logon that was requested.
The most common types are 2 (interactive) and 3
(network). The Process Information fields indicate
which account and process on the system requested
the logon. The Network Information fields indicate
where a remote logon request originated. Workstation
name is not always available and may be left blank in
some cases. The authentication information fields
provide detailed information about this specific logon
request. - Transited services indicate which
intermediate services have participated in this logon
request. - Package name indicates which sub-protocol
was used among the NTLM protocols. - Key length
indicates the length of the generated session key. This
will be 0 if no session key was requested.

%NICWIN-0-Security_4625_Microsoft-Windows—-
Security-Auditing: Security,rn=0x0001f1b3

cid=0x00003100 eid=0x00001211,Mon Oct 17

19:03:12 2011,4625 Microsoft-Windows-Security-

Auditing, ,Security Audit Failure,C67-E-453,Logon, ,An

account failed to log on. Subject: Security ID: S-1-0-0

Account Name: fgreen Account Domain: DOMAIN-US

Logon ID: 0x0 Logon Type: 3 Account For Which il 31 2

Vaman Failad: Carieite IN-€ 1 N A Accaiint Raona-

m




L2 NetWitness Investigator 9 - 88X

: Collection Edit View Bookmarks History Help
IAII Data E] ' tim-macbook.local > critical resource creates users > Sessions for “critical resource c ... ‘}GH‘QI [:h 7 |

@ g Welcome [ |@tim-macbook.local:50005 (€] |@tim-macbook.local (%] |0tim-macbook.local @H 4 b X

Page 1 of 1 l@ L

Time Service Size Events Displaying 1 -1 of 1

2011-Oct-25 610 43 medium: logs
00:44:05 B |

-

uoa||o)

Q device.type: winevent_nic
Q device.type.id: 30

Q msg.table: Windows

Q device.class: Windows Hosts
Q header.id: 0001

Q event.log: Security

Q reference.id: 624

Q event.source: Security

Q user.dst M
. vent.type: Informatio
M alias.host: G67-E-480

View

fgreen ET A IE RS

Q critres: Personnel Data
Q category: Application Event

Q event.desc: User Account Created:
Q user.src: admin
AF Tomain: G67-E-480
Q user.dst: fgreen
domain: DOMAIN-U
Q log.session.id:
Q privilege: SeAssignPrimaryTokenPrivilege SeTcbPrivjfege SeSecurityPrivilege SeTakeOwnershipPrivilege SeLoadDriverPrivilege SeBackupPrivilege
SeRestorePrivilege SeDebugPrivilege SeAuditPrivilege SgystemEnvironmentPrivilege SelmpersonateP

Q ec.activity: Create

Q ec.outcome: Success

Q ec.subject: User

Q ec.theme: UserCroup

&3 eventtime: 1092408626

&3 user.dst: SYSTEM

&3 event.cat: 1402020200

Q event.cat.name: User.Management.Users.A
Q msg.vid: Security_624_Security
Q msg.id: Security_624_Security
Q level: 4

83 device.ip: 127.0.0.1
Q kig_thread,
A\ risk.susplious: Critical Resource Creates Users

)12
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