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» Poor threat and vulnerability management/targeted attack prevention

» Consumerization of IT

* Cloud security

» Legal and regulatory compliance

» Lack of effective, mature governance/standards for IT systems and infrastructure
* Not having a flexible organizational structure to support new drivers, constraints
» Vendor risk management — third-party connections, service providers, supply chain
» Poor understanding of which data and systems are business-critical

» Poor project management

» Lack of skilled workforce

» Poor reporting and lack of metrics to demjpnstrate value

» Lack of proper security "culture”

» Lack of mature BCM/DR program

» Lack of mature identity and access management program

» Lack of mature backup/recovery management
Gartner.
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