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The Industry fights back 
 
§  Scale of Operation: 

§  300,000,000  users protected  by our eFraudNetwork 
§  700,000 Phishing attacks stopped by the 

Anti Fraud Command Center 
§  More  10,000 Institutes protected  



Insert presenter 
logo here�

CyberCrime/ Fraud Supply Chain  

Cash	
  Out	
  
Fraudster	
  

Harvesting	
  
Fraudster	
  

Communication	
  
Fraud	
  forum	
  /	
  chat	
  room	
  

User	
  Account	
  

Technical	
  
Infrastructure	
  

	
  
	
  Tools	
   Hosting	
   Delivery	
  

Operational	
  
Infrastructure	
  

	
  
Mules	
   Drops	
   Monetizing	
  



Insert presenter 
logo here�

Session ID: 
Session Classification: 

Multi-Line of Defense:  
Handling External Threats 
 



Insert presenter 
logo here�

§  35% hosted outside the U.S.; 70% hosted on hijacked servers 
§  Targeting various sectors: finance, telecom, medical, insurance and 

more… 

24/7 Anti Fraud Command Center 
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https://play.google.com/store/apps/details?id=com.paijwar.smsbanking&feature=search_result  

Phishing attacks are better than ever 

Which one is the real page? 
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APJ  Phishing Heat Map (2012) 

India	
  
39%	
  

Australia	
  
36%	
  

China	
  
20%	
  

Indonesia	
  
1%	
  

Japan	
  
2%	
  



Insert presenter 
logo here� 9	
  

Trojans 
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Most Active Trojan Families (Q2’12) 
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Trojan Sudoku Attacking                     
Japanese Bank 
�  This Trojan aimed at 

banking customers 

�  Requested User ID, 
Password and a 
Transaction 
Authentication Code 



Insert presenter 
logo here�

The eDead Trojan attacks                
Banks in Korea and Japan 
�  This Trojan aimed at 

banking customers in 
Korea and Japan 

�  Recorded search words 
entered on the banks’ 
websites 
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 In China: ‘Warp ‘ – intercepting traffic 
and spreading via networks  
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Attacks on Enterprises 
§  Hacktivism data breaches, often use malware to 

compromise networks, servers and critical resources 

§  Hackers compromise very large amounts of data in 
their attacks inflicting brand damage and monetary 
losses 



Insert presenter 
logo here�

Trojan Infrastructure 

Command & Control  
Bot-Herder 

Infection / Update Drop Zone 
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 Example : China Oil Giant 
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Rogue application - Samples 
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Anti Rogue App Service 
 
§  Continuous monitoring  

of major app stores and  
detection of rogue apps 
  

§  Shutdown of rogue apps 
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**** 

Chat Rooms: A Noisy Marketplace 
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You too can start your own 
business… 

$23 per 1,000 infections 

Bulletproof hosting, unlimited 
storage: $15/month 
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The Importance of Information 
Sharing 
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Risk-Based Analytics                                                    
and Authentication 

RSA Risk Engine 
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    Results from a major UK bank 

51,500,000	
  	
  	
  Online	
  	
  	
  transac9ons	
  /	
  
month	
  

Constraints:	
  
Review	
  only	
  1	
  in	
  2000	
  

users	
  	
  	
  

92%	
  	
  
detect	
  ion	
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Fighting Back 
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Global Fraud as % Total Transaction  
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Total Fraud Share of Chinese Cities 
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Chinese Cities with the Highest         
Fraud Rates 
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How would a Online Fraudster  make  
a living in China? 
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China – Online Shopping by Category  
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Thank You 


