THE GREAT CIPHER
IGHTIER THAN THE SWORD

R BB TF 41




K-Braverman
of Global Solutions

Session ID:;
Session Classification:




The Industry fights back RSACONFERENCE

CHINAZ2012

= Scale of Operation:

= 300,000,000 users protected by our eFraudNetwork

= 700,000 Phishing attacks stopped by the
Anti Fraud Command Center

= More 10,000 Institutes protected

$ 3103477861
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RSACONFERENCE

24/7 Anti Fraud Command Centel'n #2012

Phishing Attacks Shut Down by RSA AFCC
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= 35% hosted outside the U.S.; 70% hosted on hijacked servers

= Targeting various sectors: finance, telecom, medical, insurance and
more...
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Phishing attacks are better than ever

@ Bank of India Internet Banking Retail Signon - Windows Internet Explorer

Wy -

[&) https://starconnectcbs. bankofindia.com/BankAwayRetail/(S(dnOvelmcaqgvosjdSchevm2Ss)) /web/L00L retail/js

user/RetailSignOn.asp:

Request]

8

B The functionality of opening of online TDR is now with nomination facility. (Use ‘Request' menu
option.)
View of annual Tax Statement (FORM 26AS) is now available th

Star Cenrect Internet Banking Services

Retail irtual Keyboard (for entering password only) Help
18 A
usERID: I 0 | B

MEIEAMAOEE FEE]
LEEEOAEIME - [
0 O
O MEOEOMAERCE]
[Gops ook | < Boctspocs ][ Ciear |

[T use virtual keyboard (Recommended)

Note:Password is Case Sensitive

Forgot Password? | New User | Transaction Password | Password Acknowledgement | Unblock/ Regenerate Password

StarToken FAQ | StarToken Demo ¥4 |
You can now use your Debit-cum-ATM Card for Online Reset / Unblock / Acknowledge / Request for your Password

. Important : In our constant endeavor to give you better service and user experience, we have enhanced our
Qm Internet Banking site. You may feel changes in the User Interface (look and feel). Please change your password

regularly and keep your computer protected and updated with latest Antivirus and patches. Please do not dick
on any hyperiinks to reach to our site, but type our site address http://bankofindia.co.in/.

Trouble Logging in | Safe Internet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and above and Mozilla Firefox ver 3.6 and above in 1024 x 768 Resolution]

& Internet | Protected Mode: Off

Which one is the real page?

‘v ®10% -

RSA

jle.com/store/apps/details?id=com.paijwar.smsbanking&feature=search result

{ZBank of India Internet Banking Re indows Internet Explorer
4
0~ [ mmitmmion: il EIDRE 2
9% €| (@ Bankof India Internet Banking Retail Signon | | ) v B - ®h v [rPage v (i Tooks » 7
G |
Bank of IndiaRiZy ML ]
B 10 serve you better, please update your contact details, after logging in.
Star Comnect Internet Banking Services
Virtual Keyboard (for entering password only) Help
Javais not enabled in your browser settings, Please enable Java through : Tools > Internét Options > Security > Custom Level.
Please click here for b
. i
Forgot Password: You can
now use your Debit-cum-
ATM Card for Online
useR10: || E‘ Reset/Unblock/acknowledge,
for your Passwaord. Please
ossworo: [ LR e o it
T use vitual keyboard (Recommended) I
EEN (oo [ [ G ]
Note:Password is Case Sensitive
Forgot Password? 3% | Trouble Logging in | Safe Internet Banking | Request Forms
You can now use your Debit-cum-ATM Card for Online Reset / Unblock / Acknowledge / Request for your Password
Important : In our constant endeavor to give you better service and user experience, we have enhanced our
Internet Banking site. You may feel changes in the User Interface (look and feel). Please change your password
regularly and keep your computer protected and updated with latest Antivirus and patches. Please do not click
on any hyperlinks to reach to our site, but type our site address http://bankofindia.co.in/
Terms and Conditions | Disclaimer| Contact Us
[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]
[T [@imternet ®i00% - 4
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APJ Phishing Heat Map (2012)
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Trojans
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CHINA2012

7~ The Internet Bank - Windows Internet Explorer
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Most Active Trojan Families (Q2’cli2) a%or

Ice 9, 4% Zeus vl, 2% Other, 5%

Citadel, 19%
Zeus v2, 46%

Bugat v2, 24%
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Trojan Sudoku Attacking

Japanese Bank

 This Trojan aimed at
banking customers

- Requested User ID,
Password and a
Transaction
Authentication Code

RSA

RSACONFERENCE
CHINAZ2012
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The eDead Trojan attacks RSACONFERENCE

CHINAZ2012

Banks in Korea and Japan

 This Trojan aimed at
banking customers in
Korea and Japan

e Recorded search words
entered on the banks’
websites
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In NaWaVO\Im v Ty tmﬁoses thesffigs:
dnNqG, spreadadl WOrKS
NRERVork Rolter
Attack uses ARP-spoofing to intercept traffic, propagate
throughout the network

Jul 12,2012 03:51 PM | 0 Comments

Dark Reading

Researchers have found a new Trojan out of China that mimics a router in order to
intercept traffic and spread throughout the network.

The so-called Warp Trojan isn't related to more common malware like Zeus or
SpyEye, and it operates as a stage-two infection rather than a bot-run one. It
, appears to be spreading adware mainly in China, and the attackers behind it also
EaYANappear to be out of China. Fte
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Attacks on Enterprises CHIN A2012

I IAAIIL:I ':AM AIALA - 4 & AN == “"naw= 1~ === | -2

ProjectDragonFly: 100,000 Accounts Leaked from
Chinese Sites

SHARE: J +1 « 2 Bluke &) send ¥ Tweet Adjust text size: () €

After taking a short break, Team GhostShell hackers return with an operation called ProjectDragonFly, a
campaign aimed at China and particularly at the country’s government.

"I've been looking into China's actions in more detail since a couple of months ago and I've learned quite a bit
about its constitution, both online and irl. T always knew that it's still very much a communist country, that
makes a habit of silencing it's people whenever they disagree with their government, locking them up or worse,”
DeadMellox, the leader of the crew, wrote,

The statement published by the hacker cites a number of sources which highlight the wrongdoings of the
Chinese government.

~ ~ w1

and used the hacked KT data, which included names, resident registration
RSA numbers and phone numbers, -



Trojan Infrastructure

Infection / Update

RSACONFERENCE
CHINA2012
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Example : China Oil Giant CHIN A 2072
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Drop Zone: http://brainrace.ru/

URL:https:/mail.cn**.com.cn/exchange/

Device ID: NB7409 (v

Network ID: HQ***\h1394zy

username=h1394zy

password=e s i
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Rogue application - Samples  cH!NA2012
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Anti Rogue App Service RSACONFERENCE

= Continuous monitoring
of major app stores and
detection of rogue apps

= Shutdown of rogue apps
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at Rooms: A Noisy Marketplace

...Fresh US Cuvvus...Fresh Uk Cuvus...
................ i payments via E GolLD and WU onl

itﬁﬁﬁgﬂgd<eLeCtRiB_MaStEr> i'm good wu drop my share is only 25 %
AR Y ST SaaDi he is drop from pakistan don"t trust pakistans ppl :D

* bRAndY has joine
* ChanServ sets mc - -
UGN he always rip like HubaHuba
<eLeCtRiC_MaStEr>
rip like Hubalie%e
s 8lFSM( Selling ) Fresh Business | Accounts.
* versace selling eu cuv?, mssssshesesesshssssesamapmmian, »sr286. Accept e-gold or wu?
* IceEyes slaps reptilez around a bit with a large trout

<IceEyes> S ed up
* reptilez slaps IceEyes araund a hit with a larne trant

* Saabi_ [SENCTYTHTT i - ‘e i <
pattsele s L R Y- LIS ‘M good wu drop my share 1S only 28 %

<IceEyes> no more such t

* The"Judge [EETITY 2
can pick up any WU in

<reptilez> some people s

<IceEyes> try smth else

<reptilez> i still got logins though..

<reptilez> valid ones ;/

<IceEyes> huh

<IceEyes> :)

<eLeCtRiC_MaStEr> :D

<eLeCtRiC_HMaStEr> eheh

<eLeCtRiC_MaStEr> are dead

<eLeCtRiC_MaStEr> :D

<eLeCtRiC_MaStEr> they call

* Free Im Uploading Scams On Hacked Hosts For Long Time Guaranted - Payment Egold Pm me About Prices ¢

<reptilez>

<eLeCtRiC_MaStEr> ;p

LR SMEIRLIENCashing out —-PINS- * Hsg me for FAST cashout and bins 1list({582%-58%)?*?* Also cashing E-GOLD{my share 183)

* DTA selling USA/CANADA Fulls. e-Gold{mails fresh) payment e-gold only.

<Frodo> Looking for inseasteitintentdetttdsisatsthtinttetshtmmtiibinttiepaitaiplsanlentas  your free to pm if at all you of any of this(PLS NOT
SELLERS) RIPPERS KEEP OFF..%?/ ;)

* bestfriendsxx has auit TR fPina timenut)

* yersace selling eu 3 3 " -

celeCtRit_nasters [ IR ENNAIE i"m good wu drop my share is only 15 2

* allacat has joined #ccpower

d15count if you buy in Bulk......... have 1888/72888[Dead

{eLeCtRiC MaStEr> he is drop from usa don't trust american ppl :D

he always rip like G. Bush




You too can start your own

¥ View First Unreaa Thread Tools ¥ Search this Thread ¥ Rate Thread ¥ Display Modes ¥

& Yesterday, 10:19 &M #1 ‘l

Join Date:
Posts:

iz offline

‘l Load your software to thousand comput $23 per 1 7000 InfeCtlonS
Load your trojan,DDoS-bot, Spam-bot, ete,
Fresh, clean and cheap installs.

1) MIX. Top countries - US, TR, x-USSR, Minimurm order - 1000 loads,
till 5k - 23¢ per 1k
5«10k - 21% per 1k
10k+ - 204 per 1k

2) Clean countries, Minirnurn order - 500 loads,

U._:.A R P YL Y Sl |

DE - fr WV
UK - fr
Core1 - 900mb storage, 20gb bandwith.

Core2 - 15(.‘38 _storage, 150gb b_an'dwith BU”etpl’OOf hOSt|ng, Unllmlted
Core3 - Unlimited storage, Unlimited ban StO rage $1 5/m0nth

Price:

Core1 10S - every 2 months
Core2 25S - every 2 months
Core3 30S - every 2 months

Allow everything
Can run botnets, scamsites, warez, illegal, carding, VPN server,proxy sites,etc @

Contact me to buy




Session ID:;
Session Classification:




The Importance of Information psicoyrerence
Sharing

Bank

|||

' 201.242.122.167

RSA RSAERR2XS2012



RSACONFERENCE
HINAZ2012

The Risk énglne
Approach

Authenticate Continue

Activity details @ T . o @
4 G o || 2 >
2. iBI:9|: @
G Feedback
N Step-up Authentication

Feedback
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Risk-Based Analytics s
and Authentication CHINA2012

2 F(bucket)
B ts

F(bucket)* 2 +m
Z G(bucket)
Buckets

G(bucket) + m

Score = E max(abs(1000*log,,

)

RSA
Network parameters

efravdNetwork Mule accounts
Device ID P geo location

Behavioral Anomaly=Velocity checks

Back Coloring GPOUIld Speed ijan CI‘(;dentials
Fraud intelligence Payee reputation
HTMIS data Mobile GPS Location
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Results from a major UK bank

RSACONFERENCE
CHINAZ2012

51,500,000 Online transactions /

month

92%
detect ion

RSA




Fighting Back
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Global Fraud as % Total Transaction -
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Total Fraud Share of Chinese Citi&s°NERENE

B Shangh
B Beijing

B Guangzh
¥ Tianjin

[ Shenzhen
B Chengd
¥ Nanjing
HJina

B Hangzh
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Chinese Cities with the Highest rsxconrcrence
Fraud Rates

RSA RSAfE B %2 X£2012
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12%

10%
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How would a Online Fraudster make:

a living in China?

CHINA2012

Video Games Money General Retail
2% Transfer 1% Transportation

Cosmetics
3%

Clothing & Accessories
3%

Payment Service
3%

Computers
4%

Mobile
Communications
5%

Airlines
57%

Internet Communicatio
8%

M Airlines

M Internet Communications
M Travel

B Mobile Communications
m Computers

M Payment Service

m Clothing & Accessories

M Cosmetics

W Misc

meCommerce solutions
mVideo Games

W Money Transfer

= GeneralRetall

 Specialty Shopping & Auction

RSA
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China - Online Shopping by Category

Money Transfer
Computers 2%
Creditcard & Loans 29

2%

Sporting & Gaming

1%

Transportation
2%

Payment Service
2%

Cosmetics
2%

Clothing & Accessories
3%

USA Visa

39 Airlines

45%

Mobile Communications
5%

Travel
6%

RSA

M Airlines

M Internet Communications
M Travel

M Mobile Communications
M USA Visa

m Clothing & Accessories
m Cosmetics

M Creditcard & Loans

M Payment Service

M Transportation

M Computers

M Money Transfer

M Misc

M eCommerce solutions

m Ticketing

m General Retail

W Sporting & Gaming
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