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BlackBerry OS

i A3\ Linux

Access Linux ‘&

Android

bada

Boot to Gecko

Openmoko Linux

OPhone

MeeGo (Hi Maemo 4- Moblin &
mmik)

Mobilinux

MotoMagx

Qt Extended

LiMo ‘&

webOS

PEN/GEOS, GEOS-SC, GEOS-SE
i0S (Mac OS X A1)

Palm OS

Symbian *F-& (Symbian OS )G 4k#%)
Windows Mobile (#% Windows Phone
Q)
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Allied Telesis fIf %1 AlliedWare
Ubiquiti Networks fiff & 1% AirOS
Cisco Systems fll x4 CatOS
Cisco Systems #ilf %Y Cisco 10S
NewMedia-NET filf % ) DD-WRT
Inferno (i) H D28 5256 S04 1Y 55
R %)

Cisco Systems il x4 I0S-XR
Foundry Networks fiff & IronWare
Juniper Networks filf % % JunOS
RuggedCom #f 2 i) RuggedCom
(015

Mikrotik fff % i} RouterOS

Juniper Networks filf % %] ScreenOS
Alcatel-Lucent filf % Timos
RoweBots W% ] Unison #5240
Force10 Networks filf & 1) FTOS
Force10 Networks W41} RTOS
Wind River Systems W& i)
VxWorks

Wind River Systems W& R A
Linux

Green Hills %4

}};\
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Contiki

eCos

FreeBSD

uClinux

MINIX

NCOS

freeRTOS., openRTOS fll safeRTOS
polyBSD (i A3\ NetBSD)
REX OS (fMNE#AERSE)
ROM-DOS

TinyOS

pTasker

ThreadX

DSPnano RTOS

Windows Embedded

Windows CE

Windows Embedded Standard
Windows Embedded Enterprise
Windows Embedded POSReady
Wombat #2450 (PINEEAERS0)
brickOS

leJOS
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Atmel ARM

Atmel AVR32
BlackFin
CEVA-TeakLite-lll
ColdFire/68K

Energy Micro EFM32
Freescale ARM
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Hitachi H8/300H
Infineon XMC-4000
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M-CORE

MicroBlaze
Microchip P1C24/dsPIC
Microchip PIC32
MIPS
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2010 48 H
UDP Jiil 117185 - izfr{EMSR M 2.5 12 & it 4 LY iV T

A5 P A
«  Redline RedCONNEX AN8O il
«  HE% StorageWorks MSA2012i ,“‘ i

o %.Z e-Studio MIZ¥THINL TG
. IBM TotalStorage SAN ZZ 4L iEg
+ fEfiE ImageRunner FTEIHL/ 5 FIHL —
«  Cisco MGX MRS antif i % 40
«  Sonicwall iV HHF&F

*  Xerox Phaser 5400

*  Cisco MGX BR 10S 12.X 144

e Cisco ZL IP HEIE
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Shodan

41.45.169.172 114.129.177.17
TE Datar R ADSL Router, VxWorks SNMPv1/v2c Agent, Conexant System, Inc. SkyMesh Satellite NEtWWk vxWorks-6.6 Targeat
- ]
62.224.133.144
Deutsche Te'gk““ AG ADSL Router, VxWorks SNMPv1/v2e Agent, Conexant System, Inc.
! Neuenstein
208.104.181.58 SA10818.50
- ) ) ' ) ovad Communications HTTP/1.1 200 OK
Cornponurp Com»mL‘JrAucatlons HTTP/1.1200 OK B Chicago CACHE-CONTROL: max-age = 126
e . CACHE-CONTROL: max-age = 126 EXT:
== Fort Mill h-64-105-18- LOCATION: http://64.105.18.30:2869/1GatewayWFADeviceDescDoe
EXT: 30.chegilgm.static.covad.net SERVER: VxWorks/5.4.2 UPaP/1.0 {Gateway/1.1
208-104-181-58 fitp.sta.comporium.net LOCATION: http://208.104.181.58:2869/IGatewayDevicsDescDoc T senpoctéevics

USN: vuid:33814000-1dd2-11b2-9fff-c672816b4bfb:-upnp:rootdevice
SERVER: VxWorks/3.4.2 UPnP/1.0 1Gateway/1.1
ST: vpap:rootdevice 218.48.175.18
USN: vuid:13814000-4££1-11£2-9b23-c672816b4bfb::upnp:rootdevice Hanaro Telecom Co. VxWorks SNMPv1/vZe Agent

K

31.222.236.214
The Blue Zone East/ Jordan VxWorks SNMPv1/v2c Agent
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1.3. The ROS® Web Server Interface

1.3.1. Using a Web Browser to Access the Web Interface

A web browser uses a secure communications method called SSL (Secure Socket Layer) to
encrypt traffic exchanged with its clients. The web server guarantees that communications
with the client are kept private. If the client requests access via an insecure HTTP port, it will
be rerouted to the secure port. Access to the web server via SSL will be granted to a client
that provides a valid user name / password pair.

0 It can happen that upon connecting to the ROS® web server, a web browser may
report that it cannot verify the authenticity of the server’s certificate against any of its
known certificate authorities. This is expected, and it is safe to instruct the browser to
accept the certificate. Once the browser accepts the certificate, all communications

with the web server will be secure.
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B ros_3.11.0 -0l x|
‘ oiov | .~ Documents ~ RuggedCom ~ firmware + ROS ~ ROS_3.11.0 v & | Search ROS_3.11.0 \Ql
Organize ¥ Sharewith ¥ Burn  New folder = v [ @

-~ .
17 Favorites = Documents library
Arrange by: Folder ¥
Pl Desktop ROS_3.11.0
& Downloads . .
- Name ~ | Date modified Type Size | |
J=l Recent Places
4# Dropbox |_|ROS-CF52_Main_RMC30_v3-11-0.zb  8/2/20124:22PM  ZBFile 665 KB
& Google Drive TLIROS-CF52_Main_v3-11-0 8/2/20124:22PM  Adobe Acrobat Do... 65KB
‘ || ROS-CF52_Main_v3-11-0.zb 8/2/20124:22PM  ZBFile 1,116 KB
[l Libraries . .
— |_|ROS-CF52_MainNC_RMC30_v3-11-0.zb 8/2/20124:22PM  ZBFile 628 KB
‘
2 Musc FLIROS-CF52_MainNC_v3-11-0 8/2/20124:22PM  Adobe Acrobat Do... 42KB
&) Pictures |_| ROS-CF52_MainNC_v3-11-0.2b 8/2/20124:22PM  ZBFile 1,079 KB
B Videos |%)] Thumbs 8/2/2012 4:22 PM Data Base File 46 KB

i% Homegroup

= 1% Computer
%- Windows7_0S (C:) j

’ 7 items
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[jc@grids ROS_3.
Scanning file

£ jc@grids:~/ROS_3.11.0 :

20

RO

ROS

20

RO

RO

RO

20
Thumbs.
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D - [C:\Users\jc\Documents\RuggedCom\firmware\ROS\ROS_3.11.0\;
:_é‘] File Edit Search View Analysis Extras Window ?
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=1oix]
=18

a0 ‘@j“: 16 v‘ANSI v‘hex B
&) ROS-CF52_Main_v3-11-0.26.0 | 58] cert.der | &) keys.der |

02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00 00 00

Offset (h
0000CERO
0000CEBO
0000CECO
0000CEDO
0000CEEOQ
0000CEFO
0000CF00
0000CF10
0000CF20
0000CF30
0000CF40
0000CF50
0000CF6&0
0000CF70
0000CF&80
0000CF90
0000CFAO
0000CFBO
0000CFCO
0000CFDO
0000CFEO
0000CFFO
0000D000
0000D010
0000D020
0000D030
0000D040
0000DOS0
0000D06&0
0000DO70
0000DO80
0000D0S0
0000DOAO
0000DOBO
0000DOCO
0000DODO
0000DOEO
0000DOFO
0000D100
0000D110
0000D120
0000D130 00

0000N140 &9 R1 FF FF FF FF
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o
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w

v e I a NaOBENE OO
= o 5] anbEs PG

68 74 6D 00 00 3C 25 20

uggedcom. comO. . .|
0508180001262
[50818000126Z0|1 .|
Canadal

N

T 0 O
Q H P o

[offset: cEAE |Block: CEAE-D128 |Length: 278
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cert.der -text

: : rea:0c:ef:
e Aqur \ AEncryption
C=Canada, ST=Ontario, Concord, O=Ruggedcom Inc
ggedcom. co
validity
Not Before: Aug 18 5
Not After : Aug 18 0 25
Subject: C=Canada, ST=Ontario, oncord, O=Ruggedcom
. com
*xhject Public Key Info:
Public Algorithm: rsaeEncryption
Public-K C bit)
Modulu

EaLovert
ature Algorithm: m

BEGIN QERTIFI( ATE
MIICejCCAeOgAWIBAQIUSQTALW
v XDZ ANBgNVBAYTEBKNhbm

Jh JL Rc
JLFWCAFJN

iudCIUFfrqlt/
'qu ’Ponk

SFH3Z ZT3LmESZdIC71 ¢
¢<sTOHRLPLT /UFRNg1(
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AR ILSEIE
il OpenSSL
I ESELE

X2 7757
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HxD - [C:\Users\jc\Documents\RuggedCom\firmware\ROS\ROS_3.1 =101 x|

‘3] File Edit Search View Analysis Extras Window ? ;]ilill

[ |@d||cds =] as * | hex .

) ROS-CF52_Main_v3-110.20.0 | 4] cert.der | 2] keys.der |
Offset (h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF [~
00095180 69 63 61 74 69 6F 6E 2F 78 2D 73 68 6F 63 6B 77 ication/x-shockw
000951C0 61 76 65 2D 66 6C 61 73 68 00 2E 73 77 66 00 00 ave-flash..swf..
000951D0 2B 00 20 00 2D 00 30 00 30 78 00 00 30 58 00 00 +. .-.0.0x..0X..
000951E0 28 6E 29 00 (null) .
000951F0 OkS{Ic=7;VHg™.H
00095200 #O.Rn...¥.&3pfl
00095210 LLHU[YLINE 7.
00095220 n2r-}12e7Re<?. ..
00095230 79 B.EAE.~'.DkyK.ay
00095240 23 5.02T.5.%18%|/.)
00095250 69 AD#b.R;b1cPiV. rH
00095260 4D . (G, qufB+3YM2d"Y
00095270 77 b». . .€@] .q wi®3"
00095280 34 P xTE&™. vi«d.7. .
00095290 26 84 - E%VA.0".&5cB!
00095220 B2 21 B ®emy .&.1%1$°¢
00095280 B2 EB D7 ¥ 5b+d apQa6ExXEt
000952C0 84 7 27 .,uS..2t)"eq" [BU
000952D0 25 58 L@l i, . (1x.X0u¥
000952E0 68 AE Dh.A;G[$a¥M.02=.
000952F0 B7 01 o
00095300 53 53 4C 34 20 55 6E 61 62 6C 65 20 74 6F 20 6F SSL: Unable to o
00095310 70 65 6E 20 53 53 4C 20 73 6F 63 6B 65 74 20 6F pen SSL socket o v|

[offset: 951F8 [Block: 951F8-952FC Length: 115 Overwrite
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4.15 How are Keyblobs formatted?

NanoSSL uses callback functions during authentication to verify public keys,
string representations of Mocana version 1 keyblobs, formatted as follows:

» For RSA keys, the data following the header is:

4 bytes length of e string
n bytes length of e byte string
4 bytes length of n string
n bytes length of n byte string
4 bytes length of p string
n bytes length of p byte string
4 bytes length of q string
n bytes length of q byte string

RSAGRR£X22012
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R RSAE P, Q. N, E, iR HAb

{# :d. dP. dQ. glnv

http://mobilefish.com/services/rsa key generation/

rsa key generation.php

G PEM Zmfdity RSA fA4H

éﬁiﬁ%ﬁ http://lipingshare.com/Asn1Editor
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L ll

HIR 4 | AR ETRSEL
e, XL 5E RuggedCom FA%A

MIICWAIBAAKBQEBABNFfd2mu9v7Sk9dUyuGzgxklqzQfNweflQmjvp/EHm+Y/50m
iudCIUFfrglt/yAS5Q0SGsiEks6kjsmKXxNGBhcFHiNuvXWOgGDITS5ihgH+HQpImVn
J1tC2ZY15gb/hoIVKHx4DViVtdlEaAXCoftbh+S1TRquMvcPdbdyCVMFAGMBAAEC
gYAtO0kxg8EcyLQWwsRfhiBM70y4y01dlLvfdEWX0oS/PNCDFm37Sy65geEx1bzkOp
iY7FBc6XjlFHeTgSosA/tMgFUHP+ysoBcHDGoovN/eFgT008PBglmGxXYxYgd2am
CUpLJ50VyDbzOPd3 ] 7xYwpC5SMBE8WDsWOWcmS5DTOXnnyDQJAgHgIHdAxrU3vNY 603
01ZIZ5kUUiPTEVJUNWAGGPS8R61iW1ZsIcBkgTW5gZSX6yIAE3HMCsbjJyiH0xMpw3
UpU8PwJAgGEHGFn4ngURreUsV+1niHPs/VA/2Cr0x3yN8Lxx94USHYgFSv2IxY95p
VhNyUA80RyxnNdWZChzNZTapkiFlvuwJAYDkIIwyYesQs12yDx/bdbnMS7F8W1U+X
UFpW2BOy+FzcHSZglTfg/+bRceHgitw+K4ufOz6f2K1kcxLecwQcO0QwIAeGFDO4jE
+4eEeGwdTcmneRw4d 7GWuwzZWiYZWk 0 XMkk3MGvu4 PBKLASKdAQpwHJoWs YmvUKhh5d
AxknEMaFZZTMUQJAE7t50IJXL/FSf01kQKMpOoooHhwyT/oVWTtIji0tcfd8DfD9
N2t//6LChzOdCEtdszLXjeaODIMCZiuuEsccOw==
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7! ruggedcom wireshark.pcap [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-1.6)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

No. Time ISource |Desﬁnation |Prohoco| |Length |Info

THT LU YUIIT T TUT U I TO7 T U I Y TCovT B e e e e e

245 20.903665 10.0.1.9 10.0.1.187 TLSV1 113 change Cipher Spec, Finished

246 20.903976 10.0.1.9 10.0.1.187 TLSVL 736 Ignored Unknown RecordIgnored unki
J 247 20.948803 10.0.1.187 10.0.1.9 TCP 60 https > 47692 [ACK] Seg=111 Ack=9I
4

# Frame 246: 736 bytes on wire (5888 bits), 736 bytes captured (5888 bits)
# Ethernet II, Src: IntelCor_79:57:70 (24:77:03:79:57:70), Dst: Ruggedco_06:22:1c (00:0a:dc:06:22:1c)
# Internet Protocol Version 4, Src: 10.0.1.9 (10.0.1.9), Dst: 10.0.1.187 (10.0.1.187)
# Transmission Control Protocol, Src Port: 47692 (47692), Dst Port: https (443), Seq: 227, Ack: 111, L¢
= secure sockets Layer
[ TLSvl Record Layer: Application Data Protocol: ssl
Ccontent Type: Application Data (23)
version: TLS 1.0 (0x0301)
Length: 32
Encrypted Application Data: 913a81c1983fa31f79721ff82bb93f5cf026ab768d00fa3e. .
[ TLSvl Record Layer: Application Data Protocol: ssl
Content Type: Application Data (23)
version: TLS 1.0 (0x0301)
Length: 640

0190
0120
01b0
01cO
01d0
01e0 7 7 7 7

01f0 7 - S,en;g= =0
0200 7 72 7 R pt- chars
0210 7

0220
0230
0240
0250

Frame (736 bytes) I Decrypted SSL data (1bytes) Decrypted SSL data (504 bytes)
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Man-in-the-Phone (MiTP)

1) CLEHL iPhone 1 root tXFR (/dev/dici.spi-baseband fA{ERE T
Tl AR A R 7 (1))

2) Motorola C118 BRH:Ath Calypso By KL M-l GGt
%)ksagocomBB layer1.bin #47 THEE, Hyp X SIM -RCBRT

3) ZEHE4ERE © Motorola <-> UART %41l <-> Linux PC <-> SSH %
i <-> iPhone <-> /dev/dIci.spi-basband <-> SIM &

4) Motorola 147 GSM (BB 3015 R %5) ﬁf%m%ﬁ{hﬂﬁﬁi
DI I 3% iPhone IMSI (R shH - - I#S)

5) L4l RAND challenge & i%f5 5, JF(E IMSI Bls 22 %
IREHY K|

6) Motorola 3K iPhone #4147 RAND 444
7) Motorola %% Ke, SRES (&40 2%) Wiy L
8) JLufi%f Motorola 47 &P iGiE, 4iEH: 24 iPhone
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