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Embedded Hacking 





Star Wars (1977) 



2001: A Space Odyssey (1968) 



We be talkin… 

Focus 2011 RSA 2012 Keynote RSA Hacking Exposed 



World of Embedded 

§  ~10 Billion devices WW 
§  Little to NO security by design 
§  Radio, GPS, Wifi, Blutetooth 

and hardwire connectivity 
§  No protective solutions 



Embedded/RTOSes 

BlackBerry OS 
Embedded Linux 
Access Linux Platform 
Android 
bada 
Boot to Gecko 
Openmoko Linux 
OPhone 
MeeGo (from merger of Maemo & 
Moblin) 
Mobilinux 
MotoMagx 
Qt Extended 
LiMo Platform 
webOS 
PEN/GEOS, GEOS-SC, GEOS-SE 
iOS (a subset of Mac OS X) 
Palm OS 
Symbian platform (successor to 
Symbian OS) 
Windows Mobile (superseded by 
Windows Phone) 

AlliedWare by Allied Telesis 
AirOS by Ubiquiti Networks 
CatOS by Cisco Systems 
Cisco IOS by Cisco Systems 
DD-WRT by NewMedia-NET 
Inferno (distributed OS originally from 
Bell Labs) 
IOS-XR by Cisco Systems 
IronWare by Foundry Networks 
JunOS by Juniper Networks 
RuggedCom OS by RuggedCom 
RouterOS by Mikrotik 
ScreenOS by Juniper Networks 
Timos by Alcatel-Lucent 
Unison Operating System by 
RoweBots 
FTOS by Force10 Networks 
RTOS by Force10 Networks 
VxWorks by Wind River Systems 
Embedded Linux by Wind River 
Systems 
Green Hills Software 

 
Contiki 
eCos 
FreeBSD 
uClinux 
MINIX 
NCOS 
freeRTOS, openRTOS and safeRTOS 
polyBSD (embedded NetBSD) 
REX OS (microkernel OS) 
ROM-DOS 
TinyOS 
µTasker 
ThreadX 
DSPnano RTOS 
Windows Embedded 
Windows CE 
Windows Embedded Standard 
Windows Embedded Enterprise 
Windows Embedded POSReady 
Wombat OS (microkernel OS)) 
brickOS 
leJOS 



ThreadX by ExpressLogic 

ARM 
Atmel ARM 
Atmel AVR32 
BlackFin 
CEVA-TeakLite-III 
ColdFire/68K 
Energy Micro EFM32 
Freescale ARM 
Fujitsu FM3 
G-Series 
Hitachi H8/300H 
Infineon XMC-4000 
Leon3 
M-CORE 
MicroBlaze 
Microchip PIC24/dsPIC 
Microchip PIC32 
MIPS 
Nios II 
NXP 

Power	
  Architecture	
  
Renesas	
  RX	
  
Renesas	
  SH	
  
Renesas	
  V8xx	
  
SHARC	
  
ST	
  Microelectronics	
  STM32	
  
StarCore	
  
StrongARM	
  
Synopsys	
  ARC	
  
TI	
  ARM	
  
TI	
  MSP430	
  
TMS320C54x	
  
TMS320C6x	
  
Univers	
  A2P	
  
Win32	
  
x86/x386	
  
Xilinx	
  ARM	
  
Xscale	
  
Xtensa/Diamond	
  



VxWorks and Embedded Linux 
By Wind River Systems 

§  ~2B devices today 



Infrastructure 

August, 2010  
UDP Port 17185 - Debug port running on some 250M devices worldwide 

Enterprise	
  Customer	
  Survey	
  
•  Redline	
  RedCONNEX	
  AN80	
  	
  
•  HP	
  StorageWorks	
  MSA2012i	
  
•  Toshiba	
  e-­‐Studio	
  Network	
  Printer	
  
•  IBM	
  TotalStorage	
  SAN	
  Switch	
  	
  
•  Canon	
  ImageRunner	
  Printer/Copier	
  
•  Cisco	
  MGX	
  Chassis	
  OS	
  
•  Sonicwall	
  Appliances	
  
•  Xerox	
  Phaser	
  5400	
  
•  Cisco	
  MGX	
  or	
  IOS	
  12.X	
  devices	
  
•  Cisco	
  Wireless	
  IP	
  phones	
  

	
  



Shodan 



Columbia University Finding 

§  3.9M discovered 
§  540K vulnerable default “root” passwords (13% of 

discovered) 



New One: The Web Server Uses SSL! 



Step 1: Acquire Firmware 



Step 2: Unpack 



Step 3: Locate Crypto Goldmine 

1.  Find Public Cert 
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Step 3: Locate Crypto Goldmine 

1.  Find Public Cert 
2.  Validate Cert 

With OpenSSL 
3.  Find Private Key 
4.  Ask Vendor How 

To Decode 



Step 4: Turn Numbers Into Certs 

1.  Using RSA values P, Q, N, E from firmware, 
calculate other values: d, dP, dQ, qInv 
http://mobilefish.com/services/rsa_key_generation/
rsa_key_generation.php 

2.  Create PEM-encoded RSA private key: 
Use an ASN.1 editor 
http://lipingshare.com/Asn1Editor 



Step 4: Turn Numbers Into Certs 

Yes, this really is the RuggedCom private key 
 
-----BEGIN RSA PRIVATE KEY----- 
MIICWAIBAAKBgEBdBnFfd2mu9V7Sk9dUyuGZgXklqzQfNwcflQmjvp/EHm+Y/50m 
iudCIUFfrqlt/yAS5QSGsiEks6kjsmKxNGBhcFHiNuvXWOqGDIT5ihgH+HQpImVn 
J1tC2ZYl5qb/hoIVKHx4DVjVtd1EaAXCoftbh+SlTRquMvcPdbdyCVMFAgMBAAEC 
gYAt0kxg8EcyLQWwsRfhiBM70y4y0ld1LvfdEWXoS/PNCDFm37Sy65qeEx1bzkOp 
iY7FBc6Xj1FHeTqSosA/tMqFUHP+ysoBcHDGoovN/eFqT008PBqlmGxXYxYq42am 
CUpLJ50VyDbzOPd3j7xYwpC5SMB8WDsW0Wcm5DT0XnnyDQJAgHgJHdxrU3vNY6o3 
O1ZIZ5kUUiPTEVJunWAGGp8R6iW1ZsIcBkgTW5gZSX6yIAE3HmCsbjJyiH0xMpw3 
UpU8PwJAgEHGFn4ngURreUsV+1niHPs/VA/2Cr0x3yN8Lxx94USHYgFSv2IxY95p 
VhNyUA8oRyxndWZChzNZTapkiFlvuwJAYDkIIwyYesQs12yDx/bdbnMS7F8W1U+X 
uFpW2BOy+FzcHSZglTfg/+bRceHqitw+K4ufOz6f2KlkcxLcwQc0QwJAeGFD04jE 
+4eEeGwJTcmneRw47GWuwZWiYZWk0XMkk3MGvu4PBKLdSKdQpwHJoWsYmvUKhh5d 
AxknEMaFZZTMUQJAE7t5oIJXL/FSf01kQKMpOoooHhwyT/oVWTtIji0tcfd8DfD9 
N2t//6LChzOdCEtdszLXjeaODIMCZiuuEscc9w== 
-----END RSA PRIVATE KEY----- 
 



Step 5: Does it Decrypt? 



Stuxnet 



Infusion Pumps 

25	
  



Insulin Pumps 
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Insulin Pumps 
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Locating Vulnerabilities 

• 	
  Disassembled	
  insulin	
  pump	
  and	
  removed	
  all	
  chips	
  

• 	
  Reversed	
  engineered	
  all	
  ROMs	
  	
  

• 	
  Documented	
  all	
  core	
  funcXonality	
  	
  

• 	
  Focused	
  on	
  RF	
  packet	
  handling	
  code	
  	
  

• 	
  Found	
  backdoor	
  in	
  authenXcaXon	
  rouXne	
  



Insulin Pump Vulnerability 

• 	
  Backdoor	
  allows	
  communicaXon	
  with	
  any	
  pump	
  	
  

• 	
  No	
  prior	
  knowledge	
  of	
  serial	
  required	
  
	
  
• 	
  Can	
  communicate	
  up	
  to	
  300	
  feet	
  away	
  

• 	
  All	
  models	
  that	
  support	
  wireless	
  are	
  	
  
vulnerable	
  

• 	
  Currently	
  no	
  method	
  of	
  updaXng	
  firmware	
  



Implantable Cardiac Defibrillators 

30	
  

§  In 2008, three Universities came together  
to RE 2003 IMD’s – they were able to: 
§  Extract private data 
§  Reprogram the therapy settings 
§  Keep the device “awake” 

to run out the battery quicker 
§  Disable the “shocking” mechanism to regulate beat 
§  Introduce additional “shock” to produce fibrillation 



Deep Brain Stimulator 



RFID 
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Unmanned Aerial Vehicles 

§  Domestic vs. International 
§  Univ. Texas at Austin 

§  Unencrypted comms 
§  Spoof GPS signals to guide and 

land 
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Transportation 

§  Trains, Metro, Autos 

34	
  



Automobiles 



ATMs 

36	
  



Man-in-the-Phone (MiTP) 

1) iPhone is rooted (baseband modem access exists at /dev/
dlci.spi-baseband.*) 
2) Motorola C118 or other Calypso Digital Base Band Firmware 
is patched using modified OsmocomBB layer1.bin with 
SIMCARD proxy modifications 
3) Connection chain is : Motorola <-> UART Serial <-> Linux PC 
<-> SSH Tunnel <-> iPhone <-> /dev/dlci.spi-basband <-> 
SIMCARD 
4) Motorola performs GSM login and authentication process and 
sends the iPhone IMSI 

5) Cell tower sends over RAND challenge, and looks up secret 
Ki in database for IMSI 
6) Motorola asks iPhone to perform signing of RAND 

7) Motorola sends back Kc, SRES response to tower 
8) Tower authenticates Motorola as iPhone 



GSM Authentication Spoofing 
Drones 

4) Random Number 

5) Random Signed with Ki 
                 (SRES) 

2) Request 
Authentication  

From C&C 

3) C&C Locates a 
phone on correct 
network 

1) Random 

6) SRES 

7) SRES 



Nanobots – MIT’s Smart Sand 



“Digital Pearl Harbor” 



Silliman Science Laboratory Building 
Mt. Hermon, MA 

Sat. Nov. 20, 1965 



LegoLand anyone? 



Thank You 


