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How do we value information? 
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Bits vs Bits 

§  On one hand, we have bits of data 

§  On the other, we have MANY “bits” of money 
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What’s the Conversion Rate? 

§  10 Bits = 10 RMS? 
§  1 Gigabit = £1,000? 
§  1 Byte = 2 bits? 

§  Where is this rate? How do I use it? 
§  Doesn’t exist! 
§  Too many factors affect it to map globally. 
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What about Information Classification? 
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What about Information Classification? 

§  Typical classification 
systems are problematic 
§  Lack definition (what 

constitutes info of this 
kind?) 

§  And automation (teach 
systems to handle) 

§  Don’t address individual 
data value (is a vault 
required?) 
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What about the math? 

§  Info Classification doesn’t truly address the cost/
benefit/risk 
§  Let External Value = payoff * log10(number of actors) 
§  Let Confidence = historical ability to calculate value 

§  Number > 0 and ≤ 1 
§  Low confidence throws protection costs higher 

§  $ spent on protection ∝   External Value  
               Confidence 

§  Internal values must be considered! 
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We need a new model 

§  Minimum model requirements: 
§  Group information by value 

§  To ME 
§  To Competitor/Military 
§  Only if LOST 

§  Address information value over time 
§  Information changes in value over time 
§  Usually depreciating, some more rapidly than others 

§  Reflect # of actors and motivation 
§  Reflect change in motivation based on payoff 

§  Market forces can dramatically alter this 
§  Large data stores are more attractive than small ones 
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The model needs to be simple 

§  No industry jargon 
§  No dictionary required 
§  Not dozens of pages 
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Yet flexible 

§  Must be able to adjust with value changes 
§  Must rely on accurate inputs 

§  Numbers of actors 
§  Projected payoffs with data theft 
§  Strength of perimeter defenses 
§  Number of business processes using the data 
§  Amount of data sprawl 
§  Account for amount of data as a change in payoff 

§  Must be able to affect security posture 
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A Visual Depiction of the Model 
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The Model 
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The Model (part 2) 
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The Relevance of Data Mass 
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Combating Risk from Data Growth 

§  Reduce data stores 
§  Truncation 
§  De-value options (tokens) 
§  DESTROY 

§  Reduce the effective size 
§  1M records / 10 keys = 100K recs! 
§  Multiple algorithms 
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How to apply the model 

§  Look at the kinds of data your business controls 
§  Try to define what it is, then relate it to the model 
§  Be sure to find information NOT IN USE 
§  Understand flow and sprawl of data 

§  Add values where you can 
§  Valuing information is personal 
§  Use your own data 
§  Don’t rely on external sources to define data value 

§  Remember CONFIDENCE factor! 
§  Take Action Per the Model! 
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Contact: 

§  Branden R. Williams 
§  Branden.williams@rsa.com 

§  Jason Rader 
§  Jason.rader@rsa.com 
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Thank You 


