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Trust models in cloud computing
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Threats due to
sharing of physical
infrastructure ?

Users must trust third-party provider to

not spy on running VMs [ data

secure infrastructure from external attackers
Your business competitor

) ] Script kiddies
secure infrastructure from internal attackers P

Criminals

Tom Ristenpart : ristenpart-invited-csc2011.pdf
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=> If you want to do anything useful with cloud computing, you have to
trust the provider.

Customer Cloud
A |

RSAERR2XS2012




RSACONFERENCE

i%ﬁrﬁylf CHINA2012

P Rl O 2R E ¢ I

A, 2IHERS RN R B
N s I B

iy S B [ 50

RSAGRR£X22012




P R R R — EATN A 2015
e 2 DLEWE 2

SaaS A B

Core Connectivity & Delivery

Core Connectivity & Delivery Core Connectivity & Delivery

Abstraction g e e Abstraction Abstraction
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Hardware

A

Platform as a Service (PaaS)
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Infrastructure as a Service (1aaS)
Infrastructure as a Service (laaS)

Facilities

Facilities

Facilities
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http://www.cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf
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Seamless Provisioning & Management

One-Click Secure Deployment of vApp

AES 256 Encryption

SLA Monitoring & Diagnostics

Acceleration & Optimization
of Applications and Storage

Traffic Management & QoS

Enterprise Data Center

* vwCioud ard vCentey are reg steved ademarks of Wihwvare \

AFORE CloudLink Product Brief.pdf
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Cloud Model

Find the Gaps!

o
APIs
Security Control Model
Applications ' SN SDLC, Binary Analysis, Scanners, .
e — E ( Appllcahons WebApp Firewalls, Transactional Sec. comphance MOdel
= DLP, CMF, Database Activity
( Information ) Monitoring, Encryption :
[ Firewalls
; GRC, IAM, VA/VM, Patch Management, [ Code Review
‘ Management Configuration Management, Monitoring @ WAF )
= F B [ Encryption
E 5 5 [ Unique User IDs
i s [ Anti-Virus
f & & [ Monitoring/IDS/IPS
Core Conneciniy & Del R NIDS/NIPS, Firewalls, DPI, Anti-DDoS, [ Pateh/Vulnerability Management
' i~ 2:% : g ‘ ( Network ) QoS DNSSECreOAuth x5 3 [ Physical Access Control
355 : ! [ Two-Factor Authentication...
HHE
5.8,
: Abstraction ::f :‘5 ' (mu cocnpuung) Hardware & Software RoT & API's :
: o H ' 8.
. — 5.E:! 0
: g f § : Host-based Firewalls, HIDS/HIPS,
. Hardware g 213 (comm&Stomge) Integrity & File/log Management, :
-HR Encryption, Masking
Faciities ( Physical ) Physical Plant Security, CCTV, Guards :
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A Quick Trip Through the (simplified) API
Setling up: Steady state (simplified)
" aws.amazon.com .
create account Registerimage
set password
email confirmation
PEM-encoded I I#
TLS - RSA private key Configure Manage Configure Manage
x.509 cert storage keypairs  |P addresses Instances:
(routahble) run
reboot
terminate
CreateKeyPair q“'i“l’
Use to talk with new VMs )
Deregisterimage
Every operation digitally signed.
Credit: [Sos], aws.amazon.com Every key pair public key stored in the cloud infrastructure.
Infommation Technoiogy Labortory NIST
Computer Security Division et e T

lee_badger_KMW Juneo9g_clouds_keys.p
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