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Early Intercept Calls For Kills At

Extended Range

Early Intercept Strategy
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Benefits of Early Jn_ter.cept\
1. Large Raid Handling
2. Shoot-Look-Shoot

3. Hedge Against Maneuvering
Threats

4. Constrained Countermeasure
Deployments

http://defense-update.com/20101118 aegis_ng_early.html

‘NSFOCUS

RSAERR2XS2012



EAE)E'(IQ&;E;EI’E'L@ RSACONFERENCE

CHINAZ2012

i1 : WHBEARERRAZFEN, WEENMBTEZENE
FREERN. RENAMBN—TTRIRE KT EONE
DFo

Rig2 : ATEERE, WEELDTRIPTEHEEFER (reus)
HIHWE, TR, BF. mARNMFESF,

L1 1 —ARRN, —MBMRBREZEIMES MGG, E—EHEP N HRAIILR A
BB T A EFEE KRIBIRES NANIZE T2 B S,

HE02: ERAEAD, BRGNS, HEDECN
Ri%3 | A TERERAE, Bi~sFEMEMGTEAR, FE0ER
£, EEMMTEEZE ‘" H#HIT, METEFENE
BE” (nteliigence) HEIXZEIBATEHIZIBEE S (Defense Function Point) o

12 3: BEERI "N BE B X BB iR

HEie4: EERABXNERE, HEEL R{EAHEERERA

f;;_;?,;‘ ‘NSFOCUS RSAfERR£X£2012

Pe




From SIEM to BIG DATA & Intelligence
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Security Intelligence Capabilities

Security Information and Event Management

Log Management

Manual Log Review

Data Source: RSA2012, Tech-303, by Zions
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Global &
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Google Hacking, OSINT and ... CHINA2012

SearchDiggity

SearchDiggity 2.5 is the primary attack tool of the Google Hacking Diggity Project. It is Stach & Liu's
MS Windows GUI application that serves as a front-end to the most recent versions of GeogleDigagity,
BingDigaity, Bing LinkFromDemainDiggity, Google CodeSearchDiggity, DLPDiggity, FlashDiggity, and
MalwareDigagity. It includes:

GoogleDiggity

BingDiggity

FlashDiggity

Description

Vulnerability | @ sensitive Information Disclosure via Google

vOoy

Description This scan is based on search result on google and may generate false positive.
Google is a very popular search engine. By editing search conditions, you can get some documents and sensitive
information from a website through Google, including documents of doc, ppt, xIs, vsd, prj, ini formats.

Solution Enumerated documents in the search result include non-public information. You are suggested to restrict access
privilege to these documents.

Risk Value 3

Dangerous No
Plugin(s) NSFOCUS WSM

http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/
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Maltego Community Edition v2.0
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