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Bootkit 1 APT

DE MYSTERIIS DOM JOBSIVS:
MAC EFI ROOTKITS

SNARE

Stoned allows to load unsigned drivers, which is useful for hardware engineers and testers. You can also use it to crd @ SYSCAN SINGAPORE
own boot application, for example diagnostic tools or other solutions like backup, system restoration, etc. APRIL 2012

Stoned Bootkit

Stoned Bootkit

Stoned Bootkit is a research and scientific bootkit. It is loaded before Windows starts and is memory resident. Thus
executed beside the Windows kernel and has full access to the entire system. It gives the user back the control to thg
which was taken off by Windows Vista with the signed driver policy.

The new thing about Stoned is that there is now a bootkit attacking all Windows versions from XP up to 7 and |
TrueCrypt's fu
from Black H:
systems. I wi
researchers a|

= Advanced Persistent Attacks:

Personal credi

=== BIOS Rootkit -“Mebromi”

Hamza Sirag, Nihant Bondugula, Rishabh Gupta
Graduate School of Computer Science, George Mason University, Fairfax, VA

1. Abstract vulnerabilities associated with Mebromi. the tools
As cyberspace has evolved malware has also that take advantage of those technological
evolved. According to the United States vulnerabilities. mitigation of the technological
Computer Emergency Readiness Team. malware vulnerabilities. future of advanced persistent
1s defined as malicious software that consists of attacks. future of BIOS targeting. and provide a
programming (code. scripts, active content. and conclusion summarizing our research.
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‘ -At the center of itall-
The HyEthalam us:
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£45 BIOS I 7]/
8% BIOS > UEFI (&l R lalEEEE1)
Ak iy
1981 — IBM & Afi § “IBM PC”
1982 — BIOS L1 vE
1997 — M IPF QALY EFL (W4 B2 1)
1998 — Tiano /| 4“BIOS in C?
2003 - Intel #EHY ¥ 55— 12E T Tiano W EFI -
2005 — UEFI IEIZH0 (Z%—)
2006 — UEFI EDK-Il & i  (UEFI 2.0 ALEZ400)
2006 - UEFI EDK 8.6.1 % 1ii
2010 — £ % i BT UEFI 2.3 FIEIY UDK-2010 & Al

lenovo

(intel

&insyde - (D)

UEFI IA Platforms Shipment Projection
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50
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] CPU/ B/ E-E#IIRAL

WEFE UEFI 5220 22 3FA3IR UEFL S
B IR (PCI/ISA/USB/3)

A2k ACPI/SMIBIOS 42

W UEFI J5 345 Bllda

[ UEFI I

. FUFH S UEFI SR SRR DA B UEFL ) 2l E
[ UEFI o3& Bllas ] MNEBETUA UEF| 5 e FHERE R So s

U MAARAE R AWLIF T UEF 5 555 GetiemoryViap (
[ BB SRR ] MR RIS E TS BT, cor. xe6 Pk
JIDT
W H UEFI ExitBootServices () HPFEERIBEE 25 7E R 42

WAL UEFL 27 (e hE, AR R0 %)
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Redated Stories s

demonsirabon of an atack agar

InfoWorld ===

TECHNOLOGES |BLOGS  AUDIOVIDEO |EVENTS AAWARDS |HNEWSLETTERS|F for Several Boards

Researcher to demonstrate attack code for Intel chips
Kaspersky says CPU bugs are a growing threat, with malware being written that targets
these vuinerabilties

Developers on steroids

Intel Releases Security BIOS Firmware Updates

The updates fix a bug in the Q35 chipset that can allow rootkits to run
under SMM

PCWorld “mi DE MYSTERIIS DOM JOBSIVS:
..a_m., — n“.m WowTo Blogs Videos Downloads | M Ac EFI ROOTKITS

Juniper Networks ./ Pupowbuit

$5G 20 applance IN CONCLUSIONo .

BB WARER “BWWRE” BlE f&Em#CIH I HAD FUN.
Seomeshy EREM: 0110501 DEZOTES Ew ically we're all screwed

EBuAsiness Center

ClEo L HERE RS U R RS S S aos 2l h at should you do?
Iy R AR, B, I B TSA e - . our borts shut
» Busmess Center » Sscuty » 0313 Pri SRR PHINEERE, REEAFTOELRSE. HIGeR, #E % << AR

- 7 B ) BEHE: AHRS AERBMWERES se an EFl password to prevent basic local attacks
Researchers Detail Inte Stop using computers, go back to the abacus
Black Hat SEFHBMWRSS R LA SESF AN SEBMWESH RS

hat should Apple do?

Jaicarrar Viayss, Cor

HIISEERBRBIOS |

BIOS (HHFASHIES ) mplement UEFI Secure Boot (actually use the TPM)

BMWi585 { I FURBIOSBRFEMBR se the write-enable pin on the firmware data flash properly
ence in Washin — MBR (EE@E3ISK ) NB:They may do this on newer machines, just not my test one
~ 2 Intel Corp's mew T I FIRMBREBMWindowsREERHE (3211) Audit the damn EFl code (see Heasman/ITL)

Winlogon.exe(XP/2003) Bacrifice more virgins

The two-stage
probect data on
it of securi

WindowsRF32{4

[Rbdeckidabdcizd L
Wininit.exe(Win7/Vista)
Wbkt i Ak

De Mysteriis Dom Jobsivs - SyScan April, 2012
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Mebromi (BMW)
e 2007 4E, WIEM % Icelord fF xfocus Y &4 ¥ (w4,

BIOS Rootkit:Welcome home,my Lord!
BI3eAiE): 2007-05-11

NERMN: FEL

WERS: icelord (icelord_at_sohu. com)

[BIOS RootKit:Welcome Home, My Lord!...?]

[Author ]: Icelord

[Contact]: icelord@sohu. com
[Data ]: @2007/04/26->. ..

FIAEE— 1 EFEI0S rootki tHIEEIRITIHIE
EfaiEs| . BFSFiNES

Ho BHNLEY =10]fEblog. csdn. netficelord F3F|

http://blog. csdn net/icelord/archive/2007/05. aspx
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BERVLIR 258 Z Intel T Z B T B R Bk
[TechTargetd [HEf)] T{E#HHITHEHA (Trusted Execution Technology, TXT) WHEBRELNI LT FE, BEMT), EREZLH R ARIoanna
Rutkowska#fi[E]ZRafal WojtczukFIAix4~ % £bug, FitIntel A EHMMTHA. XAMNiZ5EXZLERNEE. BIRLEFRTXTHT RN HIntel £
.E%;["ﬁl [ H. REBNBHERE LPTEIMMBPEZLER. [TREFRTEEK, BAELEERAFAEFREARLGHH S HNBHRE.
zﬂ/» ° LHEBFEREABAMVmMware SR B F AIntel d9vProB AITXTIE A ERB T ESEF . Intel EEHARER, FERIETXTHZL1HE.
) —2 Y > fEAESE, IntelfvProZMHIMET LRHRERGHNEINRITHEZLFE. FTENZLVRERE: EUWEFNBHSBUSMMIE. TEFEE
=] & (Trusted Platform Module, TPM) RFMEFMELURTXTAZ S LERGHME, FINBRERGREEN. TXTE—FEHRKRTIE, ETURKF
[ | .
HENELNTHEN NEREEE, MEXERS ETXTTUHATFEF SRNEESLAEMURERENMERIH REHEREEE. XRARANEE
FEHLTE —— R SMMET LS T IR TXT A RACAE, S TXTEEERE.
TXTRENRHAEALSEE, ERERGNLEG. FRXHIEA TG ZEE. RHERNREZERFARNEIHER. ZENHIREREETHE
RE2 L, WEETUMEEHRSRHTE, SHTUESREAISSZ AN REREHRELRT. EHRARRRERK, BRMARE, BIERLE.
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RS . RERFBETHED L, MESETL, VENEZEZLTUNETFEEERMEEH.
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® Computrace BIOS HH{AE—28 1 THII, XPFCiF—RhIER Gk Y BIOS
K rootkit,

B’ S English @ | Request a Sales Call ntact U
55} [Ilﬁj . AbsoluteSoftware

TRACK. MANAGE. SECURE.

’i mﬁo PRODUCTS SOLUTIONS SERVICES RESOURCES SUPPORT PARTNERS COMPANY

v ﬁ : Free Webinar: Support Your Students
- ‘,ﬁ &F)i Work Green, Save Green - Insteadolvourl)‘;':‘l)ces
Use Power Management to Save Money [GEA Featured Speaker:
Computrace BIOS (ond the Envbonenend ‘? 11 rm——

Ml Dell, —

Absolute Software is the leading provider of firmware-embedded endpoint security and

managemenl for computers and mobile devices. Our solutions provide orgamzatlons with Others Track, We Get
comprehe Dlly and control over all of their endpoints, ywn nytime. With Stolen Laptops Back
Absolute Softwart gzalo pm podttyd pelg osts, prove ] .

and respond to comput

Learn More From Our Free Res:
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- %Eid BIOS I, Tereshkin (Invisible Things Lab)
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o ¥l :
- SRR DAL A7 BMP B SOPE ST K ST BIOS,
— 285 BlOS HPHAES, B B
— 52 Intel 541 BIOS I

nnnnnnnnnnn

SSSSSSS
ooooo
PPPPP
SSSSSSS

ITL

INVISIBLE THINGS LAB
J
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1Y BIOS %f%%ﬁﬁ&?%m B%Brossa rd (Toucan System) % IL{E J5 511 Z 1l PBA

= Award BIOS Modular 4.50pg

= Insyde BIOS V190 Bitlocker with TPM chip under Microsoft Vista
Ultimate Edition SPO.

* |ntel Corp
PE94510M.86A.0050.2007.0710.1559 Truecrypt 5.0 for Windows (open source)

= Hewlett-Packard 68DTT Ver. F.OD (11/22/2005) DiskCryptor 0.2.6 for Windows (open source)

= Lenovo 7CETB5SWW v2.05 (10/13/2006) Secu Star DriveCrypt Plus Pack v3.9
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Miller (Accuvant

Labs) FI FHZEACHY FE vt b g 3kl

Apple Laptops Vulnerable To
Hack That Kills Or Corrupts
Batteries

Updated below to clarify Barnaby Jack’s
prior research.

Your laptop’s battery is smarter than it
looks. And if a hacker like security
researcher Charlie Miller gets his digital
hands on it, it could become more evil
than it appears, too.

At the Black Hat security conference in A pile of dead Apple laptop batteries, victims
August, Miller plans to expose and provide  °f Charlie Miller's research.

a fix for a new breed of attack on Apple

laptops that takes advantage of a little-studied weak point in their security: the
chips that control their batteries.
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Apple, Cisco, Dell, HP., Intel. Lenovo, Siemens......
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