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o ZF| 2011 FE, HEE 5.13 ZEBMAH CNIC

REERMBE A

China Intamet Netw

o HEIFEMNAEEMEZEREN 31.6%
o FIE 41% WEBNARHFRE 30 52 E
o HEAFHEEEN_LEMEE SN 19.8 /I

o HIEHE 3.64 ZAEH

Sﬂ
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_{::::*31:::_\_.._%1 n t erne t W or 1 d S t at S

Usage and Population Statistics
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Internet Explorer 6 7R ER{ERRE)

Internet Explorer 6 usage around the world
2012

6.3%

of the world was using Internet

Explorer 6, which was 5.2 percentage
points less than the previous year

Peoples Republic of China 22.4%

Rest of the
World 0.7%

2% India m
1.3% Thailand = &, B Vietnam 2.6%

B Singapore 1.5%

> 25%

B 20-25% \ ————y—
B 019% = Argentina 1.2% : m Australia 1.0% USA 1.3%

o o m South 1.7% ~ Japan 0.3%
1-5% Peoples \ S.Korea 0.1%
- 0.89 New 7e RepUbllC Of India 0 1%

i R China 3.8% :
unknown
Breakdown of worldwide

Source: Net Applications, May 30 2012 data, Internet Explorer 6 usage share by country (all OS) share by country/region
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2 Windows Live* bll lg 2 Wlndows Internet

=4 Hotmail Explorer
Mlcrosoft
Windows EE# s Security Essentials
TE
B \Windows
% NJ Defender
<= Windows&Z £ 1312

Forefront

@?EH’J%HE

KE 100 Z1TERMIXE 6 22 PN RENEMMER
- #Bid 28 1Z/\,§£jl Hotmail T FEHE #8123 B FfrYsEp 4
 Microsoft Security Essentials — & 30 ZMiEE kA, | HAT2IK
« CERREMBRIET 2011 F£ EFFANTHRASTREGET 47 2K
- Bing BREBEK {21 TE
- HUEIEmEEIE XL IR E IR ERI

Malware Data From Over
600 Million Systems Worldwide

Dé é:k Eé"’ ga.,.,‘.




ch E IR

2IK—3F DR Internet Explorer 6 F A [E 2R/ X 2011 S H—F P | 2011 FH-FF
Y CEnETED

10,727,964

HE BANS 2 —RIEBMNA PR ER 3,463,973
Internet Explorer 6 S 2,351,041
K2 % 1E6 FA PR Windows XP = 215201
~ NEOWS PE 2,017,682
Windows XP EZEEK4RLExs B8 1,622,081
Windows 7 B 6 1 A 1,296,208
BEXH 1,358,166

2011 FE_ZE BNERTFEAS gk M

BANRERERRM |
TEH# 1,248,978
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10,471,335

3,724,844
2,674,775
2,089,883
1,883,578
1,530,551
1,583,857
1,509,148 |
1,353,164
1,350,181
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From: Bill Gates
Sent: Tuesday, January 15, 2002 2:22 PM
Subject: Trustworthy Computing

... Trustworthy Computing is the highest priority for all the work we are doing. We

must lead the industry to a whole new level of Trustworthiness in computing...Every
week there are reports of newly discovered security problems in all kinds of software,
from individual applications and services to Windows, Linux, Unix and other
platforms. We have done a great job of having teams work around the clock to
deliver security fixes for any problems that arise. Our responsiveness has been
unmatched — but as an industry leader we can and must do better.
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X SDLA] @ A i F FAbug
Office X {44& = iRiMR

Exploitable and
Probably Exploitable
Crash Majors
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A SERIEAREOR

SEH
SafeSEH N Y Y Y Y Y Y
SEHOP N N N N Optin Optin Optin
SEHOP per-process Optin support N N N N N N Y
Heap
Safe unlinking N Y Y Y Y Y Y
Block header cookies N Y Y, Y Y Y Y
Lookaside/freelist removal N N N Y Y 7 Y
— —
Metadata encryption N N N Y \/ Y v/
Terminate on corruption (32-bit app) N N ! N OptIn Optin Opt In Optn
Terminate on corruption (64-bit app) N N 1 N Opt Out Opt Out Opt Out Opt Out
DEP
NX support (i386) P Optin Optin Optin Optin Optin Optin
NX support (amd64, 32-bit app) Optin Optin Optin Optin Optin Optin
NX support (amd64, 64-bit app) AlwaysOn AlwaysOn AlwaysOn AlwaysOn AlwaysOn AlwaysOn
ASLR

Randomization support

Images Optin Optin Optin Optin
Stacks Optin Optin Optin Optin
Heaps Y Y N/ o
PEBs/TEBs 7 Y Y Y
Entropy (bits)
Images 0 0 0 8 8 8 8
Stacks 0 0 0 14 14 14 14
Heaps 0 0 0 5 5 5 5
PEBs/TEBs 0 4 4 4 4 4 4
APIs
SetProcessDEPPolicy support : Y Y VY W/

TwC Next

RAEBEMEX. SEHNMKE.




IR EAE ERH L T 2 s A A
TTERTRSTE S /es: 11 135 K6 7y Stack cookies

PR EFR L 2 i
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/DYNAMICBASE
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/NXCOMPAT

SetProcessDEPPolicy()
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ASLR (#4122 575 B s

BATIAH
A 25.8%
38.7%

w3 JA M
35.5%

AL

B e
17.2%
EHRE

(o)
41.4% i
41.4%

e

k) K F:

{ YL
simn | sy
136.4%
Hh43 A
H
39.4%

LA H
£)A H 22.6%
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SDLAEZ#HTE

T

o

: l::l http://www.microsoft.com/security/sdl/adopt/tools.aspx

"
O X Hm SDL Tools: Roll over... % u

e

e
Training Gates / Bug Bars Surface
Threat

Modeling

Security & Privacy

Risk Assessment

TOOLS TOOLS

Verification Tools

BinScope Binary Analyzer

O Download \| Watch video

BinScope Binary Analyzer is a verification tool that analyzes
binaries to ensure that they have been built in compliance with
the SDL requirements and recommendations. BinScope checks
that SDL-required compiler/linker flags are being set, strong-
named assemblies are in use, and up-to-date build tools are in
place. BinScope also reports on dangerous constructs that are
prohibited or discouraged by the SDL (for example, read/write
shared sections and global function pointers). BinScope is
available as a standalone executable or as a Visual Studio add
-on.

SDL MiniFuzz File Fuzzer

O Download \| Watch video

MiniFuzz is a basic testing tool designed to help detect code
flaws that may expose security vulnerabilities in file-handling
code. This tool creates multiple random variations of file
content and feeds it to the application to exercise the code in

EATLULE HILIUTIIL

Response Plan

rinal JeLuniy

Review

Functions Testing

Release
Archive

Attack Surface
Review

Static
Analysis

TOOLS TOOLS TOOLS

previous phase | next phase

SDL RegEx Fuzzer

O Download

SDL Regex Fuzzer is a verification tool to help test regular
expressions for potential denial of service vulnerabilities.
Regular expression patterns containing certain clauses that
execute in exponential time (for example, grouping clauses
containing repetition that are themselves repeated) can be
exploited by attackers to cause a denial-of-service (DoS)
condition. SDL Regex Fuzzer integrates with the SDL Process
Template and the MSF-Agile+SDL Process Template to help
users track and eliminate any detected regex vulnerabilities in
their projects.

\| Watch video

Attack Surface Analyzer Beta

O Download

Attack Surface Analyzer is a tool that highlights the changes in
system state, runtime parameters and securable objects on
the Windows operating system. It allows you to take
snapshots of your system and compare them, enabling you to




G HiEpaiiE

v Attack Surface Analyzer [ @ (=)

ban Complete

The scan has completed with the information written to: == 8RS

& C\Program_Data\XRA |G X || © Astack Suface Report
C:\Users\solomenl\Attack Surface Analyzer\SOLOW?7El_S5.1.3_2 —
. ; Microsoft Attack Surface Report
If this was a baseline scan, your likely next step is to run a product scan. If this i
view the report now, or run additional scans with different features of your proc Report Sumenary
Report Summary £l I
Report Details

Report Analyzer Version 5130
Baseline Data File CAUsers\solomom\Attack Surface Analyzen\2I8R2E64_5.1.3 20101218 0029.cad
Baseline Collection Time 2010-12-18T00:2958
Baseline Scannmer Version S13
Product Data File CA\Users\solomon\Attack Surface Analyzer\2ISR2E64_5.1.3 20101218 0034.cab
Product Collection Time 2010-12-18T00:3436

Please select an action: Product Scanner Version s13

System Details
Machine Name 2008R2ENTES
os Microsoft Windows Server 2008 R2 Enterprise
OS Version 6.1.7600
Baseline Cab  C:\Users\solomoni\Attack Surface Analyzer\SOLOW Service Pack Version 0o
Computer Role Standalone Server
Product Cab C:\Users\solomonl\Attack Surface Analyzer\SOLOW
Report Filename C:\Users\solomoni\Attack Surface Analyzer\SOLOW R10% -
MmIiCi OTl Generate
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BinScope

pu
% BinScope v1.0 - -
#* Corfigure » run | @ Repon‘
Target /
Path C:\Users\sunil\Desktop\ Training\BinscopeDemo .exe ‘
Output
" . —
Log C:\Users\sunil\Desktop'\BinScopeLogs\BinScope-MOSSPORTAL-[RM A A E IR ! s
i % BinScope v1.0 -— -~ =RNC X
I Various report formats can be g ted in the "Reports ‘ "* Confiqure, l Q‘ Bun | "/) Repot l | Help @
Options . =
Symbols Results for BinScope run on MOSSPORTAL
/ Defaults to the Microsoft symbol serv
|| Checks  [IATL vulnerability check Y show run settings
[¥] ATL header version check
[¥] /GS check (SDL) .
[¥] Shared sections check (SDL) Falled Che(:ks
[¥] NXCOMPAT check (SDL) |
[v] GS-friendly initialization check (SDL) W » C:\Users\sunil Desktop! Training\BinscopeDemo.exe - SNCheck ( rar )
(V] SAFESEH check (SDL) ormation -
[] Function Pointers Check ® L :
[V] APTCA Check (SDL) -
[¥] Strong name check (SDL) i Assembly is not strongly named or delay signed. 3
[V] /DYNAMICBASE check (SDL)
[¥] Compiler version check (SDL)
Il
/ Checks that didn't complete
\
Passed checks
o C:\Users\sunil Desktop! Training'BinscopeDemo.exe - SharedSectionCheck ( pass )
o C:\Users\sunil Desktop! Training\BinscopeDemo.exe - NXCheck ( pass ) 5
o C:\Users\sunil Desktop! Training\BinscopeDemo.exe - APTCACheck ( pass )
o C:\Users\sunil Desktop! Training\BinscopeDemo.exe - DBCheck ( pass )
LAll scanned items ~
Generate report for current or other scan result | Default Report VJ [3 Save Report As...
C )
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EMET(I€ 20 ERAKIE

.
»

= 37 - r m— : < T == )
P % o () Enhanced Mitigation Experience Toolkit - =
y - i I - * p System Status
N E ﬁ Data Execution Prevention (DEP) V) Application Opt In
. =05 —
—— \ Structured Exception Handler Overwrite Protection (SEHOP) “ Application Opt In
— \ i
é\ \ = Address Space Layout Randomization (ASLR) Q Application Opt In
- AIFHBNZEAEROR —
- —7 L | Configure System |
—_ Running Processes
Y E ;\: D E P \'Process D Process Name DEP | Running EMET \
V4 l:,\ 2120 SearchIndexer (7]
3360 Acrord32 @ @
7180 mstsc (V]
) S E H O P 2116 ONENOTEM (V]
2508 DcaTray (V]
336 svchost (V] W
IJlD A 6092 svchost (7]
o -ﬁ- 1% *}:‘ 728 svchost (V] 5
I J ~N 2500 svchost (V]
3284 POWERPNT (V]
= 524 services (V]
Y iﬁ u-'I;I'- Eq / \ @E 1460 svchost (V]
J\ 7] 5840 cmd (V]
4064 OUTLOOK (V]
4060 Zoomlt
o 1104 TouchScreenTools
LI | 1832 sqlservr
2480 SRUserService
| 112 svchost (V]
; 488 csrss (V]
| Configure Apps |

o HEr{EAER
e DEMO
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BT — N EFRE TR (Runtime) B 23R, AR LEXT
NERZERRKF B

SENE:20MES8HA3H-2012%5481H
BEE 2012 F 7 AXEREBRELAHTIHELE
YR ENASFZERA, (BNF T EE AL EOR
- BEZREMET3.58 AR EMRPREA TR
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Microsoft Security Development Lifecycle

Security Development Lifecycle
Secure software made easier

What is the Security
Development Lifecycle?

Microsoft Security Development Lifecycle (SDL) - version 4.1a

Recent Posts.

Microsoft® IE‘
Security Development Lifecycle

Introducing the InfoSec Assessment & Protection Suite
‘The Information Securiy Tools (IST) team has released the InfoSec Assessment &
It's a suite made d

inchude:

« Web Protection Library (WPL) - an unibrella for several fbraries and runtime.
ficrosoft Anti-Cross Site Scripting Library v3.1 (Anti-XSS
Anti XSS

O ggéﬁrity Development Lifecycle

Simplified Implementation of the
Microsoft SDL

fetrawy 2 2020

SDL M

http://www.microsoft.com/sdl

SDL &%
http://blogs.msdn.com/sd|

MSDN _E#] SDL 372

http://msdn.microsoft.com/en-us/library/
cc307748.aspx

a1t B Microsoft SDL 3L
http://go.microsoft.com/?linkid=9708425
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