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Cloud-based and SaaS security solutions grow to almost
half the managed security services market by 2015

2010 2015

Cloud-based Cloud-based
and SaaS CPE-based and SaaS CPE-based

Worldwide Managed Security Services Revenue

@ Infonetics Research, Managed Security Services and SaaS
Biannual Market Size and Forecasts, March 2011
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Domain

Security event
monitoring

Managed endpoints

Log management

Threat intelligence

Vulnerability
management

Application security
services

Incident response
services

Content security

Policy/compliance

Ma naged devices (i.e.,

host and manag
CPE security devices
not just the logs of
those devices)

Identity and access
management
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Types of services

- Log monitoring, event correlation, and analysis
- DDoS protection

- Managed desktop antimalware

- Managed desktop data security

- Managed desktop change/configuration control
- Managed server HIDS

- Managed server change/configuration control

- Log collection, retention, integrity/chain of
custody, access/review auditing, and reporting

- Threat/malware/vulnerability intelligence and alert
services

- Internal and external vulnerability scans

- Patching, upgrades, configuration enforcement,
and change control

- Internal and external vulnerability scans
- Patching, upgrades, configuration enforcement,
and change control

- Application penetration testing and vulnerability
scans

- Code analysis and review

- Managed application firewalls

- Incident planning and response
- Forensics and investigations

- Email monitoring and filtering
- Email encryption

- Email archiving

- Web monitoring and filtering

- Regulatory compliance assessments
- Poli compliance assessments

- Third-party assessments

- Security benchmarking

- Managed/hosted network perimeter services
- Managed/hosted application firewalls
- Managed/hosted SIEM

- Access administration
- Two-factor authN
- Federation

Forrester, 2010
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heipdesk @polysaas. com [Partner Admin] | Prior Sign In 2012-05-16 11:05 CST | Son Out | G What's New

> EFIBEE
@my wwin | Control Console - e.
Inbound 24 Hour Snap Shot Outbound 24 Hour Snap Shot
Bandwidth 76.4 MB Messages 1037 Bandwidth 0 KB Messages 0
Avg Size 75.5 KB Quarantined 79 Avg Size 0 KB Quarantined 0
Denied 655 Attachment 386 Denied 0 Attachment 0
Content 0 Spam 704 Content 0 Virus 0
Virus 21
(s WAy ) (s \(#)
Traffic (Last 24 hours - CST) Policy Enforcement (Last 24 Hours - CST)
200
150
29% Normal Delivery
100
50 .
63% Denied 8% Quarantine
0
17200 20:00 23:00 0200 0500 0800 11:00 14:00 17:00
B Inbound B Qutbound
Disaster Recovery Current Status Disaster Recovery Activity
Standing By Spooled Messages: 0 (0 KB)

Unspooled Messages: 0 (0 KB)
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Banks 6.9
Mabile operators | 6.2
Landline providers | 6.2
ISPs | 6.1
Google | 6
Insurance companies | 5.9
Online portals | 5.7
Loyalty scheme providers | 5.5
Governments | 5.4
o 2 a4 & &

ﬁ? Nokia Siemens Networks Privacy Study 2009, sample of 9,200 mobile phone users between
* the ages of 16 and 65 from 14 countries including Germany, China, US, Argentina
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Hybrid Messaging Security Solutions: Enhanced Security

and Business Flexibility
IDC, Feb. 2010

Surviving Lulz: Behind the Scenes of LulzSec
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