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Virtualization
M Device firewall
Security certifications
W Support for ActiveSync
Corporate managed email
Mobile device management
M Device wipe
B Application security
B Device protection
B Data protection
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Built-in security
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ATTRIBUTE

Bullt=in security

Code signing

Keychain

Bulfer overflow protection

Stack overflow protection
Application security

Centralized app signing

Developer app signing

Centralized application testing

User “allow” model

Anti-malware built in

Anti-malware support via open APIs

Web reputation built in

Web reputation via APIs
Authentication

Power-on authentication

Inactivity time out

SIM change

Password strength requirements

Protection from too many log in attempts
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Device wipe

Local wipe = after too many failed login attempts

Remote wipe = over IP
Remote wipe = over SMS/celular
Sedective wipe
Device firewall
Over Internet Protocol (P)
Over Short Message Service (SMS)
Data protection
Data at rest = encryption
Data in use = file separation
Data in motion = VPN, 802X
Remote backup services prevention = iCloud
Removable media = SO/USB SIM
Device protection
Jail breaking/Rooting
Patching = OS/Apps
Overthe-air (OTA) updates of the 0S
Block acoess to untrusted certificates = SSL
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8.00 Corporate managed email 3.42 3.00 0.00 0.00
810 Remote account removal 250 300 0.00 0.00
820 Email forwarding prevention 450 300 0.00 0.00
8.30 Cross-in-box email move prevention 0.00 300 0.00 0.00
8.40 Applications use preclusion 450 300 0.00 0.00
850 Cut and paste preclusion 450 300 0.00 0.00
860 S/MME email authentication and encryption 450 300 0.00 0.00
9.00  Support for ActiveSync 0.00 2.00 2.50 1.50
910 Number of policies supported = latest ActiveSync 0.00 2.00 250 1.50
9.20 Number of policies supported = legacy ActiveSync 0.00 2.00 250 1.50
10.00  Mobile device management 3.50 2.50 125 2.00
10.10 Richness of the AP 2.00 250 0.00 1.50
1020  Vendor-provided server 5.00 250 250 250
11.00  Virtualization 0.00 0.83 0.00 1.67
110 Virtual native OS 0.00 250 0.00 0.00
120 Virtual native apps 0.00 0.00 0.00 5.00
130 Split-user profile 0.00 0.00 0.00 0.00
12.00  Security Certifications 2.50 0.83 0.00 0.67
210 Federal Information Processing Standard (FIPS) 1402 250 250 0.00 200
1220 Evaluation Assurance Level (EAL) 4 5.00 0.00 0.00 0.00
1230 FDA approval 0.00 0.00 0.00 0.00
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Gougle Trends  |iphone jailbreak

Tip: Use commas to compare multiple search terms

Search Trends

RSACONFERENCE
CHINA2012

Searches Websites

- Scale is based on the average worldwide traffic of iphone jailbreak in all years. Learn more

- An improvement to our geographical assignment was applied retroactively from 1/1/2011. Learn more

iphone jailbreak 1.00

Search Volume indox

200

News reference volume

0

Rank by |iphone jailbreak -I

Regions
1. Singapore
2. Mslaysis —
3. France S—
4. Switzerland —
5. Philippines —
6. Germany —
7. United States —
8. Austris —
9. Australis —
10. Sweden —

1 Lo Lo
2007 | 2008 l 2008 ‘ 2010 201
1 1 1 L} [ | [

Cities
1. Singapore, Singapore

. Paris, France

. Marseille, France
Dallas, TX, USA

San Francisco, CA, USA
Los Angeles, CA, USA
Melbourne, Australia
Vienna, Austria

New York, NY, USA
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. Sydney, Australia

Google Tronds

| 2012
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c| An iPhone jsilbresk! Call the cops! No — we can't. Just void the warmanty.

EJ An untethered Iphone jsilbreak is out for Windows and Mac

(e

3

Pwnsge 2.0 iPhone jsilbresk software calls
|Tworld.com - Jul 21 2008

Securing Your iPhone Jsilbresk
PC World - Dec 2 2009

Computerworld - Jul 27 2010

Inquirer - Feb 7 2011

iOS 5 targets longtime iPhone jailbreak exploit
CNET News - Jun 28 2011

The Guardian - Aug 29 2011

More news results »

. English
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. Viet
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. Thai

. Spanish —
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. Russian —
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Tip: Use commas to compare multiple search terms

RSACONFERENCE
CHINA2012

Searches Websites

An improvement to our geographical assignment was applied retroactively from 1/1/2011. Learn more

@ iphone jailbreak
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Pwnage 2.0 iPhone jailbreak software calls
[Tworld.com - Jul 21 2008

Securing Your iPhone Jailbreak
PC World - Dec 3 2009

An iPhone jailbreak! Call the cops! No -- we can't. Just void the warranty.
Computerworld - Jul 27 2010

An untethered Iphone jailbreak is out for Windows and Mac
Inquirer - Feb 7 2011

108 5 targets longtime iPhone jailbreak exploit
CNET News - Jun 28 2011

Boot up: Apple’s iPhone jailbreak hire. ignoring Google+. Twitter Bootstrap and more
The Guardian - Aug 29 2011

More news results »

Languages
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5. Chinese
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+You Search |Images Maps Play YouTube Gmail Documents Calendar Translate More-

:Eﬁ‘ /ﬁ-\&iﬁ: (;O 8'& jailbreak 5.1.1
Xxxx v2.0.4 MacOSX (10.5, 10.6, 10.7)
Xxxx v2.0.4 Windows (XP/Vista/Win7)
Xxxx v2.0.4 Linux (x86/x86_64)

Search

JnIfs i Xxxxx 2.0 :

1. f?jj;l';'unes IR (TECORE7PRE D, A sam, AREpdies
2. FTH Xxxxx AP st USB Hgi G- Rz,

3. HH“ AR IFmh DR IEAHE li‘ﬁﬁlx%éfﬁo

4. BREER)G, Rl iTunes 3Kk H Jehit 507,

Xxxxx 2.0 %5 5.1.1 LA D4«

iPad 1, iPad 2, iPad 3 (HI{E Xxxxx 2.0.4 B3 FfiPad2)
iPhone 3GS, iPhone 4, iPhone 4S

iPod touch 5 =X, iPod touch ZEPU{t

#®) TREND, RSAfE B %2 %£2012



RSACONFERENCE

Android £ H AR CHINA2012

140,000

120,000

100,000

80,000

60,000

40,000

20,000

Q42011 Q12012 Q22012 Q32012 Q42012
PREDICTIONS 900 3,000 11,000 38,000 129,000

0

ACTUAL 1,000 6,000 25,000

L)
==
-2
om
22
)

RSAERR2XS2012



Android [RA G

Version

Codename

Distribution

D Cupcake 3 0.2%
1.6 Donut - 0.5%
2.1 Eclair 7 42%
22 Froyo 8 15.5%
23 - Gingerbread 9 0.3%
232
233- 10 60.3%
L 237 |
3.1 Honeycomb 12 0.5%
3.2 13 1.8%
40- Ice Cream 14 0.1%
40.2 Sandwich
403- 15 15.8%
404
41 Jelly Bean 16 0.8%

Data collected during a 14-day period ending on August 1, 2012
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Android 3.1

Android 3.2

Android 4.0

Android 4.0.3
- ;& Android 4.1

Android 1.5
Androld 1.6
Android 2.1

Android 2.2

Androld 2.3
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MALWARE BLOG

Threat News and Information Direct from the Experts

Bad Sites  Botnets Data  Exploits Hacked Sites Mac Malware Mobile  Olympics  Social Media Spam  Targeted Attacks  Vulnerabilities

Malware Blog = 17 Bad Mobile Apps Still Up, 700,000+ Downloads So Far

17 Bad Mobile Apps Still Up, 700,000+ Downloads So Far
3

N
o

:53 pm (UTC-7) | by Bob Pan (Mobile Security Engineer) Search our blog:

m EiRecommend 97 W Tweet 76 g +1) 22

We've reported previously that malicious apps were discovered in the official Android app store, which is now
known as Google Play. While those reported apps were removed, more malicious apps have been seen in the
official marketplace and appear to be still victimizing users. This is just one of the important reasons why we feel
that a technology like our Trend Micro Mobile App Reputation is crucial in users’ overall mobile experience and

Emerging

Mobile Threats

security.
In total, we have discovered 17 malicious mobile apps still freely downloadable from Google Play: 10 apps using Trend Micro Fix Tool for Malicious
AirPush to potentially deliver annoying and obtrusive ads to users and 6 apps that contain Plankton malware code. Library File Found on 48 Utility Apps
A Library File in Certain Android Apps
Application Name Package Name Deve?gper Brief Behavior Description Connects to C&C Servers
Sends out GPS location, SMS and Are You Protecting the Data Packets in
Spy Phone PRO+ com.spinXbackup.backupApp Krishan :
call log Your Pocket?
Antonio Connects to C&C server and waits - = .
F LT E i iley ZTE Score M Scores a Backdoor
ey ITE com.antonio.smiley.free Tonev for the command ‘ N
Vulnerability
) ) Antonio Connects to C&C server and waits
FERTEFEAS com.antonio.wardrobe.apps.lite Tonev Ay Beta Version of Spytool App for =
«| - [ »
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Spy Phone PRO+

v:-;r

Zend Setup

J e S cell phone spy software

More from developer

4008 3o, Sy anidreid

COMPLETELY UNDETECTABLE

‘1’

coll phane sy software

Call Blockes LIEL >
. ‘ c
{ ?‘ SPY.COM e ; il PHONE spyware,
= 3

Weiscome
abcecece. (W E33270L)

i 3 Caif History Type | Number & Mesrage Time & Action
Figure 2.
g X g [ ¥ h 05042002 X228
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Figure 3. Screenshot of a web site that tracks devices |
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