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Consumerization of IT 

§  New technology emerges first in the consumer market and then spreads into 
business organizations brought in by the employees 

§  IT and consumer electronics converge as individuals rely on the same devices 
and applications for personal use and work-related activities 

§  Overwhelmed by the wave of consumer technology flooding the enterprise, IT 
managers struggle to enforce policies and maintain control 

“Consumeriza-on	
  will	
  be	
  the	
  
most	
  significant	
  trend	
  
affec-ng	
  IT	
  during	
  	
  
the	
  next	
  10	
  years”	
  	
  
Gartner	
  

* Consumerization term first used in 2001 by D. Neal and J. Taylor of CSC's Leading Edge Forum 
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The Consumerization Report 
 

ConsumerizationReport© 

Android iOS Win Ph RIM Symbian Other 

38% 17% 3% 12% 26% 3% 
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Installed Base % 4Q11 

Android iOS Win Ph RIM Symbian Other 

52% 19% 21% 6% 0% 2% 

Installed Base % 2015* 

59% 92% 

X

Android and iOS will account for over 70% of smartphone sales by the end of 
2012. Microsoft will rise to third place in the global OS rankings by 2013, 
ahead of Research In Motion. 
Source: Trend Micro internal analysis based on Gartner, Forrester and IDC market data – Update February, 28 2012 
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"Does	
  your	
  company	
  allow	
  employees	
  to	
  use	
  their	
  personal	
  mobile	
  devices	
  for	
  work-­‐related	
  ac-vi-es?	
  “	
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Raimund Genes 
Chief Technology Officer, Trend Micro 

http://trendmicro.com/our-contributors/raimund-genes 

 

Chris Silva 

Industry Analyst, Altimeter Group 

http://www.altimetergroup.com/about/team/chris-silva 

 

Nigel Stanley  
Practice Leader, Bloor Research 

http://www.bloorresearch.com/about/people/nigel-stanley.html 

 

Philippe Winthrop 
Managing Director, Enterprise Mobility Foundation 

http://www.enterprisemobilitymatters.com/about.html 

 

How Secure and Manageable? 
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Ratings By Category 



Insert presenter 
logo here�

Ratings By Mobile Platform 
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Some recent vulnerabilities 

§  CVE-2011-3874 – Buffer 
Overflow allows code 
execution 

§  CVE-2011-1823 – Local code 
execution and root privileges 
(Gingerbreak) 

§  CVE-2011-1149 – Bypass 
sandbox and escalate 
privileges 
(KillingInTheNameOf) 

§  A multitude of Adobe Flash 
vulnerabilities 

•  CVE-­‐2011-­‐3246	
  –	
  Malicious	
  URLs	
  
disclose	
  sensi8ve	
  informa8on	
  

•  CVE–2011-­‐3439	
  –	
  Malicious	
  font	
  
leads	
  to	
  arbitrary	
  code	
  
execu8on	
  

•  CVE-­‐2011-­‐3442	
  –	
  Ability	
  to	
  
bypass	
  code-­‐signing	
  checks	
  

•  CVE-­‐2011-­‐3255	
  –	
  Apple	
  ID	
  &	
  
password	
  could	
  be	
  intercepted	
  
by	
  installed	
  apps	
  

Android	
   Apple	
  iOS	
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No Platform is immune: Apple iOS Detail 
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Source: National Vulnerability Database  via CVEDetails.com – as of June 20, 2012 
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Jailbreaking Trends 
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Jailbreaking Trends – China Detail 
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How To Jailbreak iOS 5.1.1 

Xxxxx 2.0 supports the following devices on 5.1.1: 
iPad 1, iPad 2, iPad 3 (iPad2,4 is now supported as of Xxxxx 2.0.4) 
iPhone 3GS, iPhone 4, iPhone 4S 
iPod touch 3rd generation, iPod touch 4th generation 

How To Use Xxxxx 2.0: 
1.  Make a backup of your device in iTunes by right clicking on your device name under 

the ‘Devices’ menu and click ‘Back Up’. 
2.  Open Xxxxx and be sure you are still connected via USB cable to your computer. 
3.  Click ‘Jailbreak’ and wait…. just be patient and do not disconnect your device. 
4.  Once jailbroken return to iTunes and restore your backup from earlier. 

Download Links 
Xxxx v2.0.4 MacOSX (10.5, 10.6, 10.7) 
Xxxx v2.0.4 Windows (XP/Vista/Win7) 
Xxxx v2.0.4 Linux (x86/x86_64) 
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Android is where the action is 

Source: Trend Labs, Trend Micro Inc. – as of Q2 2012 
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Android Versions Distribution 

Source: Google http://developer.android.com/resources/dashboard/platform-versions – as of August1, 2012 

81% 
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Malicious Apps on Legit Marketplace 

§  March 2011 – 58 malicious apps (approx 
250,000 victims) 

§  May 2011 – 24 malicious apps (up to 120,000 
victims) 

§  December 2011 – 27 malicious apps (approx 
14,000 victims). 

§  February 2012 – 37 “Fan Apps” stealing 
handset information and aggressive 
advertising 

§  August 2012 – many, many more ... 
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Malicious Apps on Legit Marketplace 
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Android Spy Apps 
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§  Consumer mobile 
technology is invading the 
enterprise and you won’t 
be able to resist it 

 

§  Consumer technology is 
not as secure as 
manageable as required 
by the enterprise 

§  No platform is immune 
from attack, although 
some are safer than 
others 

Embrace Consumerization 1 
Understand the risk profile 
of  the various platforms 
 

2 

Deploy new security and 
management tools 3 

 
 
 
 
Takeaways 
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Thank You 
Cesare_Garlati@TrendMicro.com 

 
http://BringYourOwnIT.com 

 
Twitter @CesareGarlati 


