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“Consumerization will be the
most significant trend
affecting IT during

the next 10 years”

Gartner

New technology emerges first in the consumer market and then spreads into
business organizations brought in by the employees

IT and consumer electronics converge as individuals rely on the same devices
and applications for personal use and work-related activities

Overwhelmed by the wave of consumer technology flooding the enterprise, IT
managers struggle to enforce policies and maintain control

* Consumerization term first used in 2001 by D. Neal and J. Taylor of CSC's Leading Edge Forum
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The Consumerization Report

Installed Base % 4Q11 Installed Base % 2015*
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Android and iOS will account for over 70% of smartphone sales by the end of
2012. Microsoft will rise to third place in the global OS rankings by 2013,
ahead of Research In Motion.

Source: Trend Micro internal analysis based on Gartner, Forrester and IDC market data — Update February, 28 2012
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BYOD % BYOD by Country

No ,

82% | | |
| i 2R
| | |
| | |

usS DE UK

"Does your company allow employees to use their personal mobile devices for work-related activities?

BYOD by Company Size BYOD by Industry - Top 5

Transport

83% 69% 86%
Education

IT Services
1,000 1,500 2,500 5,000 5,000+

Consumerization
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"What mobile platforms are allowed by "Rank security and manageability of
your BYOD policy?" each mobile operating system"

BlackBerry 71% Apple iOS
Android 8% BlackBerry
Windows Ph 53% Android

Apple iOS Windows Ph

Other Other

"Has your company ever experienced
a security breach as result of BYOD?"

BYOD Top 5 concerns
Security 64%
Data Loss 59%
Compliance
Personal Data

Privacy >
Don't Know —— —

Consumerization
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How Secure and Manageable? CHIN A 2015

Raimund Genes

-----

Chief Technology Officer, Trend Micro

http://trendmicro.com/our-contributors/raimund-genes

Chris Silva
Industry Analyst, Altimeter Group

http://www.altimetergroup.com/about/team/chris-silva

Enterprise Readiness of
Consumer Mobile Platforms

Nigel Stanley
Practice Leader, Bloor Research

http://www.bloorresearch.com/about/people/nigel-stanley.html

Philippe Winthrop
Managing Director, Enterprise Mobility Foundation

http://www.enterprisemobilitymatters.com/about.html

RSAERR2XS2012



Ratings By Category
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Ratings By Mobile Platform
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Virtualization
M Device firewall
Security certifications
W Support for ActiveSync
Corporate managed email
Mobile device management
M Device wipe
B Application security
B Device protection
B Data protection
B Authentication
Built-in security
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Security and Management Criteria

ID
1.00
110
120
1.30
140
2.00
210
2
2.20
2.30
240
2.4)
2.50
2.51
3.00
310
320
330
340
350

ATTRIBUTE

Bullt=in security

Code signing

Keychain

Buller overflow protection

Stack overflow protection
Application security

Centralized app signing

Developer app signing

Centralized application testing

User “allow” moded

Anti-malware built in

Anti-malware support via open APIS

Web reputation built in

Web reputation via APIs
Authentication

Power-on authentication

Inactivity time out

SIM change

Password strength requirements

Protection from too many log in attempts

(%) TREND.

3.13
5.00
250
2.50
250
2.44
450
450
350
450
250
0.00
0.00
0.00
3.9
250
5.00
250
5.00
450

3.75
5.00
5.00
250
250
2.06
250
250
250
5.00
4.00
0.00
0.00
0.00
2.00
250
250
0.00
250
250

WP 7.5 ANDROIDZ.3
3.50 2.50

5.00
Q.00
450
450
1.88
Q.00
450
4.00
250
4.00
0.00
Q.00
0.00
3.20
450
450
0.00
450
250

5.00
0.00
2.50
2.50
144

100
1%
100
400
200
200
0.00
0.00
2.00
2.50
2.50
0.00
2.50
2.50
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1D
4.00
40
420
421
430
5.00
510
520
6.00
610
620
6.30
6.40
6.50
1.00
710
120
1.30
140

ATTRIBUTE
Device wipe

Local wipe = after too many failed login attempts

Remote wipe = over IP
Remote wipe = over SMS/celular
Sedective wipe
Device firewall
Over Internet Protocol (P)
Over Short Message Service (SMS)
Data protection
Data at rest = encryption
Data in use = file separation
Data in motion = VPN, 8021X
Remote backup services prevention = iCloud
Removable media = SO/USB SIM
Device protection
Jail breaking/Rooting
Patching = OS/Apps
Overthe-air (OTA) updates of the 0S
Block access Lo untrusted certificates = SSL

(%) TREND.

B v s ANoROID23 Q™

4.00 1.25 2.25 0.63

450 250 450 000

350 250 450 2.50

350 0.00 0.00 000

450 0.00 Q.00 0.00

4.50 0.00 0.00 0.00 Enterprise Readiness of
4.m O.m Qm 0.00 ' Consumer Mobile Platforms
5.00 0.00 Q.00 0.00

3.80 1.50 240 2.00

5.00 250 450 0.00

0.00 250 250 2.50

5.00 250 5.00 5.00

4.00 0.00 Q.00 2.50

5.00 0.00 Q.00 0.00

3.50 0.63 2.38 2.00

150 0.00 300 0.00

300 0.00 450 300

5.00 250 2.00 5.00

450 0.00 Q.00 0.00
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Security and Management Criteria &7\ as0s

ID ATTRIBUTE B vr75 ANDROID23
8.00 Corporate managed email 3.42 3.00 0.00 0.00
810 Remote account removal 250 300 0.00 0.00
820 Email forwarding prevention 450 300 0.00 0.00
8.30 Cross-inrbox emall move prevention 0.00 300 0.00 0.00
840 Applications use preclusion 450 300 0.00 0.00
850 Cut and paste preclusion 450 300 0.00 0.00
860  S/MIME email authentication and encryption 450 300 000 000 Consumer Mobile Pitiorms
9.00 Support for ActiveSync 0.00 2.00 2.50 1.50
910 Number of policies supported = latest ActiveSync 0.00 2.00 250 1.50
9.20 Number of policies supported = legacy ActiveSync 0.00 2.00 250 1.50
10.00  Mobile device management 3.50 2.50 1.25 2.00
1010 Richness of the API 200 250 0.00 1.50
1020  Vendor-provided server 5.00 250 250 250
11.00  Virtualization 0.00 0.83 0.00 1.67
110 Virtual native OS 0.00 250 0.00 0.00
n20 Virtual native apps 0.00 0.00 0.00 5.00
130 Split-user profile 0.00 0.00 0.00 0.00
12.00  Security Certifications 2.50 0.83 0.00 0.67
210 Federal Information Processing Standard (FIPS) 1402 250 250 0.00 200
1220 Evaluation Assurance Level (EAL) 4 5.00 0.00 0.00 0.00
1230  FDA approval 0.00 0.00 0.00 0.00
05 Average Scr . s >
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Some recent vulnerabilities

Android Apple iOS

CVE-2011-3874 — Buffer e CVE-2011-3246 — Malicious URLs
Overﬂqw allows code disclose sensitive information
execution

e CVE-2011-3439 — Malicious font

CVE-2011-1823 — Local code leads to arbitrary code

execution and root privileges

(Gingerbreak) execution
CVE-2011-1149 — Bypass e CVE-2011-3442 — Ability to
sandbox and escalate bypass code-signing checks
privileges CVE-2011-3255 — Appl

e . pple ID &
(KillingInTheNameOf) password could be intercepted
A multitude of Adobe Flash by installed apps

vulnerabilities

#®) TREND, RSAfE B %2 %£2012



No Platform is immune: Apple iOS Detail
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¥ DoS

¥ Code Execution

B Overflow
Memory Corruption
XSS

M Bypass something
Gain Information

Gain Privileges
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Jailbreaking Trends

Googl

e Trends Jiphone jailbreak

Tip: Use commas to compare multiple search terms

Search Trends
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Searches Websites

- Scale is based on the average worldwide traffic of iphone jailbreak in all years. Learn more

- An improvement to our geographical assignment was applied retroactively from 1/1/2011. Learn more

iphone jailbreak

Search Volume ndox

200

News reference volume

0

Rank by |iphone jailbreak vI

Regions

1.

-

S W ® N @ ;s W N

Singapore

. Msleysis

France

. Switzerland

Philippines

Germany

. United States

Austria

. Australis

- Sweden

Google Tronds

2007 | 2008 ' 2009 ‘ 2010 201 2012
I I I LI LI R R A B B |

I
Cities
1. Singapore, Singapore

. Paris, France

. Marseille, France
Dallas, TX, USA

San Francisco, CA, USA
Los Angeles, CA, USA
Melbourne, Australia
Vienna, Austria

New York, NY, USA

8 0 @ N @ s oN

-

. Sydney, Australia

[ All regions

AJ Pwnage 2.0 iPhone jsilbresk software calls
ﬁj Securing Your iPhone Jsilbresk
c| An iPhone jsilbresk! Call the cops! No — we can't. Just void the warmanty.

Computerworld - Jul 27 2010

2] An untethered Iphone jsilbreak is out for Windows and Mac

(e

[F]

|Tworld.com - Jul 21 2008

PC World - Dec 2 2009

Inquirer - Feb 7 2011

iOS 5 targets longtime iPhone jailbreak exploit

CNET News - Jun 28 2011

The Guardian - Aug 29 2011

More news results »

Languages

1.

1

2
3
4
5
6.
7. Vi
8
9
0

. Russian

French

. German
. English
. Swedish

. Italian

Dutch

. Thai

. Spanish

=
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Jailbreaking Trends - China Detail

Search Trends

Iiphonejailbreak

GOUSIE Trends

Tip: Use commas to compare multiple search terms
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Searches Websites

An improvement to our geographical assignment was applied retroactively from 1/1/2011. Learn more

@ iphone jailbreak

Search Volume index Google Trends
I
‘ﬂ ’_zg EF
O oo e b el 1 (I -
2004 | 2005 ’ 2006 ‘ 2007 ‘ 2008 | 2009 ’ 2010 2011 ‘ 2012
[ | o o o | | o [ | LI | [
News reference volume

o N YN

Rank by |iphone jailbreak vl

Subregions Cities
1. Shanghai, China 1. Shenzhen, China
2. Beijing, China 2. Shanghai, China
3. Guangdong, China 3. Beijing, China
4. Tianjin, China —— 4. Suzhou, China
5. Liaoning, China — 5. Guangzhou, China
6. Eujian, China — 6. Tianjin, China
7. Jiangsu, China — 7. Shenyang, China
8. Sichuan, China — 8. Nanjing, China
9. Zhejiang, China — 9. Chengdu, China

-
o

10. Hubei, China . Hangzhou, China

)
D)
[c]
o)
[g]
[FJ

China =

;] IAII subregions ;l IAIIyears

Pwnage 2.0 iPhone jailbreak software calls
[Tworld.com - Jul 21 2008

Securing Your iPhone Jailbreak
PC World - Dec 3 2009

An iPhone jailbreak! Call the cops! No -- we can't. Just void the warranty.
Computerworld - Jul 27 2010

An untethered Iphone jailbreak is out for Windows and Mac
Inquirer - Feb 7 2011

108 5 targets longtime iPhone jailbreak exploit
CNET News - Jun 28 2011

Boot up: Apple’s iPhone jailbreak hire. ignoring Google+. Twitter Bootstrap and more
The Guardian - Aug 29 2011

More news results »

Languages
1. German
2. French
3. English
4. Japanese

5. Chinese

¢®) TREND,
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How To Jailbreak iOS 5.1.1

+You Search Images Maps Play YouTube Gmail Documents Calendar Translate More-

Download LlnkS (\JO SIC jailbreak 5.1.1
Xxxx v2.0.4 MacOSX (10.5, 10.6, 10.7)
Xxxx v2.0.4 Windows (XP/Vista/Win7)
Xxxx v2.0.4 Linux (x86/x86_64)

Search

How To Use Xxxxx 2.0:

1. Make a backup of your device in iTunes by right clicking on your device name under
the ‘Devices’ menu and click ‘Back Up'.

2. Open Xxxxx and be sure you are still connected via USB cable to your computer.

3. Click ‘Jailbreak’ and wait.... just be patient and do not disconnect your device.

4. Once jailbroken return to iTunes and restore your backup from earlier.

Xxxxx 2.0 supports the following devices on 5.1.1:

iPad 1, iPad 2, iPad 3 (iPad2,4 is now supported as of Xxxxx 2.0.4)
iPhone 3GS, iPhone 4, iPhone 4S

iPod touch 3rd generation, iPod touch 4th generation

#®) TREND, RSAfE B %2 %£2012
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Android is where the action is

140,000

120,000

100,000

80,000

60,000

40,000

20,000

Q42011 Q12012 Q22012 Q32012 Q42012
PREDICTIONS 900 3,000 11,000 38,000 129,000

0

ACTUAL 1,000 6,000 25,000
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Android Versions Distribution

Version

Codename

Distribution

D Cupcake 3 0.2%
1.6 Donut - 0.5%
2.1 Eclair 7 42%
22 Froyo 8 15.5%
23 - Gingerbread 9 0.3%
232
233- 10 60.3%
L 237 |
3.1 Honeycomb 12 0.5%
3.2 13 1.8%
40- Ice Cream 14 0.1%
40.2 Sandwich
403- 15 15.8%
404
41 Jelly Bean 16 0.8%

Data collected during a 14-day period ending on August 1, 2012

RSACONFERENCE
CHINA2012

Android 3.1

Android 3.2
Android 4.0
Android 4.0.3

Android 4.1
Android 1.5
Androld 1.6
Android 2.1

Android 2.2

Androld 2.3

Source: Google http://developer.android.com/resources/dashboard/platform-versions — as of August1, 2012

¢®) TREND
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Malicious Apps on Legit Marketplace

« Android Market

: =

Catch The Candy 4 Towch Grind ' , PP Batman Arkham City Lockdo
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Malicious Apps on Legit Marketplace

MALWARE BLOG

Threat News and Information Direct from the Experts

Bad Sites  Botnets Data  Exploits Hacked Sites Mac Malware Mobile  Olympics  Social Media Spam  Targeted Attacks  Vulnerabilities

Malware Blog = 17 Bad Mobile Apps Still Up, 700,000+ Downloads So Far

17 Bad Mobile Apps Still Up, 700,000+ Downloads So Far
3

N
o

:53 pm (UTC-7) | by Bob Pan (Mobile Security Engineer) Search our blog:

m EiRecommend 97 W Tweet 76 g +1) 22

We've reported previously that malicious apps were discovered in the official Android app store, which is now
known as Google Play. While those reported apps were removed, more malicious apps have been seen in the
official marketplace and appear to be still victimizing users. This is just one of the important reasons why we feel
that a technology like our Trend Micro Mobile App Reputation is crucial in users’ overall mobile experience and

Emerging

Mobile Threats

security.
In total, we have discovered 17 malicious mobile apps still freely downloadable from Google Play: 10 apps using Trend Micro Fix Tool for Malicious
AirPush to potentially deliver annoying and obtrusive ads to users and 6 apps that contain Plankton malware code. Library File Found on 48 Utility Apps
A Library File in Certain Android Apps
Application Name Package Name Deve?gper Brief Behavior Description Connects to C&C Servers
Sends out GPS location, SMS and Are You Protecting the Data Packets in
Spy Phone PRO+ com.spinXbackup.backupApp Krishan :
call log Your Pocket?
Antonio Connects to C&C server and waits - = .
F LT E i iley ZTE Score M Scores a Backdoor
ey ITE com.antonio.smiley.free Tonev for the command ‘ N
Vulnerability
) ) Antonio Connects to C&C server and waits
FERTEFEAS com.antonio.wardrobe.apps.lite Tonev Ay Beta Version of Spytool App for =
«| - [ »
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Android Spy Apps

Spy Phone PRO+

v:-;r

Zend Setup

J e S cell phone spy software

More from developer

Call Blocker
ko h (B

{ ?‘ SPY.COM e coll PHONE spyware,
&/ coll phone sy software A . COMPLETELY UNDETECTABLE

‘1’

Weiscome
abcecece. (W E33270L)

xer

i 3 Caif History Type | Number & Mesrage Time & Action
Figure 2.
g X g [ ¥ h 05042002 X228
@ Octete selected
L
® GPSH

Figure 3. Screenshot of a web site that tracks devices |
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Takeaways

Consumer mobile
technology is invading the
enterprise and you won't
be able to resist it

Consumer technology is
not as secure as
manageable as required
by the enterprise

No platform is immune
from attack, although
some are safer than
others

#9, TREND.
MICRDO
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Embrace Consumerization

Understand the risk profile
of the various platforms

Deploy new security and
management tools

RSAERR2XS2012






