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 Things I’ve been researching: 
 DevOps 
 Security Intelligence 
 Chaotic Actors 
 Espionage 
 Security Metrics 
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No 



Is it getting better? 

Or do you feel the 
same? 



Will it make it easier 
on you now? 

You got someone to 
blame… 



How would you 
know? 

By which criteria? 
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WHAT 

WHY 
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Performance 

Fungible Assets 

IntellectualProperty & TradeSecrets 

Rights & Civility 

Safety & Human Life 



Dependence 









s/Software/Vulnerability/ 



s/Connected/Exposed/ 



Our challenges are not 
technical… 
but cultural 
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aren’t 
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Faith-based 
Security 

Evidence-
Based 

Security 

Available 
Data 

Drunks & 
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GET A MAP 



0) “Vendors don’t need to be Ahead of the Threat… 

 …just Ahead of the Buyer”  

1) AV Certification Omissions 

2) There is no Perimeter… [nor Santa Claus] 

3) Risk Management Threatens Vendors 

4) Psst… There is more to Risk than Weak Software 

5) Compliance Threatens Security… 

6) Vendor Blind Spots Allowed for Storm++ 

7) Security has grown well past “Do it yourself” 



RUGGED SOFTWARE 



  



Amazon EC2 - IaaS 

Salesforce - SaaS 

Google AppEngine - PaaS 

with Chris Hoff and solo talks 
models by Chris Hoff 
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HDMoore’s Law 
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Espionage 

Organized Crime 

Chaotic Actors 

Casual Attacker 

Auditor/Assessor 

Adversary Classes 

http://blog.cognitivedissidents.com/2011/11/01/intro-to-hdmoores-law/ 
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Control and Chaos 
”World War 3.0” by Michael Joseph Gross 

Vanity Fair - May 2012 



Josh Corman & Jericho 

BruCON 2012 





 Pick one: 
  Make Excuses 
  Make Progress 





Countermeasures Situational Awareness Operational Excellence Defensible Infrastructure 
  



Countermeasures Situational Awareness 

Operational Excellence 

Defensible Infrastructure 
  



Countermeasures 

Situational Awareness 

Operational Excellence 

Defensible Infrastructure 
  



Countermeasures 

Situational Awareness 

Operational Excellence 

Defensible Infrastructure 
  



Knowledge Seeker 
Zombie Killer 



Experimentation 
An untested hypothesis is a wish 



Seeker 



Unreasonable 
Fool 



THANK YOU 
My Collaborators 
My Teammates 



Joshua Corman 
[Knowledge Seeker | Zombie Killer] 

 
Twitter: @joshcorman 
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