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“Big Data” is everywhere!!
And even where we are not expecting it




CLOUD COMPUTING

Not quite what we are told!!
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Identity
Commandments

It brings a major change in scale and new challenges



Deconstructing the Cloud

Four major components
New Perimeter
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Data Centers V_Veb_ Internet Internet
Applications Devices

Always On — Always Up to Date

Building security into in the fabric of cloud computing
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Deconstructing the Cloud
It comes in four flavors

SaaS Private Clouds

Offering more choices and new challenges
@qmwr



Data Center and “Big Data”

Cloud data centers are fractal

Map Assets
Remediate and Data Centers Identify
Report on Vulnerabilities and
Compliance Analyse Network
Traffic

Mitigate
Automating vulnerability management and patching
Continuous real time analysis of logs and traffic
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Web Applications and “Big Data”

Hardening the new perimeter

THOUSANDS Discoverand Catalog ;1 ENTICATED
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Remediate and Web Applications Identify Vulnerabilities
Audit and Analyse Inbound
@ Traffic
CODING/EXPLOITS CORRELATION

Mitigate

Automating WAF rules with real-time correlation
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BYOD and “Big Data”

Taming the onslaught of mobile devices

Identify D
S5y evices SINGLE SECURE

100’s of MILLION SIGN ON
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Remediate BYOD Find Vulnerabilities &
and Comply Configuration Issues

CORPORATE

FRIVACY POLICIES
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Mitigate and Control Access

A new security approach that scales
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Security in the Hybrid IT Clouds

Now “front and center” and a problem of scale
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Compliance  Extended Cloud Enterprise Vulnerabilities

©®

e

Threats

A plethora of enterprise point solutions
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New Security Intelligence Platform

Security and
Compliance Data
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Global Security Infrastructure
Real-time “Big Data” Platform

Threat Intelligence
and Protection
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Security Intelligence
On a global scale

Real-time “Big Data” is a key element of tomorrow’s security
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Together Building Security into
the Fabric of Cloud Computing

cloud
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