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Introduction - Employment

Royal Air Force

RAF Newton, Laarbruch, ASU Wittering, HQP&SS

@ (Germany), HQP&SS (SR), Falklands, Marham, Newton,
399SU, JARIC — working within Investigations, Sigint,
Comint, & Talent Keyhole (TK) Compartments

Logica - BAe

General Motors

Experian

Contracts for various Clients
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Introduction - 2

Worked in both Public and Private Sectors
Military/Intelligence background of 20+ years
Police background — PACE, Investigations
Expert Witness support for Clients

Covert & Overt operations

Commercial Investigations

Originated Forensics Course for NTU
Delivered CSIRT, & First Responder Forensics
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Landscape - CrimeWare Campaign

RSA Warns of New Attacks September 2012
(Tracy Kitten reporting).

Underground CrimeWare Campaign Plan’s ‘Substantial’ Attack!

http://fflec.bankinfosecurity.com/interviews/rsa-warns-new-
attacks-on-banks-1-1681

October 12: Anonymous takes down multiple Swedish
government sites in massive DDoS attack!
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The Onslaught of the Cyber Threat

8 Willlam Hague — September 2012:

“Cybercrime is one of the greatest global and strategic
challenges of our time.”

"It has never been easier to become a cyber criminal.
today, such attacks are crisscrossing the globe from
north to south and east to west - in all directions,

recognising no borders, with all countries in the firing
line."
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Scott McNealy - 1999

In 1999 Scott McNealy (then CEO of Sun) was criticised for
saying:

‘Today, people have less privacy online then ever’
Looking back at past events & predictions

of the future, may one conclude this to be
equally applicable to Security in 20127
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Declaration of CyberWar (CyberConflict)

Unrestricted Warfare: Qiao Liang, Wang Xiangsul
Beijing: PLA Literature & Arts Publishing House, February 1999

"The great masters of warfare techniques during the 21 st
century will be those who employ innovative methods to
recombine various capabilities so as to attain tactical, campaign
& strategic goals’

Yier Tierfude
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Tit-for-Tat of CyberWar/CyberConflict

ran has tightened Cyber Security since impact in 2010
oy Stuxnet Worm, which Tehran believes was planted
oy their arch-adversaries — whoever they

may be?

September 12 - Iran: Attack against infrastructure &
communications companies — forcing limited Internet.

Mehdi Akhavan Behabadi, Secretary of the High Council of
Cyberspace.
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Confusion of Objectives

For laudable reasons, PCI-DSS, and other related Standards
evolved, to drive Governance, Compliance, & Security. They
are tools to provide visibility, and drive to assure the business

IS doing the right thing.

However, there have been [are] occasions where, for example,
security has suffered reduction of resource in order to satisfy a
“Tick-in-the-Box’, Dashboard orientated compensatory controls,
without necessarily interfacing, communicating, or addressing
the sub-technological control(s).
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State of Denial

A state of denial has existed for years:

The Computer Virus posed no threat!
The Computer Worm was not possible!

SPAM was not to be considered as dangerous!

Cell Phone Security was not a security issue! (CSA Report 2012)
Computer Crime was declining!

The computer can’t be used as a weapon!
CyberWar/CyberConflict is a product of imagination!

The National Infrastructure is immune from Compromise!

The good-guys are winning the battle against Cyber Crime/Attacks
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External Actors
Clearly Hackers
Serious-and-Organizﬂed*-*Crime

Drive-by-Hackers

Hacktivists % -

ndividuals &,

State Sponsort;;ictivities

The Collusionist

Industrial Espionage

Cyber Radicals

What do they look like?
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Cloud & Outsourcing
—

Many opportunities, but poor T&C’s
of engagement can, and have
caused exposure to a number of
organisations.

As in the Cuckoos Egg, Third Partie
were the key to unauthorised

Incursion — nothing has really
changed in the last

20 years!

NOTTINGHAM® RSACONFERENCE

TRENT UNIVERSITY EUROPE 2012



The Internal Threat

Threats can arrive in many forms. However, based on some
real-time, real-world observations, one big area of potential
exposure is that of bad security practices and skills within the
area of Operational Security, and at times higher levels of
Security Management where there may be disjoint between
the levels of understanding between soft, to technological
security.

A Journalist friend of mine asked a set of International Hackers
about their high levels of Cyber Skills that they possessed &
used to compromise targets — their response was ‘it is more a
case of the targets insecurity being the point of leverage’
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Real-Time Case History - 1 - DLP

Company ‘A’ - an organisation residing in a very sensitive
commercial business environment, storing high T
volumes of user credentials, & processing multiples
of financial transactions via card & account
transactions — with a history of compromise.

To accommodate protection to their assets they
made considerable investment in DLP.

Testing was conducted, & located 22 exposures, ranging from
promiscuous protocols, privilege management, through to poor
Workstation configurations — this DLP was totally ineffective
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Real-Time Case History - 2 - Trust

In this case we consider the level fs]RvbljiIyEICRIISt With post

& appointments like the CISO. [iNe=E=R\N\el’H e have a set
of events which saw the appointclelegel{zESilelglfall into
dispute with the Executive.

Within hours of a top floor meeting JoV[@®J®L had visited the
local computer outlet, and thengs[ISI\ASCIg-lslMO download
files from the company

AR VN Nel Reeg[ol=liN for the impacted business, as wel
as the Profession in rgElifelgRioN =t g[S R [SVATTN ETalTo Mgl OSt!
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Real-Time Case History - 3 - SAMBA /Cloud

An interesting, long-standing Exposure. NotW|thstand|ng
Company ‘B’ conducted ongoing Pen | o=
Testing over years, it was never S " N
identified that the majority of PCI-DSS '
transactions, data, & other sensitive f
assets were on, and passing over an | "% e
Insecure SAMBA Share!

And it was never appreciated that PCI
assets, & other sensitive data had been
subject to unauthorised migration into an
insecure, unencrypted Cloud, mixed in
with other collocated organisations data!
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Real-Time Case History - 4 - Printers

This organisation invested considerable investment to secure
their Classified Assets, and deployed virtualised 7
systems — wish, no data-assets on the shop .

floor — problem was, they overlooked the |

MFD! —= —

The MFD (Multi Functional Device) — not
just a printer, but a Computer, Print Server,
IP addressable device, along with its Hard
Drive of 300 gb +, and with no Physical
Security — how do they fit in with, say,

a Secured CITRIX Deployment?
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Real-Time Case History - 5 - MetaData

Major branded organisation engaged with massive UK Project, supporting
Commercial, Government, & Public interests, suffering significant exposure
from inadvertent publication of Metadata — notwithstanding they are located
in the security arena, even post awareness, nothing changed, & still suffer

exposure four months on!!

memdﬂmdm Leaking masses of data — Email

et e 2 s s 'W_ addresses, machine information, IP

,wfv{“ o ol e,
TR (n‘FOYmﬂTlOH Pata addresses, Document Paths,

Logon ID and much more.....
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Real-Time Case History - 6 - The Euro MP

Euro MP Compromised.:
Computer
Cell Phone
Environment (Spectrum)
Solution:
Spectrum Analysis
Logical Investigations
Disinformation
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Advanced Threats

Considering the consequence of existing exposures within any
environment, one must consider what the implications of the
advanced threats in the form of Active Persistent Threats (APT)
A subject of discussion by Kaspersky in 2012, & the Advanced
Evasion Techniques (AET), a threat researched by StoneSoft In
2010.

But this is nothing new, as the
Concept has been around
Since VB93 ------------mmmmmmemeo
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What is Classified as an AET?

Under the Research Banner of the NTU School of Computing &
Informatics, researching trends, recent security incursions, & attacks
targeting top brand organisations, it may be inferred that some form of
Advanced threat, like the AET does exist, but it does not have a single
identity, look or feel, or a static-profile, which may be defined as:

‘Mechanisms by which known attack conditions are subjected to an altered
profile, to cloak their recognised signature, or condition from external
and/or internal protective-security devices & applications, in order to
circumvent detection.

In other words, it is feasible that a security device accommodated with the
latest detection signature for a known condition—say, Conficker—may be
considered up-to-date, even though the known malicious condition(s) may
circumvent their protection capabilities.
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Attacks in Action

Having witnessed the concept of evading up-to-date fully patched
Firewalls, the research was conclusive as to the potential threat.
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Exposed Points of Leverage - 1

1 C\Windows\System3Z\wbem\WMIC.exe (L2

Once compromised by an attack MICrOOCNC LI proces5es

processes — Alias not found.

It is a matter of finding out jJuSt NOW TR P

Suystem Idle Process

much the internal users are trusted. EE&»

CSPSS.exXe
wininit .exe
CSPss.exe

winlogon.exe

wmic:root\cli> e

lzm.exe
Isuchust.exe
TrueSuiteService .exe

suchost .exe
suchost .exe
stacsvbd.exe

Ask the System — are you listening:

suchost.exe
suchost .exe
sychost .exe
AESTSr64.exe

Secret ‘ '

Confidential

Client in Confidence

L Wendom: Powerihed

ERORT DESCRIFTIION
Disploys halp abous Windows Puuns

powershell |SEeEs
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Exposed Points of Leverage - 2

The HP Smart Server, a useful piece of technology — use

with a Dynamic URL and here is one useful appliance to
park data.

SharePoint On-Line

Or:
Tonido Plug

“ Mo Waer Teorlmes  Pafer

Office 2 2010 o b
R N4 Sesiias Bl o
= — i n i Include in libi Sh ith

Z | omm SharePo[UBESKiopsnie > indudeinibry = sharewith ~
ER tvnstancun on Tasks A i Favorites Name
G e a /s Recently Changed 1] Sensitive Company IPR
s Typas » Public
M ption Bl Desktop

PogoPlug
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Exposed Points of Leverage - 3

N\
A mass of powerful tools available to track & \D
compromise systems & applications though interfaces
— easy to obtain, and very -
easy to use.

Or obtain them as CaaS —
CrimeWare-as-a-Service.

§id

S4242044411

LTIt

Or deliver to target via
Social Engineering.

And credit to Rik Fergusons excellent Trend Micro Video on the web
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Smart Malware - Duqu!

Malware is becoming smarter, evasive, and targeting.

Remember the DroneBug!

Jumping a ride with classified systems Was this ‘Duqu’
No matter, the security ramifications of any malicious code
In such sensitive environments, where they may monitor
conversations, catch coordinates, or access, what is
referred to as Ephemeris Data is significant to National &
International Security!

NOTTINGHAM®
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Cyber Extortion

Comment: ???7?7?? down most of the afternoon which doesn’t
bode well for Cheltenham. | believe they are under some sort of
Cyber Attack and this is probably an attempt to extort money
from them - probably a DDoS attack.

The reason it hasn’t been publicised, | believe is because it
would cause fear among the clients. An example ........

NOTTINGHAM® RSACONFERENCE
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The CSIRT

GROUP SECURITY
DOCUMENT REGISTE

INCIDENT RESPONSE | | GROUP SECURMTY |

When an incident impacts, no e securyramencrt |2 LTI

matter in what guise it arrives, thisis = s o L/_
not the time to be unprepared, doing “T_

the Headless Chicken Dance. T

..............................

T I ]
EVIDENCE COLLECT
1 INVESTIGATIONS | PHISHING gacouismon [|  Dos/ppbos
H 1 e — —
1) PO I I C I eS EVIDENCE COLLECT
& ACQUISITION ] MALWARE [—T] ABUSIVE IMAGES
2) Procedures | el [
H | USER ACCESS -
3) TO R S ABUSIVE IMAGES v '—| MOBILE DEVICE
4) RU n = B 0 0 kS — LEGISLATION B LEGEND
Standards <> BS25999
ISO 27001 Key Components & Enablers Lt

REG REGISTER
CASE POL POLICY
MANAGEMENT PRO PROCESS
RUN RUN-BOOK

el 5) Case Management Systems

i  6) Reporting

7) End-to-End, Cross Site Ownership
8) Event After Care

SOA ISMS

NOTTINGHAM" RSACONFERENCE

TRENT UNIVERSITY EUROPE 2012



The Pragmatics of Cyber Forensics

With current levels of acknowledged Cyber Crime, & Adversity
It is essential to have First Responder Capabilities to react &
engage with any actual, suspected, or inferred event(s), or
security incident(s).

Operational Underpin:
* Policies

* Process

* Training

* Tools

* Information

« Communications
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Differing Levels of Robustness

Cases will differ, with
some dictating more

procedural, formalised

rigour than others.

NOTTINGHAM®
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/. commission

4 Leads

1. Legal

1. MASTER SALES 2

4. Mon meeting

1. New Folder

1. new xooo world

& 'Fw_ showcase of email software
@j 1 personal sales plans & comm Debbie
&1 1 Roy personal sales plans & comm
S 3yr growth plan-

] 360 Degree Feedback Tool - MKS Man...

& Bex_F1_car

&) Chris XXX visit to XXXXXXX itinerar...

& Detailed marketing budget DS
&) Existing 20056 fwd liability
) Forum Banner_Des 4

_{, Fw_[CM] Re_ Your invitation to the la...
%] Fw_[CM] Re_ Your invitation to the la...

ﬁ install_flash_player
Mlude c d

17/05/2012 16:34
17/05/2012 16:34
17/05/2012 16:34
17/05/2012 16:34
17/05/201216:34
17/05/2012 16:34
17/05/2012 16:34
17/05/201216:35
11/07/2006 16:48
11/07/2006 15:41
05/07/2006 14:12
05/07/2006 07:57
14/08/2006 12:34
3170772006 17:21
28/06/2006 08:31
11/07/2006 07:44
31/05/2006 08:10
17/05/2012 16:35
17/05/2012 16:35
31/05/2006 08:43
17/05/201216:35

File folder
File folder
File folder
File folder
File folder
File folder
File folder

E-mail Message

Microsoft Excel 97...
Microsoft Excel 97...
Microsoft Excel 97...

Microsoft Word 9...

PG File

Microsoft Word 9...
Microsoft Excel 97..,
Microsoft Excel 97...
Shockwave Flash ...

E-mail Message
E-mail Message
Application

E-mail Message

8K
3B KB
47 KB
481 KB
52 KB
1,208 KB
20 KB
39KB
144 KB
28 KB
5K8
2K8B
931 K8
109 KB
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First Responders - FRAT.BAT

T M L‘ » Mater KEY Files » VI‘QHSEargu |
= C:\Windows\system32\cmd.exe . = | ) e

FRAT
NT/RP/UISTA/Win?
Forensic First Respondrer Assessment Tool
For Automated Forensic Acquistion of Network and
Local System Data and Electronic Artifacts
John Walker - SBLTD
Wilsthorpe Road, Breaston, Derhyshire
E-mail: shltd@shltd.onmicrosoft.com

Moh: G788 1625 146
Tel: 6878 3929198
Uersion 3.1 Update — 18 Sep 2612
Mod F - SBLID

Please wait whilst your system is checked

To TERMINATE - PRESS CIRL+C

Press any key to continue .
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FRAT Reporting

Automated generation of reports, written directly you the
USB Path File Edit Format View Help

Folder PATH listing
volume serial number is 0013F8D8 9a66:25CC

I:.
ABAAToOlS
F5
Range from 10 AAAARGS
ACCOUNTS ] £ h ] F
Force user logo ow long after time expires?: Never
to 100+ pages Of Minimum password age (days): 0
Maximum password age (days): 120
C)th th Minimum password length: 8
F) . Length of password history maintained: 10
Lockout threshold: 6
Lockout duration (minutes): 60
Lockout observation window (minutes): 5
Computer role: WORKSTATION

The command completed successfully.

SERVER COMFIGURATION
WORKSTATION CONFIGURATION

Computer name N OO0 4 ]
Full Computer name OO0 A T L 30000000, ulk
User name R AR A,

workstation active on

If you are interested in a copy, just ask
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Cyber Forensics - Documents - 1

Low cost, easy to use tools
. to support teams of varying
— i levels of skill

Fromad soles Frovarmaccny

Fill the progect informaten

Select the folder that is going to be analyzed

You can select a folder or drive where are ail the

Praject same F582002
Progct cate ET/A02002 10343)

Project actes Frrsrtatind

L » dost |
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Cyber Forensics - Documents - 2

MetaData can be a rich discovery in any
Investigation.

. ForensmFOCA - Wiza “5-" 2 ‘:

SI rECA

Optiens ormation

File hash used: C:\Users\SBLTDHP\Desktop\Desktop\JW\infosec Feb 2

150.61 K8
baad72aab7edlc5acb7c36d5b2ccdbed

Attribute Value

[==] Number37 Size:2137MB

[ ‘ jpg . ( 6 | Users (Extracted from)
Number: 35 Size: 97.9 M8 John Walker LastModifiedBy
It ¢ ﬂa: pdf john Creator
I b £ Number49  Size: 7613 MB B
can aso be a (L) e s sze3iesMe Z D'a'ez t 23/01/2012 09:19:00
Number: ize: 33. reation date L3 g
great asset for | e - 230201208190
Number: 2 Size: 66.5 K8

any attacker o g S o

Microsoft Office

Who ”lay be £ Users found s — - ,
[ Folders found |~ EXIF in picture: image2.jpg

(£ Printers found Exif Makernote

‘Footprinting’a| Sswwecens

Emails found
£ Operating Systems found

tar g et " Passwords found (A Other Metadata

Servers found Company -l
Revisions 2

“4

Added 157 files, 217 inspected
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Process Exploration

Immediate Visibility of System |
]
_ 16Ge
Summary |:p|.| | memory | 1o | ® ‘il :::::"'m T ::"" w0 o
cPU AL Peged Wiy o e n
10%0%  Toged Lent 0 vl M;:;-mwm Lif‘_’
Bocroirdlll Borchoner A ::-du 385404
W% Mrosgedlme o pymboh ity 0 p
. * Srorey 1 “w
7H9% L o '::\:“m 300 :‘r:: g
Syatem Commit T PageRewd Deits 0 o :
»ak worg Mie Wit Dette 0 P L a1,173
W MuedFlemDeta 0 ey & FTs
i Py 7 1209
16GB I
Physical Memory
]—- .
1.6GE ||  Process find Users Help
0 ERr T I
PO CRU Privaiz Bites Working Set Descicion Company Name
l l.h 1838 212K 31%K
0 i - ¥ i i b B2K 146K
& 2 184K L3K
i nceses 8 27K £532K
= 1 PerSenwzae 2% 04EK B5%K
- @ FrerlCietze 5% 214K 1544 X PretonCient WFC Appicaion
Behaviours D | o s
1 SAVgmnSenice s 240 3K LUK
T MenagemeriigeniiTee | 250 BBk 532K
Resource D S

Malware Activity etc
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DNS Tracing

ADNSstuff  |nvestigations involving remote site activity will

o ——— require Triage to follow-up
discoveries — DNSstuff is a quick &

- By - easy tool to use.
S T o B & [

Mwdn) Tnde
|||||||| L Neen luabans |t : (T8 ST RS pe— y Status Test Name Intormation
(Dt hwnd o g W0 ety R R T T >
Pt mnar b P g e [ PR —— " Fmert 2vw ssnty anf rowties WS rernmty TRy & good OCINSe TR SUTHT UsEafy THT 17 DtS e SaTnaTs seth W
~- -~ .- Crargie o G 4 sud Dave & Seect Sevmdt 2one This ) g Muf <an cause sorfionse The N5 Qecasts seovaiert e marsesereer
o e Atmens | TT)
-
) :“ Eaient 2o grovdes KT
sl sase-we -
. i ACAS seroty Bnl. suieit ™= -
RV e — Sl nane-w S ]
Sotm= — e ¥ anve 4 mame-w - eo= ‘
L __ L € vame-g . m 5
— -— e e
At 2 (LA mesten § rummmmeverty of st 1) Sl S (e § NS suesecty ennt (SFL TR sesten J £ ety Sl
tovw e moce PN T Tha meets Be FEC mavnar squesrmety St @ Daty Rar e (D00 Wi Bt 107 Jman Wi e
% < o Be marier of agmesersart A [ger mumber of saneservers retece Be ad On aerk W wene Dey S be Somng @ @fen
S - - e T Y| M L e ey e e - 2 waghe Jemt o \edwre The Ratods prnited toe
Pooe v e htt e o & s S . —— - P o Sk come 4 O e [roee)
. 2 BB e o ramenenen 2 sate-sarvices = | 38 mzas
&3l sase-sarr = L f2%al
S ) ase-4uy = 0 I~
=3l Taze serTiTes == post
=yl sase serTites == =21
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Agile Secure X-Platform Communications

;‘*'.':vir; I Message Insert Options Format Text Review
Agile, off LAN, Secure, & % 0. [~ AK

Encrypt Options Paste g B I U aby A
cross platform forms "ot
Of Communlcatlons are . Select the email address whose key will be

=1 used h& encrypt the ZixMail message, and
I w . Z. s.
at times a must have. | = o

Email address:

Here, a cost effective " B
SOlUtiOﬂ prOViSiOHEd by John V R ||
Zixmail. Memb

[~ Request a Receipt
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Case Management

It is essential to maintain an in-flow, and post event Case
Management System.

Calendar
Tasks

Discussions

Team Discussion

Site Content
4[5 CSIRT

[ AET

[0 Cloud

o o

[0 Access Vilo:

[d Case Histor

4 cell Phones

[d CSIRT Form

A

|

[ Type

()

[ G G O O N Y A Y Y

Name

Access Viloations
AET

Case History
Cell Phones
Cloud

CSIRT Forms
Cyber Extortion
Do5

Images
Investigation-Artifacts
Malware

OoB Service

Tools

Modified

4/1/2012 1:02 AM
5/31/2012 8:38 AM
10/8/2012 1:43 AM
4/4/2012 4:03 AM
12/22/2011 3:00 AM
4/1/2012 1:01 AM
4/1/2012 1:01 AM
12/22/2011 3:00 AM
4/1/2012 10:13 AM
4/1/2012 1:02 AM
12/22/2011 3:00 AM
4/2/2012 7:23 AM
4/3/2012 1:39 AM

Buy one, or build it based on an owned application — Here my SharePoint.
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Conclusions - ‘Homogenous Security’

* The current level of threat is high, and in fact are growing!

* The vectors of threat should be anticipated to increase —
after all, they are on a roll!

« Baroness Pauline Neville-Jones is correct — we MUST get
smarter!

We need joined up thinking, enhanced levels of Skill, &
Cyber Security Awareness, and a joined up one-stop-shop of:

Homogenous Security
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Thank You
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