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Who is Dancho Danchev?

. Internationally recognized cybercrime researcher
- http://ddanchev.blogspot.com

Security Blogger at CBS Interactive's ZDNet.com
- http://zdnet.com/blog/security

. Security Blogger at Webroot Inc.
- http://blog.webroot.com
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What you will learn after this
presentation?

. The difference between Cyber Jihad and
Cyberterrorism

. The top 5 most popular Cyberterrorism myths
. Just how easy Is it to become a Cyber Jihadist
. The current state of the Cyber Jihadist threat

. The hacking tools and tactics used by Cyber
Jihadists to support their cyber operations
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What you will learn after this
presentation?

. Real life cases of Cyber Jihadist cyber operations
In action

. Case study on the Global Islamic Media Front's
(GIMF) cyber operations

. Are Cyber Jihadist's OPSEC (operational
security) aware?

. The Intelligence Community's response
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Presentation Outline

. Cyber Jihad VS Cyberterrorism — the basics
. Introduction to Cyber Jihad
. The current state of the Cyber Jihad threat

. The hacking tools and tactics used by Cyber
Jihadists to support cyber operations

. Real life cases of Cyber Jihadists' cyber
operations in action
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Presentation Outline

. Case study on the Global Islamic Media Front's
(GIMF) cyber operations
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Cyber Jihad VS Cyberterrorism

. Introduction to Cyber Jihad

- Propaganda/PSYOPS (psychological
operations

- Potential target research

- Fund raising

- Recruitment/Radicalization/Training
- 24/7/365 access to the Grid
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Cyber Jihad VS Cyberterrorism
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Cyber Jihad VS Cyberterrorism

Your IP is 213.
Your Country is:

Remote IP Tracker™

Sk yedi e VA |
S S

ForMylP.com™

Qurck and easy way to find your IP address.

\

RSACONFERENCE =~ =—

EUROPE 2012



Cyber Jihad VS Cyberterrorism

Table 1 Terrorist Uses of the Net

Author(s)

Furnell & Wairren
(1999}

Cohen {2002}

Thomas (2003

Weimann  2004a)

{/ses

-Propaganda
& Publicity

- Fundraising

- Information
Dissemination

- Secure
Communications

- Planning

- Finance

- Coordination
& Operations

- Political
Action

- Propaganda

- Profiling

- Propaganda

- Anonymous/Covert
Communication

- Generating
“Cyberfear”

- Finance

- Command &
Control

- Mobilisation &
Recruttment

- Information
Gathering

- Mitigation of Risk

- Thefi/Mantpulation
of Data

- Offensive Use

- Misinformation

- Psychological
Warfare

- Publicity &
Propaganda

- Data Mining

- Fundeaising

- Recruitment &
Mobilisation

- Networking

- Sharing
Information

- Planning &
Coordination
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Cyber Jihad VS Cyberterrorism

Frequency of "cyberterrorism" articles

n
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Cyber Jihad VS Cyberterrorism

GO Ugle Trends  [eyberterrorism [ Search Trends |

Tip: Use commas to compare multiple search terms

Searches Websites

- Scale is based on the average worldwide traffic of cyber terrorism in all years. Learn more
- An improvement to our geographical assignment was applied retroactively from 1/1/2011. Learn more

cyber terrorism 1.00

Search Volume index Google Trends

7.50 F

5.00

2.50 2

O v 0 [T - | |

2004 } 2005 I 2006 2007 2008 2009 2011 ' 2012

[ 1 I I

News referenhce valume

i
L PN VPR W | S - WMM L
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Cyber Jihad VS Cyberterrorism

. Cyclical news pattern also known as “the cycle of
paranoia”

~ear mongering PR campaigns by major
TSecurity vendors

~ear, Uncertainty and Doubt (FUD) proliferates

. Cyber jihad silently emerged under the umbrella
of cyberterrorism
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Overview of Cyber Jihadists' Literature

. The Technical Mujahid Magazine
. Cyber Jihadist's Encyclopedia

. Mujahideen Harvest Magazine

. INSPIRE Magazine
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The Technical Mujahid Magazine
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The Technical Mujahid Magazine
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The Technical Mujahid Magazine
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The Technical Mujahid Magazine
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Cyber Jihadist's Encyclopedia

Aol |lié&ic'quqnll
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INSPIRE Magazine

MAY OUR SOUICIEEE S IS RO ROV O UL
. D ETAVKEIEAN WA RFATERAW DA KT

EXCLUSIVE TN TSIV |
SHAYKH ABU BASIE

MAKE A BOMB IN TH
YOUR MOM
ITHE ACLCHESF

ASRAR AL-MUJAHIDEEN 101
TERRORNST

I'ME WEST SHOULD BAN THE NIOQAH
COVERING ITS REAL FACH
YAHYA |BRAHIM

WHAT TO EXPECT IN JIMAD | 6 CALLS OF AL-ANFAL | JIHADI EXI'E NCES
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Famous Cyber Jihadist Cases

. Irhabi007- caught and prosecuted
. Jihad Jane — caught and prosecuted
. GIMF members — caught and prosecuted
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Cyber Jihadists' Hacking Teams

. Osama Bin Laden's Hacking Crew
. Ansar-AL-Jihad Hackers Team

. HaCKErS aL AnSaR

. The Designer — Islamic HaCKEr

. Alansar Fantom
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Cyber Jihadists' Hacking Teams

HaCKErS al-AnSaR

S sl jladl ; )sub %ﬂ“
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Cyber Jihadists' Hacking Teams

The site
Hacked by

~xO§Or~
The Designer-Islamic HaCKEr
~xO§Or~

o Maw VI powco)l vEO§OR~
~xO§OR~
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Real life Cyber Jihadist Cyber Operations

. Al-Jinan's Electronic Jihad DoS Campaign

. Distribution of anti-infidel DIY Denial of Service
Tools

. Muslims United Cyber DoS Campaign
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Real life Cyber Jihadist Cyber Operations
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Real life Cyber Jihadist Cyber Operations

free web hosting | free website | laptop computers | shopping can | php hesting

There are a lot of ATM there

About Virtual Jihad

Yirtual Jihad
Yersion 1.3.0.0

Copyright © Virtual Jihad 2010

alints Lge alll Loy illy eipsSIV slgadl slgall Jhadd 50,8 od Gertlnall Lo #ls il clangll gilic ean

EVilluaIJihad DDoS application. Contact us to
| contribute your efforsts info@Virtuallihad.com

~
-:':I' anmgll amais L“:::"" P asgadl o
ghill <
e | 5o
dams [Pe3= :,l'.sl...l asla) );.;J ; w’.‘w wwew.gov.Il 1
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Real life Cyber Jihadist Cyber Operations

Yirtual Jihad Clutput

hittp; /2w, Lacebook, comm v Total attacks generated: 204

Engine ver 1.5

Minimize to oy

[¥] Thiz website blocked in your couritiy

) Use Statio Proxy €2 Use Dynamio Proxies

Proxy: 220.240,3.202:60 v

Lond Gustom proxies lis)

Altacks por cycle " o |
Warninge

Please wait...

After 10 seconds application will perform next attack cyole

T'ou Gan pause the application to changs parameters lor

nest altach cycle

Uptiong

Response recieved: 0
[t | [ _Pae | [ Execute Allack cycles complatad 4
Chack lor Updates About Vitual Jibad
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Case study on GIMF

. First spotted in 2006 — released the “Night of
Bush Capturing

. Releases the “Mujahideen Secrets Encryption
Tool”

. Used primarily WordPress.com for hosting
. Relied on Archive.org for video hosting
. Abuse campaign to expose their social network
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Case study on GIMF

Global Islamic Media Fromt

-
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Case study on GIMF

q @WORDPRESS

This blog has been archived or
suspended for a violation of our Terms
of Service.

Welcome

to
the Gilobal Islamic Media Front’ s
website You can create your own free blog on WordPress.com.
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Case study on GIMF

Patron Info | About 1A

Soarch: crestor Global Wl Meda Fr | A8 Medm Types E}o e Sea Anoaymoan Uees

Search Results

Results: | trough 30 o130 (0005 sacs)
You searched for: crastor Clabel hlame Neda Front”

@ el st Soe it - Global Istamic Media Front a
gl docnfl dpaitny dgpal ([ Falt i 5 ) pm 1 e 1 e GilOD] TslOmic Medin FIODE - oaindd e Lo ium of g4 g3 =30 LIS Y s o lb o g G L
Keywords: $o) aas 9 Ldad bt b ) !
Downloads: 2 015

Q) ey S 1)y o g by e | o - izl 3 | - Global Islamic Media Front
Section of wdeo production. report: [a martyrdom operation aganst the headguariers of the Ministry of Culture and Information i Kabul] The name of God the Mercitul Global
Istamic Medla Fromt Depatment of Visual ~ Submut - A manyrdom operation agamst the headguarters of the Ministry of Cultre and information in the poppet government| Cable
This publication pressmts for the very movemant of the Taliban, who claim that their illagal. and illustrates the extent of comuption, which is publi

Keywords: b 0. S it gy et die phas od pm padld el VoY e o) The s oo loag, the bag islumec Party the woice of lalam Mugshideen Jihad, and

P e

Average rsting: 0 review)

Jihad Hidden Cameu Blooay Cnmedy nl Arren:an Sdﬁ-eu " Iraq A cumedy made on the Sghting styes of Amencan soldiers in Irag

Keywords; Jihad Hddan Camara - Bioody Comady of Amancan Soldiars in raq
Dowmloads: 6 816
Average (ating: FARR (5 revews)
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Case study on GIMF

GIMF Software | 1%
MOJAHEDEEN SECRETS

w itin 22 nnlll
)nhnunnn! g

Yersion 1.0

Anti-Symmectric RSA Keys

| User ID |€ey 1D | Length | Creation Py

\ Encrypt o Pub/Friv | yalgedl yodll i SC94B3FA 2048 04/11/2006

‘———'——R.;' ——— ¥ Pu @okasdl ol o 5D376133 2048  09/11/2006
Dacrypt ¥ Pun PRSI RVIPOR 020013CD 2048 09411/2006 |
\———) 31520 aou 5ii 49509205 |204 08/11/2005 (9
File Shredder } Recplent ID Recipient User ID .
L KeyID [436DI20F  UserID [@of sl wao 51 & Clear |

Keys Manager ’

- ; | Symmetric Clphel Algonthm Stealthy Cipher 1.~

| Dptions } i !Flundael with 256 bif key [AES) _'__ . v Activate Stealthy Cipher %l

s 2 Select File to Encrypt

ou | |
\__) lD.\DUcumcnls and Setings\D esktophGIMF_aASRAR_PGP.bmp & Select.. |
| E xit ’ I Wipe Out Original File [Permenent file deletion ior incraased security)

Select File to Decrypt
I > Select.. |
|

|Compressicn: 1785.2% QCipher: Mars, Key size: 256

At e AN At B A Y e ) o e ) el gl e S A ] e
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Case study on GIMF

#—Beqin GIMF ASRAR EI Moujahedeen 1.0 Public Key 2048 bit-—
pyHAVSRbPuhWmwieX+Kir KSIHBINCI1sKNBCQTbYZRIKEnGkOhc GXWhJ
U7QpiWLsaR6.+1s0Se8J52J5h50PCrav2+K54000MMwiBudJSLpWm20l0Ty
HOVYNXSXiOMpohzc+ pWOWMNDdaSKW110yXc+kd3ybF RIHXNXNUKPWDCH
IXPLSENAVY BvJVUBWNAVATNTIOd2v2uTMJcNo3IGRAMYDAOWYBbm+ GZ
aL+61gX2Lv52gg9X8F xleveG+£St8sThHGWOWOWNGPSimvMGOZ1Gaht
eVWmEKATKQXCW3Wmib0I44LiYxXCEq/JaQostMPUXd4 VT QLOBITYKSNy
910BgAm*mbNJjK3Iko+mIADOMMIO+ IniPA18/E2qbi+8EZ\brigmpBy2Jd
mmBCNTGX1PDLAGhPIbTDn2L2WaghBT134Y X1 ESXp/QXVTeKabdpBKCahw
82dDPcoLQzUbHswRtBKcUSVIHUICZ9Ds80HhQQVizzXzCUTr 1 ApAVSIEUT4cU
RAKCmaSbM2h1iGuSbastLidUnigoxPGaTKifvMa==

#—-End GIMF ASRAR EI Moujahedeen 1.0 Public Key 2048 bit—

Ekhlaas Network

MOJAHEDEEN SECRETS

O

Encrypt File ? :
Decrypt File

Sign / Verify g ’

\ Messaging ’

Keys Manager )

. File Shieddor )

\ Prelorences )

About )>

Anti-Symmetiic Kéyt

Typa | Lsar 1D |Key 1D [Lenath | Cisation | ~
Pub 1EBEBRAC 2048 01/12/2007
¥ Pub DFBDEE74 2048 OB/12/2007
TE Pub/Priv 64B21612 2048 06712/2007 |
T Pub OEA08966 2048 2071272007 -
Remote User IP;ﬁi; k:yl Key ID
& | [DE 408566 & Clear Key
P Local User (Private Key) Key ID
L | |BaB21612 &7 Clear Key
Sy tric Cipher Alg ith Stealthy Cipher

| Riindasl with 256 bit key (AES) -] ‘ ¥ Activate Stealthy Cipher

Select File to Encrypt | Select File to Decigpt | File Encoding and Deco 4| »|

Path: IC:\Documente and Settings\Dwner\Desktop\Work\
I Shred Dut Driginal File,

E Select.. P
I Sign Encrypted File,

.

l]Compmcilan: 79, 7% \Clphar: RCE, Kay glen: 256
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Case study on GIMF

Digital Signature
Remote User (Public Key): =sr——=m—=rnr Key ID: ==rr= 7 | ‘ ‘
Local User (Private Key): .r!b‘ll il 3,0 Key ID: == srs __l » A
Message to be Signed ] Signed Message | Received Signed Message | RMSG Digital Signature | Sign and Verify Files |
& Clear l & Load... Passphrase: I""""*""" ¥ Mask & Sign 1
aesoll oo )l Al wsy
il oo s Gpassell Al Sl 13136) Sl & sall owl, gl 2198 1 585 5 GmdeBell 89LE 5ol 4l el

m]{',s.uﬁb ,s‘_,.a.... | ayads 5)} edlas JU5 aaslel ¢ Guton i dumuas

1215 551 sall Sl p o b 3ol 35 g 63l o T 3 Sl p 35 30l L (ol bl LS Hna U g B g0 e 0
S 138 pading LS S ¢ pund |yl Jall o o awso LS 93 @b@wm»uwﬁmbo_ﬂsw
) Lot JolSIL 58 o)l G () il (g0 1 4] o,a.u«.,J,dl Bl AT ol SlsalBell Sl s ikl 2l Lot
55T s dhall g demdl Ay ol adhus Sudihell 8 oauyl

ool g s sl g S50l dlg . ST Al

aladl gl Sloge

eyl JLAﬂ-ll q.bl-o:-
142850l 23/7

1741242007

[adodll Sl e L] Gl b

v (23 3 52l 58 5] 2 Hoeanoll

? Help ] [ ‘ XK Close

Secure M

Remote User [Public Key): Key ID: 5D376133 '? ‘ ‘
Local User [Private Key): Key ID: F64F974E _ﬁ.l | «
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Case study on GIMF
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Top 5 Most Popular Cyberterrorism Myths

. Cyberterrorists actively plot to take down the Grid
. Cyberterrorists exclusively use steganography

. Cyberterrorists poses sophisticated hacking skills
. Cyberterrorists use bullet-proof hosting services

. Cyberterrorists have access to good
programmers with software engineering degrees
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The Intelligence Community's Response

. Censor the online communities
Disrupt the online communities

Infiltrate the online communities to gather
intelligence

. Conflict of interest proliferates among
International partners

. The rise of govware, or gov-sponsored malware
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How can your organization mitigate the
risk?

. Consider Cyber Jihad as a threat to the CIA —
Confidentiality, Integrity and Availability of
iInformation

. Compliance with industry standards
. Employ “knowledge workers”

. Active law enforcement cooperation when
necessary
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Thank you for your time and attention!

Dancho Danchev
Email:

http://twitter.com/danchodanchev
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