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WHAT ARE THE RISKS
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Smartphone owners, it's you versus bad guys and nosy apps. Follow these 10 tips to keep your data
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SECURING THE SDLC

|dentify

Priorities
1. Vulnerabilities
2. Capabilities

3. Malware

Remediate
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MOVING INTO THE ENTERPRISE

1. Malware

3. Vulnerabilities
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Accessibility
Rating

Confidentiality
Rating

~

Can Data be
Modified

Is Data Always
Accessible

Disclosure of
Secrets

Exfiltration of
Sensitive Data
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MOBILE CROSSROADS

Do you trust the security of your mobile device...

3 % FEAR  3m

Have yet to make up their minds
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THREAT LANDSCAPE
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THE MOBILE THREAT LANDSCAPE

o

Application
b———> -
Behaviors
Mobile
Malware

Vulnerabilities
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MOBILE NETWORKS

Decentralized
Interconnected
Mobile

Quick Content
Retrieval

Decentralized

Interconnected
Mobile
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Android Malware by Quarter !
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\
) MALWARE TIMELINE

July August September October November

I'l ;

Early to Malware Wave Exponential
the Game Begins Growth
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Android Most Targeted (65%)

iOS Absent (<1%)
WHY
ﬁ e Closed Technology

* Harder to Reverse Engineer
79% 1% » Stronger OS Security
* Better App Store Security
* No Fragmentation Issue

= Android
u J2ME
® Symbian

@ Windows Mobile

Distribution of Mobile Threats by Platform 2011
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/Repackaging \ /Update \

o e Choose popular app e Similar to repackaging o
O * Disassemble * Does not add full o
payload

e Add malicious payloads

e Re-assemble ¢ Adds small downloader
 Submit new app to e Payload downloaded at
public market runtime

. AN /
/Drive-By \ Gcandalone \

e Entice users to e Commercial spyware
download malware * Non functional fake
0 e Distributed via apps (Fake Netflix) O
< 1 /o malicious websites e Functional Trojan code 1 4 /O
* May or may not  Apps with root exploits
contain a browser

\exploit \ /

J
N
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/Privilege Escalation \

 Attempts root exploits

*Small number of platform
vulnerabilities

*May use more than one
exploit for attack

*Advanced obfuscation
seen in the wild

. /
/Financial Charges \

*Premium rate SMS

*Both hard-coded and
runtime updated numbers

*Employ SMS filtering

/Remote Control \

*Similar to PC bots
*Most use HTTP based
web traffic as C&C

*Advanced C&C models
translating from PC world

\ /
mformation Collection\

*Harvests personal
information and data

*User accounts
*GPS location
*SMS and emails
*Phone call tapping
*Ad Libraries

- /

. /

45%

PHONE
NUMBER
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APPLICATION BEHAVIORS

Previous Code Web Sources
YOUR CODE
Binary 3" Party Source 3" Party
Libraries Libraries
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CASE STUDIES‘ ,

PANDORA
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VULNERABILITIES ¢——

* Sensitive data leakage
(inadvertent or side channel)

* Unsafe sensitive data storage

 Unsafe sensitive data
transmission

* Hardcoded password/keys
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VULNERABILITIES ¢——————

* Layered APls on common
languages

* Blackberry and Android
use Java as a base

* Non-issue for Objective-C
(i's own language)
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MOBILE ECOSYSTEM
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THE MOBILE ECOSYSTEM

y

UINNRN) ||

RSACONFERENCE
EUROPE 2012



MDM VENDORS

Patiem Name:

Addregs: \

ENTERPRISE CONTROL P

WHAT THEY PROVIDE

Device Enrollment and Management
Security Management

Device Configuration

Device Monitoring

Software Management

SECURITY COMPONENTS
Passcode Enforcement
Encryption
Feature Restriction
Compliance
Locate and Wipe
Certificate Management
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MOBILE ANTl-VlRUﬂ |

Patien; Name:

Addes; \
\D

ate:

\

OLD METHODS REHASHE

WHAT THEY PROVIDE

Quarantine and Eradicate
Malware

Signature Based Analysis

SECURITY COMPONENTS

Cloud Analysis

Spam Filtering

Email Attachment Scanning
Data Backup
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APPLICATION MARKETS

THE DISTRIBUTOR

WHAT THEY PROVIDE

Marketplace for Applications
User Ratings
Application Updates

SECURITY COMPONENTS
Application Approval Process
Android Bouncer
IOS Scanning
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DEVELOPERS :

THE SOURCE

WHAT THEY PROVIDE

Enterprise Application
Development

Consumer Application
Development

Cross-platform Expertise

SECURITY COMPONENTS

Variable on Developer
Capabilities

RSACONFERENCE
EUROPE 2012



THE FIX
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THE FIxX

BEHAVIORAL ANALYSIS

VULNERABILITY ANALYSIS
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STATIC BEHAVIORAL ANALYSIS

FEATURES AND PERMISSIONS

Data Sources Data Sinks Mapping

Location Data « HTTP Requests

Contacts * Outbound SMS = + Trace Sources to
Email *  Outbound Emaill = SIS

SMS Data =+ DNS Requests « Application “Intent”

SQL Access = + TCP * Permission

File System - UDP Mapping

Photos * Vulnerable Code * Human Intelligence
Phone ID Values

CODE FLOW DATA FLOW
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Example Data Gathered

Sandboxed Emulator » Network Traffic
Instrumented Fuzzy Logic Inputs -+ CPU Utilization
Tracked Outputs | =+ Memory Footprint

Tracked System State ‘ _, Mapping Screen to Functionality

HUM CALLS PER SYSTEM CALL

N ioctl
W recv
B write
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MALWARE DETECTION

Static
Analysis

N EW Dynamic
I Analysis
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VULNERABILITY ANALYSIS

Environmental
Flaws

Application
Flaws

Vulnerability Facts

Application Size (431kb)

Modules Per Application 4
Vulnerabilities Per grvlng

Flaws 280 Severe Flaws 130
% Daily Value*

Unsafe Storage 61 22%
Buffer Overflows 126 45%
Data Exfiltration 50 18%
XSS 8 3%
SQL Injection 25 9%
Blind SQLi 0 0%
Error Based 25 9%

Proper Storage of Data 42%

Input Validation 29% Safe File Writes 80%
* Percent Daidly Values are based on a 2,000 calorie diet
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STRATEGIC CONTROL POINTS

g Application Markets
Enterprise Developers

g MDM Consumer Developers
R Outsourced Developers
U Anti-Virus COTS Developers
... Developers

U Enterprise
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ENTERPRISE FIXES

PoLiICcy

TECHNICAL
CONTROLS
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THE ROAD AHEAD
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SOURCES

@TXS

TSHIELDS@VERACODE.COM

http://www.juniper.net/us/en/local/pdf/additional-resources/7 1001 55-en.pdf
http://countermeasures.trendmicro.eu/wp-content/uploads/2012/02/History-of-Mobile-Malware.pdf
http://www.cs.berkeley.edu/~afelt/felt-mobilemalware-spsm.pdf
http://www.securelist.com/en/analysis/204792222/Mobile_Malware_Evolution_Part_5

http://www.csc.ncsu.edu/faculty/jiang/pubs/ OAKLAND I 2.pdf

http://www.fiercemobilecontent.com/story/apples-new-ios-6-adds-deep-facebook-integration-dumps-google-
maps/2012-06-1 |

http://www.net-security.org/secworld.php?id=13050
http://www.trailofbits.com/resources/mobile_eip_2.pdf

http://www.net-security.org/secworld.php?id=12418

And More.... Contact me if you need something specific | may have left out...
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