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Talk Contents

= Objective

= Share some thoughts on what a good model for a
cyber intelligence team should look like in the private

sector
= Lessons learnt over the past years
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Talk Contents

Objective

Share some thoughts on what a good model for a
cyber intelligence team should look like in the private

sector
Lessons learnt over the past years
Contents
The socio-technical approach to intelligence team
design

The growth of the influence of the intelligence team
within the wider business context

Some points to consider — legal and reporting points
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What is a Socio-technical system?

“an approach to complex organizational work
design that recognizes the interaction
between people, information

and technology in workplaces”
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Capability
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Capability
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= “Who should staff this theoretical team them?”
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Counter Insurgency (COIN)

Battle for hearts and minds

THE U.S. ARMY = MARINE CORPS
Counterinsurgency
Field Manual

Human Terrain Analysis

GENERAL DAVID M. PETRAEUS . LY. GENERAL JAMES F. AMOS
LY. COLONEL JOHN A. NAGL
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Title Start Date Replies Views Last Message |
[Oct 13, 2012] Chicago Scientology protest for October (Chicago, USA) Replies: i Joe's Body Thetans
Strong Strength, Views: 628 Yesterday at 11:21 PM
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It took 4.2 Minutes for your latest crap to be domed. Wonder how long this thread will take?

Betting windows are open!

Ancoymous, Sep 26, 2012 #1 Reply

People are people? What about clones?

Mutante, Sep 26, 2012 #4 Reply
o Like = 1 List

Bud said: t
Speaking for onesalf is hard these days.

It's much agsier fo gef one's thowght through some demotivator that seems fo be appropriate. af this
fime.

(OFF iz the general direction in which I'd like vou to fuck, Scientalogist.

How's that for & non-demaotivational demotivational ?
Fucknut.

Anonymous, Sep 26, 2012 5 Reply

Yall nigeaz postin’ in & TROLL thread

LOL

T — Copy S8 5
Anonymous, Sep 26, 24

012 £6 Reply

Anonymous said: t
Y'all niggaz postin’ in a FREES future Dome thread

Tiyr




OpInfoStorm: Help us translate Anon and WWP flyers into Spanish!

Discussion in "Production Studio’ started by LastOneStanding, Aug 30, 2011.

. Most of the graphic content related to Anonymous is written in English. It's time to join forces and help make the
; :' Spanish forum as formidable as the English one. Lets put our designs in this thread, do some critical work to
Nig improve them and build a collection of graphic materials of high quality advertising, as only Anonymous can do it!

You 'lﬁl\'ﬂ IF you need help with translations feel free to PM me or silly433.

LastOneStanding ~ We appreciate your halp
Member

LastOneStanding, Aug 30, 2011 #1 Reply

Ancnymou Synapse and Nishimori like this,




OpInfoStorm: Help us translate Anon and WWP flyers into Spanish!

Discussion in "Production Studio’ started by LastOneStanding, Aug 30, 2011.

s 31
4

&
I'. Fri .
Yip

| YoulEwLY |

LastOneStanding

Member

Most of the graphic content related to Anonymous is written in English. It's time to join forces and help make the
Spanish forum as formidable as the English one. Lets put our designs in this thread, do some critical work to
improve them and build a collection of graphic materials of high quality advertising, as only Anonymous can do it!

IF you need help with translations feel free to PM me or silly433.

We appreciate your halp

tastOmeStanding Avg 36,26 #1 Reply

Ancnymou Synapse and Nishimori like this,
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How many possible connections can be made within this
group?




Clustering Coefficient

N * (N -1)/2




25 * (25 - 1)/ 2 = 300




However...consider this

John P. Reed

the utility of large networks, particularly social
networks, can scale exponentially with the size
of the network.
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Levels of Intelligence product
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Levels of Intelligence product

Critical Intelligence

-®

“Mr President the missiles are in flight!”
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Levels of Intelligence product

Critical Intelligence

Significant Intelligence

“Iran may be developing a nuclear
weapons capability ”
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Levels of Intelligence product

Critical Intelligence

Significant Intelligence

Contextual Intelligence

“Country X’s long term political goals
could bring us into conflict with them in
the next 20 years”

0 VERISIGN® iDefense”



Levels of Intelligence product

Critical Intelligence

-

Significant Intelligence

Contextual Intelligence
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Change In Behavior Within The Decision Maker

Critical Intelligence

Significant Intelligence

Contextual Intelligence
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Direct Levels of Intelligence Team Effort
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Technical Automaton VS Human Talent
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“Why are we even discussing an intelligence
capability in the first place?”
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“Why are we even discussing an intelligence
capability in the first place?”
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“Why are we even discussing an intelligence
capability in the first place?”
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“Why are we even discussing an intelligence
capability in the first place?”

“Is Cyber Threat posing a greater threat than it
was 10 years ago?”
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“Why are we even discussing an intelligence
capability in the first place?”

= “Is Cyber Threat posing a greater threat than it
was 10 years ago?”

Contextual Change
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“Why are we even discussing an intelligence
capability in the first place?”

= “Is Cyber Threat posing a greater threat than it
was 10 years ago?”

= YES
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“Why are we even discussing an intelligence
capability in the first place?”

= “Is Cyber Threat posing a greater threat than it
was 10 years ago?”

= YES
= BUT
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“Why are we even discussing an intelligence
capability in the first place?”

= “Is Cyber Threat posing a greater threat than it
was 10 years ago?”

= YES

= BUT

= Due to the contextual change of the importance of
cyber space to Western Society
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Effect on the intelligence team within the wider
business context

0 VERISIGN® iDefense”



Effect on the intelligence team within the wider
business context

A Corps — Circa 1990




Effect on the intelligence team within the wider
business context

A Corps — Circa 1990
Physical Securit



Effect on the intelligence team within the wider
business context

A Corps — Circa 1990

Intelligence Team

Physical Securit




Effect on the intelligence team within the
wider business context

A Corps — Circa 201
Intelligence Team @




Talk Contents

Objective

Share some thoughts on what a good model for a
cyber intelligence team should look like in the private

sector
Lessons learnt over the past years
Contents
The socio-technical approach to intelligence team
design

The growth of the influence of the intelligence team
within the wider business context

Some points to consider — legal and reporting points
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« Social Media Intelligence
“A balance between “SOCMINT”

security and privacy

online must be « “SOCMINT is not yet
struck...” capable of making a
S — decisive contribution to

public security and
Sir David Omand Safety. ”

Jamie Bartlett

Carl Miller

« “SOCMINT does not fit
easily into the existing
systems we have
developed to ensure
Intelligence collected can
be confidently acted on.”
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« “SOCMINT does not fit
easily into the existing
systems we have
developed to ensure
Intelligence collected can
be confidently acted on.”




“A balance between
security and privat:}r

online must be
struck...”

Sir David Omand
Jamie Bartlett
Carl Miller
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Public Place?

Private Place? — Expectation of privacy?
Something Else?

—
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« “SOCMINT does not fit
easily into the existing
systems we have
developed to ensure
Intelligence collected can
be confidently acted on.”




Some Thoughts on SOCMINT

SOCMINT Is a combination of two intelligence
disciplines
Signals Intelligence (SIGINT): the communication
element of the medium

Human Intelligence (HUMINT): the message element
of the medium

The 5 x 5 x 5 intelligence grading system is ideal
for SOCMINT reporting

SO WHAT?: If done write then OSINT based
Intelligence can have a far greater
penetration rate within an organization than
other closed sources of inelligence
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5x5x5 according to the NIM
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i 5%5x5 according to the NIM

L---

Intel Evaluation

1 — Known to be true without reservation
2 — Information known personally to the source but not to the reporting agent

3 — Information is not known personally to the source but there is corroboration by
information already recorded

4 — Information that is not known to the source and cannot be corroborated

5 — Information that is suspected to be false

0 VERISIGN® iDefense”



5x5x5 according to the NIM

L---

Source Evaluation

A - Always reliable

B — Mostly reliable

C - Sometimes reliable
D = Unreliable

E - Previously untested

0 VERISIGN® iDefense”



5x5x5 according to the NIM

L---

Handling code

Code 1 — Permits dissemination to other law enforcement and prosecuting agencies
(such as Benefits Agency) including agencies abroad where there are sufficient
safequards to protect the rights of individuals.

Code 2 — Permits dissemination to non prosecuting agencies (such as credit card

companies)

Code 3 - Permits dissemination fo foreign agencies where no, or inadequate safeguards
to protect the rights of others exist; however, this is only on the grounds of substantial
public interest.

Code 4 — Permits dissemination only within originating agency/force with internal

recipients.

Code 5 — Permits dissemination to other agencies but only in accord with specified
conditions such as ‘no further dissemination’ or ‘to be discussed with originator and
documented'.

0 VERISIGN‘; iDefense” D ) P




5x5k5 according to the NIM

L---

0 VERISIGN® iDefense”

ndling code

Code 1 rmits dissemination to other law enforcement and prosecuting gffncies
{(such as Ben Agency) including agencies abroad where there are ient
safequards to proMgg the rights of individuals.

Code 2 — Permits disseminWgn o non prosecuting age (such as credit card
companies)

Code 3 — Permits dissemination to forei ncies where no, or inadequate safequards
to protect the rights of others exist; ever, N5 is only on the grounds of substantial
public interest.

Code 4 — Permits disseggfation only within originating /force with internal
recipients.
Code 5 — its dissemination to other agencies but only in accord with ified

con ns such as no further dissemination’ or ‘to be discussed with originat d
umented'.




5x5 example

HSM Press Office @ HSMPress 20 Sep
The frustrated Kuffar responded by shelling residential areas
(Bondhere & Shibis) killing and injuring innocent Muslims.

Expand

I N 0 N
Intel
Source

Evaluation
Evaluation ‘

ol ]l

Grade: Not know to the source but externally corroborated, Unreliable
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Some concluding though on Open Source
Intelligence

OSINT Is not for the “new guy”

Established models of best practice in other
Intelligence disciplines
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Final concluding point on developing a cyber
intelligence capability

0 VERISIGN"% iDefense’ 00 D ) P



Final concluding point on developing a cyber
intelligence capability

= “If today is the information age then
tomorrow will be the intelligence age”
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