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Intelligence-based Security
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Reconsider o .
OUR RISKS /




Re-think o . /
DETECTION STRATEGIES & DEPLOY CONTINUQU MONITORING




Harden Authentlcatlon/& »
TIGHTEN ACCESS CONTROLS




EDUCATE... e ¢\ nz
EDUCATE... EDUCATE V==




.-
'q'.'."}:\\
v '2.‘:':-“.“

;
|
|

-

A@n
| f !
o b S P

‘fw‘g
f
oo ¢

\FE

o —

DOESN'T EQUATE TO ACCEPTING
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Flame and Stuxnet Cousin Targets

|_ebanese Bank Customers, Carries
Mysterious Payload

-Wired Magazine




Changing Models




Changing Models
Traditional Security

Sighature- Perimeter Compliance
Based Oriented Driven
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Changing Models

Advanced Security

Agile Contextual Risk-Based




Changing Models

to Intelligence—-Based Security




Four Levels of Cyber Maturity
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Dwell Time.




Budget Redistribution

Advanced Security Solutions

Traditional Spend

} Savings

Effectiveness

New Spend

Time

" Ré-alloca‘te Spend-

to More Advanced Security Solutions
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Nation States & Cyber Criminals

have a better framework ﬁvr sharing
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Cyber g ngcé"éé’ks botmasters to wage

massive wave;.of trOJan attacks
against-U.S.-Banks”
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Boardroom Conversation

Policy & Business Risk
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The Digital World




Raport hased o d

- [<Security for Business Innovation Council

REALIZING THE
MOBILE ENTERPRISE

Balancing the Rishs and Rewards
of Consumer Devices

Security forBusiness Innovation Council

RECOMMENDATIONS FROM GLORAL 1000 EXECUTIVES
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Intelligence-based Security
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analytics

Incident response

Adaptive controls
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