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The rise of the social web 
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340m Tweets per day (140m-500m users) 

1bn Facebook messages per day (955m users)  

Source: Facebook 16 June 2012/Twitter 21 March 2012/Semiocast 30 July 2012 



Digital shadows: friend or foe? 

3 



The darker side of socialising 

NON-COMPLIANCE 

DISCLOSURE 

DEFAMATION 

EXPOSURE 

MISINFORMATION 

THEFT 

FRAUD 

THREAT 

“Credible threats to 

cyber security of an 

unprecedented scale, 

diversity and complexity” 

 
Iain Lobban, Director, GCHQ 

5 September 2012 

4 



Greater focus on attacks than actors  

Malware 

PDF 

Email 

Detection 

and 

blocking 

system 
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Is there more to this than high fences? 
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Coming up… 

7 

Actors on a 

stage 

A mightier 

sword? 

Secrets in the 

shadows 
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Actors on a 
stage 



Problem-driven risk modelling 

For want of a Nail  

 

For want of a nail the shoe was lost. 

For want of a shoe the horse was lost. 

For want of a horse the rider was lost. 

For want of a rider the message was lost. 

For want of a message the battle was lost. 

For want of a battle the kingdom was lost. 

And all for the want of a horseshoe nail. 

 

George Herbert 

Outlandish Proverbs, 1640 
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APT/phishing attack 

Virus infiltration 

Trojan infiltration 

DDoS attack 

… 

… 

… 

R
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is
te

r 

“What could go 
wrong?” 



An alternative definition of risk 

Source: Gordon, J., Dependency modelling and understanding risks to the infrastructure, 2011 

© Intradependency Ltd 2012 (www.intradependency.com) 

“Risk: the degree to which the chance of 

achieving our goals depends on things we cannot 

control, predict or understand” 

“What do we 
need to succeed?” 
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Goal-driven risk modelling 
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Managing 

people’s 

shadows 

iDepend dependency modelling facility courtesy of Intradependency (www.intradependency.com) 

Just culture 

Deterrent culture 

Exploiting 

people’s shadows 

Safety 

(inadvertent) 

Security 

(deliberate) 

Prevention-

centric security 



A new line of enquiry 

Actors (people or machines) 

and their publications 
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Shadow 

management 

Shadow 

exploitation 
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Secrets in the 
shadows 



Ever tried this? 
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Not so confidential 
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Preparation is everything 
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The percentage of a hacker's* time 

spent on hostile reconnaissance 
 

Certified Ethical Hacker Program 

(*or a journalist, recruiter or competitor)  

Source: International Council of Electronic Commerce Consultants (EC-Council), 2012 



Components of a digital shadow 
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Source: Digital Shadows © Digital Shadows 2012 (www.digitalshadows.com) 

Personal 

Technical Organisational 

Organisation 

Information  

un-intentionally exposed 

that may leave an 

organisation open to 

compromise, attack or 

embarrassment 



Shadow intelligence model 
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Surface 

Internal 

Source: Digital Shadows © Digital Shadows 2012 (www.digitalshadows.com) 

Near Far 



Automated discovery and monitoring 
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Source: Digital Shadows © Digital Shadows 2012 (www.digitalshadows.com) 

Technical 

infrastructure 

Surface Web 

Infrastructure discovery 

Social media monitoring 

Social network analysis 

Confidential document discovery 

Dark web monitoring 

Dark Web 



Visualising the shadow 

Organisation 

Social media profiles 

IT infrastructure 

Email addresses 

Social media risk 

Confidential material 

User names 
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Source: Digital Shadows © Digital Shadows 2012 (www.digitalshadows.com) 



Shadow management 
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Content removal 
and drown-out 

Technology re-
configuration 

Social media 
policy and 
compliance 

Training and 
testing 

Forensic and legal 
investigation 

Source: Digital Shadows © Digital Shadows 2012 www.digitalshadows.com 

 



Exploiting other shadows (broadcasts) 

 

 

Make 
it 

happen! 

What is 
happening? 

What will happen? 

Why did it happen? 

What happened? 

22 



A new intelligence philosophy 

“If I only have finite resources then where should I apply 
them in order to achieve my business goals?” 

23 

No sledgehammers 

IT-agnostic 

Service delivery model 

Business answers 

Take decisions 

Hide complexity 



Getting the answers 
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Task 

Investigation Refinement 

Research 

Task 
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K 
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Investigation 

Refinement 

Research 

OPEN 

Creative 

CLOSED 

Efficient 



Social analysis model 

Population 

Communities 

Groups 

Actors 

Publications 

Normalised data 

Focus 

Raw data 

Source: Primary Key Associates © Primary Key Associates 2012 (www.primarykey.co.uk) 
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Visualisation: traditional approach 
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Complex 

 

Non-integrated 

 

“Questions” 



Visualisation: alternative approach 
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Simple  

 

Integrated 

 

“Answers” 



Visualisation: delivering real intelligence 
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Parameters 

Summation 

Core 

Source: Primary Key Associates © Primary Key Associates 2012 (www.primarykey.co.uk) 

Volume 

Velocity 

Value 

Connections 

Collusions 

Impacters 

Influencers 

Trends 

Cyber egos 

Life patterns 

Attitude 

Sentiment 

3D shadow 



Engaging with the threat 
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“…we should spend less in 

anticipation of cybercrime (on 

antivirus, firewalls, etc) and 

more in response — that is, 

on the prosaic business of 

hunting down cyber-criminals 

and throwing them in jail” 

 
Measuring the cost of cybercrime 

Ross Anderson et al 

University of Cambridge, 2012 
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A mightier 
sword? 



Potential benefits 
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Shadow 

management 

Reduce attackable surface 

Protect confidential data 

Protect reputation 

Ensure compliance 

Shadow 

exploitation 

Evidential data gathering 

Topic-based analysis 

Answers delivered daily 

Take tactical/strategic decisions 



Where will this take us? 
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“Easy” cybercrime 

4.2m infosec workers by 2015 (13.2% CAGR) 

Source: Global Information Security Workforce Study, Frost & Sullivan/(ISC)2, 2011 



Putting the squeeze on cybercrime 

“Harder” 

cybercrime 

Safety 

countermeasures 

Security 

countermeasures 
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? 



Smash-and-grab: Hassocks, England 
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“I could see the digger going straight into the bank, then 

loading the cash machine onto the Toyota” 

Local eye witness, 6 August 2012 



Violence and censorship: Assam, India 
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“Upholding the rule of law on the streets is 

more important than policing the internet” 

Financial Times, 27 August 2012 



RSA Europe Day 1 conference tweet 
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The reality: we live in a physical world 
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The reality: we live in a physical world 
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Photo courtesy of Arpad Lukacs, “Canary Wharf Reflections”,  http://arpadlukacs.com/ 



A shift in focus: cyber goes kinetic 
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Physical (kinetic) security 

Cyber 

security 



Cyberkinetic security: culture clash 
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The Tallinn Manual on the International Law Applicable to Cyber Warfare 

NATO Cooperative Cyber Defence Centre of Excellence, 2013 
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Apply 



Applying today’s lessons 

42 

1. Are you 

certain you 

know what 

“risk” means? 

Register as a trial user with an online 
dependency modelling tool 

Develop a first-cut “broad-to-narrow” 
model that focuses on a key subset of 
your operations 

Compare against your current risk 
register and review findings with Risk 



Applying today’s lessons 
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2. Is your 

organisation's 

digital shadow 

under control? 

Review your employee online activity 
policy — especially social web 
publishing 

Assess your ability to reduce your 
attackable surface and remove — or 
“drown out” — sensitive information 
that has gone public 

Review your findings with HR and Risk 

 



Applying today’s lessons 
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3. Are you getting 

true intelligence 

from published 

social web data? 

Review your current data analytics 
facility — can it analyse social web 
data and can it scale upwards? 

Assess your ability to find threats to 
your business from an “outside looking 
in” analytical perspective 

Review findings with Risk and/or 
Marketing 



Thank you — any questions? 
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david.porter@resilientthinking.co.uk 

www.resilientthinking.co.uk 


