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Security Intelligence Report

New Release SIRv13 Today

Worldwide Threat Assessment

Infiltration of Supply Chain _ _ .
Microsoft Security Intelligence

Vulnerability trends
Criminal focus on Java and HTML Report
Exploit trends

Malware / potentially unwanted software
SPAM, Phishing and drive-by attacks

Regional Threat Assessment
105 regions

WWW.Microsoft.com/sir



Risk Indicators

Top Exploits

HTML/JavaScript

Microsoft Security Intelligence

= Java

Documents
Operating System
Shellcode

Adobe Flash (SWF)

—_— = Other

Heapspray

Report

1Q11 2Q11 3Q11 4Q11 1Q12 2Q12

HTML/Java =» 70% of Top Exploit Families



Free Tools to Manage Threats
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Attack Anti-Cross Site Enhanced Mitigation
Surface Analyzer Scripting Library Experience Toolkit
v' Baseline Analysis v' Mitigate Cross Site v' Enable Mitigations
v" Incident Forensics Scripting Risks v' Harden Legacy Apps

http://aka.ms/securitytools



Cloud Computing Study

Security — Perceived Barrier f ¥ 5

Companies up to 500 PC’s
ComScore independent study

No qualification by product or service
Five geographies




Cloud Adoption Benefits

5/% 3X 5>4%

Time Savings Money Savings Improved Security

Companies that ..have more time,
realize the security money to focus on
benetits of the cloud... their core business



Cloud Adoption Barriers

44%  61% 5>9%

Security Concerns  |Industry Standards | Transparency

Companies .. say standards and

Citing security as transparency woulad
a Cloud barrier ... increase confidence



Removing Adoption Barriers

Collaborate to share information and guidance

Drive and support industry standards

=l International
Iso Organization for
el Standardization

Commit to transparency in cloud offerings



Cloud Security Readiness Tool

www.microsoft.com/trustedcloud

Company PC Count

Select Semvice type (IAAS, PAAS, SAAS) Infrastructure As A Service (IAAS)
Would you like to take the suivey to represent your company or department, division, group or unit? | No
Department, division, group or unit name Name

Department, division, group or unit name- PC Count

Making Progress Almost There Streamlined Effort

1. Which of these statements best descnbes W h e re Wl | | We b e7
y policies () Ani y

A central information @ A central information @

security management security management

system (ISMS) has been system (ISMS) has been

implemented D imph ted organization

eyt I sy i i
The SWS & audited Simplifies Informs
annually for operational
effectiveness

Marking a Milestone. Continuing Our Commitment Enables Agnostic



http://www.microsoft.com/trustedcloud

How it works

www.microsoft.com/trustedcloud

Online Survey

Company PC Count

Select Senvice type (IAAS, PAAS, SAAS) Infrastructure As A Senvice (IAAS)
Would you like to take the survey to represent your company or department, division, group or unit? | No

Department, diision, group or unit name Name

Department, division, group or unit name- PC Count

Making Progress Almost There Streamlined Effort

1ese statements best describes
poiicies @ A
security
(SMS) s in the process of  system (SMS) has been

wide, and is maintained

Marking a Milestone. Continuing Our Commitment

cloud
SOEN A ocyrity

Cloud Security Control Areas: L )

alliances

Security Architecture
Human Resources Security Risk Management
Facility Security Release Management
Resiliency

Information Security

Data Governance Operations Management


http://www.microsoft.com/trustedcloud

How it works

www.microsoft.com/trustedcloud

Online Survey

Getting Started Making Progress Almost There Streamlined Effort

1. Which of these statements best describes

your security No formal security policies (1) An information security (1)) A central information @ A central information (1)
p-uli{:ies and or procedures have been management system security management security management
pmcedures? created. (I5M5S} is in the process of system (I5MS) has been system (I5MS) has been
being implemented. implemented organization implemented organization
wide, and is maintained wide, and is regularhy
and updated. maintained and updated.
The ISM5 is audited
annualky for operational
effectiveness.



http://www.microsoft.com/trustedcloud

How it works
www.microsoft.com/trustedcloud

Generate
Custom
Report



http://www.microsoft.com/trustedcloud

How it works

www.microsoft.com/trustedcloud

45 CFR 164.308(a)1(ii)(A) Risk analysis (Required).
Conduct an accurate and thorough assessment of
the potential risks and vulnerabilities to the
confidentiality, integrity, and availability of
electronic protected health information held by
the covered entity.

45 CFR 164.308(a)8 Standard: Evaluation. Perform
HIPAA / HITECH Act a periodic technical and nontechnical evaluation,
based initially upon the standards implemented
under this rule and subsequently, in response to
environmental or operational changes affecting
the security of electronic protected health
information that establishes the extent to which
an entity's security policies and procedures meet
the requirements of this subpart.

Conro detas

Clause 4.2.1 Establish the ISMS

Clause 4.2.3 Monitor and Review the ISMS
Clause 4.3.1 & 4.3.3 Control of Records

A.7.2 Asset management

A.15.1.1 Identification of applicable legislation
A.15.1.3 Protection of organizational records

A.15.1.4 Data protection and privacy of personal
information

PCl DSS v2.0 12.1 Esfablish, publish, maintain, and disseminate
a security policy

Generate
Custom

Report

ISO/IEC 27001-2005

PCIDSS v2.0

ISO/IEC 27001-2005

HIPAA / HITECH

NIST SP800-53 R3



http://www.microsoft.com/trustedcloud

Cloud Security Readiness Tool

www.microsoft.com/trustedcloud



http://www.microsoft.com/trustedcloud

sSummary

Stay Informed

Embrace standards, best practices and transparency

Weigh the Risks and Rewards

adriennh@microsoft.com



