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The Changing 
Role of the 
CISO 



CISO – 1990’s Vintage – Personal Experience 

 Nationwide Insurance – first 
CISO 

 Many new audit “network” 
findings 

 Policies and standards were 
thin 

 No security SDLC or standard 
control framework 

 Roles and responsibilities 
unclear 

 Compliance ruled (banking 
dereg, privacy, etc.) 

 Adversary space – fraudulent 
employees and agents, 
“hackers” (who?), “viruses” 

 

 



Surviving as a CISO in the 1990’s 

 Kill off the most egregious audit findings to make the 
audit committee happy and keep my job 

 Get CEO buy-in and focus on root cause 

 Implement BS7799 (sort of), SSE-CMM-style SDLC 
and QM approaches 

 CIRT, more firewalls, AV, and IDS 

 Figure out Windows security and compliance 

 Basic collaboration via FS-ISAC 

 eSecurityOnline.com 

 Life was GOOD!!!  



Fast Forward 10 or 15 Years – What Has 
Changed? 



CISOs – 2012 Vintage – In the eyes of pundits, 
the media, and certain morons 

BREACHED!! NOT BREACHED!! 

Is breach the right metric?  It depends… 



Welcome to the Club – You Don’t Want to be a Member… 



No End to the Critics 



Oh, you think it’s just RSA? 
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There is the occasional tweet that makes 
sense… 



, Zombie Leader… 



Zombies vs. Auditors? Mmm… 

 
Zombies Auditors 

Tireless, flesh-eating 
creatures that attack 
unexpectedly 

Work long hours, 
relentless, disruptive 
requests for useless 
information, short time 
frames 

Easily distracted Easily distracted 

Seemingly endless 
armies with no end in 
sight 

A new team for every 
policy, regulation, 
framework and 
customer 

Keep you from living a 
normal, safe life 

Keep you from 
focusing on business 
risk 



And it gets much worse, of course, because 

you can still look forward to the…. 



CRIMINALS Unsophisticated, but noisy Organized, sophisticated supply 
chains (PII, PCI, financial services, 
retail) 

Organized crime Petty criminals 

NON-STATE 
ACTORS Various reasons, including 

collaboration with the enemy 
Political targets of opportunity, 
mass disruption, mercenary 

Cyber-terrorists / 
Hacktivists 

Insiders 

NATION STATE 
ACTORS Government, defense industrial base, IP rich organizations, 

waterholes 

Nation states 

Who Is Doing the Probing (and Worse)? 
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Yes, everyone gets criticized, 

although some actually 

deserve the twits and the 

probing.. 
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Surviving As a 
CISO Today 



Attention CISOs! You Don’t Speak the 
“Language of Business” 

 How many times have 
we heard this 
comment? 

 What exactly is this 
mystery language? 

 Debits / Credits 
 Annual Loss Expectancy 
 ROI 
 Shareholder Value 

 I know you all speak it 
and I don’t 

 Many have gone down 
trying… 



Greatest Hits - Not Wrong, Just Not Heard 

Risk = Threats x Assets  

            x Vulnerabilities 

I don’t understand this… 



Spending is Part of the Problem – Determine 
the right arithmetic here… 

 

Enterprise Security Investment Profile: 

Known threats and security hygiene  _____ 

Advanced threats and analytics   _____ 

Physical security and supply chain  _____ 

Other stuff you should be doing   _____ 

   Total Budget %:  100% 



Spending is Part of the Problem -- Determine 
the right arithmetic here… 

       TODAY 

Enterprise Security Investment Profile: 

Known threats and security hygiene   70% 

Advanced threats and analytics    15% 

Physical security and supply chain    5% 

Other stuff you should be doing    10% 

   Total Budget %:  100% 



Spending is Part of the Problem -- Determine 
the right arithmetic here… 

       BETTER 

Enterprise Security Investment Profile: 

Known threats and security hygiene   40% 

Advanced threats and analytics    35% 

Physical security and supply chain  12.5% 

Other stuff you should be doing   12.5% 

   Total Budget %:  100% 

Key Factors:  1. Process maturity and repeatability, secure development, lower 

costs; 2. Increased skills and technology; 3. Program focus, pervasive; 4. 

Aggressive vs. passive. 



Risk = Threats x Assets x Vulnerabilities 

Risk =  

• Material Assets You Really Can Protect 

• Related to Your Real Attack Surface 

• And the Adversaries that Want Those Assets 



So, We Need to Rethink What We Are Doing 

 Most of us are being targeted – 
many do not know it or will not 
believe it.  Many will find out the 
hard way. Breaches are inevitable. 

 We cannot protect all information 
and services equally -- nor do all 
information and services require / 
deserve equal protection.  

 Current result -- organizations 
misallocate more than $1B in 
security-related spending each 
year. 

 We have to rethink how we spend 
our security money and how we 
organize our security programs.  
Losses and defeat are not 
inevitable. 

 

 

Source:  Gartner, IT Expo 2011 



Top areas of focus 

 Understanding adversarial 
attack phases 

 Rethinking security 
infrastructure 

 Big data and intelligence-
driven security operations 

 Segmentation and isolation 

 Hire new people and create 
new processes 

 SDLC, 3rd party assurance / 
supply chain security 

 Don’t be a twit 

 



Understand Adversarial Phases 
What level of resources 

belongs RIGHT HERE?? 

Source:  Greg Hogland 

What is the universe of 

data that is useful here? 



Attack Kill Chain Life Cycle 

ADVANCED  

CYBER  

DEFENSE  

APPROACH 

CYBER 

CYCLE 

BREACH 

EXPOSURE TIME 

“BET” 

Data 

Exfiltration 

Late  

Detection 

Threat Vector 

“Malware” 

(Undetected) 

Cyber Kill  

Chain 

“Breach Life 

Cycle” 

Establish 

Network 

Foothold 

 

Target Threat 

Visibility & 

Mitigation Goal 



Rethink Infrastructure – Disjoint Sets Are 
Messy and Do Not Help with TCO 

Event Management 

Search Tools 

Other 
Stuff 

Storage Storage Storage 

Intel 

Logs 

Storage Storage Storage 

Full Packet 
Capture 

Storage Storage Storage 



Stop Living on an Island – Be Social! 

Ad Hoc 

Technology Focused Business Risk Focused 

Bystander 

End User 

Creator 

Cyber 
Prophet 

Improved Collaboration 



Big data / intelligence driven security 
operations 

 Goals:  Use big data to drive maximum 
situational awareness across various security 
use cases 

 Requirements:  I want it all – all the data that has 
security relevance to securing material assets – 
internal and external 

 Reality:  This approach entails a multi-year 
strategy associated with storage, data 
management, analytics, skill development, 
relationship building, etc. 



Thinking in a big data context – we must be 
strategic 

• Plan for True Scalability  
– Plan for large data volumes 
– Plan for higher data speeds 
– Plan for hyperextension and connectivity 

• Plan for Agility 
– Openness is critical 
– Short term and long term objectives 
– Adapt to tomorrow’s adversary challenges 

• Look for Automation and Risk-based 
– Pre-mining and clustered processing 
– Dynamic data feeds (ties to agility of data structures too) 
– Reporting and alerting 

• External collaboration is CRITICAL – how do you 
get your hands on the right intel – what do you 
share? 



Big Data + Good Intelligence = Situational 
Awareness 



Segmentation and Isolation 

 What does this have to do with 
being social?  Nothing! 

 It has to do with control.  Well, I 
can’t get visibility without better 
control in some cases, and I can’t 
change the network fast enough – 
it’s too big and too messy 

 Goal: But, we can transform high 
value and high risk processes and 
assets to create better 
segmentation and isolation – even 
if they are legacy environments… 

 Requirements:  Decide what really 
matters and what does not.  Also, 
get everyone to be honest about 
what is polluting your network 
(e.g., unfettered access to the 
Internet) 

 



Segmentation Current State 

 Aggressive use of virtualization: 

 vdi for common business unit builds (sales, marketing, 
executives, engineering) 

 No “rich” featureset for certain vdi’s (no cut and paste for 
developers) 

 vdi builds for new acquisitions 
 Virtual environments for throw away Internet use 

 Virtual environments and possible use of HSM and 
two man rule for high value/risk areas like code-
signing and admin functions 

 Hard network segmentation for manufacturing 
processes 

 Monitor, monitor, monitor 



EMC Critical Incident Response Center 

Advanced Tools, 
Tactics & Analysis 

Critical Incident 
Response Team 

Cyber Threat 
Intelligence 

• Reverse Malware 

Engineering 

• Host & Network 

Forensic 

• Cause & Origin 

Determination 

• Email operations 

Advanced Specialists 
 

• Integration & Content Development 

• Open/All Source Actor 

Attribution 

• Attack Sensing & 

Warning 

• Social Media 

• High Value Target 

(HVT) 

• Eyes-on-Glass 

• End User Intake 

• Event Triage 

• Incident Containment 

• 24x7 Coverage 

 

• Strategic Planning 

Rethinking the SOC and Assembling Right 
Team Is Critical 



Stop Being Such a Twit! 

 Don’t you wish more 
security people asked 
themselves this 
question? 

 Especially security 
people who actually 
don’t have real jobs like 
certain bloggers, 
pundits, self-appointed 
analysts, etc. 

 Don’t be a twit – before 
you tweet think about 
what we are all trying to 
achieve 



SDLC 

 Goal:  Achieve end-to-end assurance and 
visibility into the risks of software, systems, and 
networks 

 Problems:   

 Disparate security groups (8) and processes (product 
security office focused on software assurance, global 
security office focused on corporate / shared security) 

 BU / Division-level security issues create gaps (e.g., 
I/T assets, manufacturing, BU-specific apps and 
processes 



Rethinking Software Security … 
… in the Context of the Supply Chain 

Supplier 
Sourcing 

Product 
Development 

Product 
Delivery 

Supplier 
Sourcing 

Software 
Dev. 

Product 
Delivery 

Supplier 
Sourcing 

Solution 
Integration 

Product 
Deployment 

Integrator & Customers 

Technology Providers 

Suppliers to 

Providers 

Assume the customer environment is 

compromised: 

 Build attack resistant products 

 Document products for secure deployment 

 Efficiently handle security vulnerabilities and 

security patches 

Assume every system across the supply chain 

is compromised: 

 Protect the product development environment 

 Ensure authenticity and integrity of product code during 

sourcing and delivery 

 Build attack-aware products 



SAFECode, a Global, Industry-led Effort to Promote 
Broad Adoption of Product Assurance Practices  

 Increase understanding of 
the secure development 
methods and integrity 
controls used by vendors 

 Promote proven software 
assurance practices among 
vendors and customers to 
foster a more trusted 
ecosystem 

 Catalyze action on key 
research and development 
initiatives in the area of 
software assurance 

 
http://www.SAFECode.org 



Apply Slide 

 Timeframe:  Now to 3 Months 

 Create a threat model mapping adversaries, to assets, to 
both strengths and weaknesses in terms of visibility and 
control 

 Conduct a threat assessment for all high value assets 
using this new threat model 

 Identify gaps 

 Timeframe:  3 Months to 1 Year 

 Develop a multi-year roadmap for transforming the 
following areas:  skills, incident management, security 
process maturity, security architecture and infrastructure 

 Link roadmap to funding and program metrics 
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THANK YOU 
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