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 “In the Event of Breach…” 



In the News – 1 October 2012  
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The Threat Today 

Malware Infection Rates by Country* Malware Hosting Sites by Country* 

Worldwide Phishing Sites* 

The threat today is global 
and constant…! 

  

* Source: Microsoft Security Intelligence Report – Vol. 11 



The Threat Today 

* Source: Microsoft Security Intelligence Report – Vol. 11 



US Law 
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Federal 

State 

Class 
Actions 



Data Security 

7 

Source Law Other (PCI) 

FTC 

Federal Laws – 
HIPAA, GLBA, 

Federal Standards 

State Laws 

Data 
Destruction Data Security 



BYOD 
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Consent T a b l e t  

Security L a p t o p  

End of 
Life S m a r t p h o n e  



Vendor Oversight 
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Security 
Law 

Cloud 
Services 

Contract 
Terms 



Data Breaches ― Why It Matters 
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Litigation / 
Regulatory Risk 

• Consumers or 
shareholdersmay 
sue 

 

• Regulations in 
many states 

 

• Breach of 
contract, common 
law torts 

Contractual Risk 

• Data security 
requirements in 
service 
agreements 

 

• Obligations 
pursuant to PCI 
DSS (for credit 
card data) 

Business/PR Risk 

• Motivation for 
protection 
information also is 
non-legal 



Key Considerations ― First Steps 
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Develop a plan 
of action 

Assemble an 
Incident 

Response Team 

Consult counsel 
Contact law 

enforcement 

Begin the 
investigation 

Bring in 
external 

consultants 



Key Considerations ― Next Steps 
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Develop a 
communications 
strategy 

Disclose to 
affected 
individuals 

Check policy 
coverage and 
evaluate 
response 



Checklist 
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Data Breach Key Considerations 

Plan of Action q 

Incident Response Group q 

Investigate q 

Counsel q 

Law Enforcement q 

External Consultants q 

Communication Strategy q 

Disclosure q 

Policy Coverage q 

Evaluate Response q 



Cross Border Transfers 
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• Less strict than EU 
• Congressional activity 
• Best practice 
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All You Need to Know About 
Transfers, Security, Breaches 

and BYOD: 

    A European Perspective 
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Three Keys to Transfer Compliance 
 
End-to-end encryption 
 
Read-only is a transfer 
 
Transfers ex-EU require TLC from 
lawyers 
 
 
 
Carol A.F. Umhoefer 
DLA Piper 
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Three Keys to Understanding 
Security 
 
Security is a poor cousin 
 
"appropriate technical and 
organizational measures"  
 
Different approach for each country 
 
 
 
Carol A.F. Umhoefer 
DLA Piper 
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Three Rules on Breach Reporting 
 
Providers of publicly available 
electronic communications services  
 
ROW 
 
Different approach for each country 
 
 
 
Carol A.F. Umhoefer 
DLA Piper 
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Three Horrors of BYOD 
 
Consent 
 
Lawyers don't get what IT is doing 
(and vice versa) 
 
The worst is yet to come 
 
 
 
Carol A.F. Umhoefer 
DLA Piper 
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Questions? 
 

Daniel P. Cooper 
Covington  

dcooper@cov.com  
 

Carol A.F. Umhoefer 
DLA Piper 

carol.umhoefer@dlapiper.com  
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