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——Who are these guys?

» Microsoft Corporation
* Trustworthy Computing group

l: Microsoft

» Director, Trustworthy Computing
 25-year Security Guy : DoD, TIS, McAfee, PGP, MSFT
» Microsoft Security Blog & Trustworthy Computing Blog

o Trends in Cloud Computing
» @securityjones Cloud Sy Rt o

« Sr. Product Manager, Trustworthy Computing

» Author and designer of CSRT, OSA paper many others

* Work extensively with community -ISSA Distinguished Fellow

* Worked at NFR (small world — Jeff and | both worked with Marcus)
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http://blogs.technet.com/security
http://blogs.technet.com/b/trustworthycomputing/
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Reliability

Trustworthy
Computing

Security Privacy

Creating and delivering secure, private
and reliable computing experiences



—— Session Objectives

» The reality of security controls in data centers
» Understand potential cloud adoption benefits

» Quickly assess your security control
» Assess the impact of cloud adoption

» We are data geeks
» Our idea of fun is strange, maybe yours is as well
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—— What You Will Hear Today
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Provider is your partner

Data classification

CLOUD CUSTOMER

Physical security

Host security



Risks and rewards of adoption

privacy
scalability security
increased agility reliability
flexibility
Reduced costs
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Study done in 2012:

51% of respondents, believe stormy weather can interfere with cloud computing.

54% of respondents claim to never use cloud computing.

97% are actually using cloud services today via online shopping, banking, social
networking and file sharing.




Microsoft Cloud Security
Readiness Tool
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Problems you face

What are your current Can you improve your people, processes, Can cloud reduce your risks while

. : i ?
IT capabilities? and technologies? reducing cost:




Cloud Security Alliance (CSA)

Global not-for-profit organization

cloud Provider, and User Certification

Accepted global authority for trust in the cloud




Cloud Security Readiness Tool

Company PC Count

Select Service type (IAAS, PAAS, SAAS) Infrastructure As A Service (JAAS)

Would you like to take the survey to represent your company or department, division, group or unit? [ No W h e re a re W e ?
: e

Department, division, group or unit name Mame

Department, division, group or unit name- PC Count

(Coingsiates B i e QR i v i o

1. Which of these statements best describes W h e re WI I | We b e ?

your security Mo formal security policies (£ Aninformation security (8 A cenfral information @ A cenfral nformation (1]
policies and or procedures have been management system security management security management
procedures? created. (ISMS) is in the process of system (ISMS) has been system (ISMS) has been
widde, and is maintained wikle, and is regularty
The ISMS is audited
annually for operational Slmpl Ies n Orms
effectivenass

Marking a Milestone. Continuing Our Commitrment

Enables Agnostic




How it works

Regulation

Generate Custom
Report

HIPAA / HITECH Act

ISO 27001

ENISA IAF

ISO/IEC 27001-2005

HIPAA / HITECH Act

Regulation

NIST SP800-53 R3 PCI DSS v2.0

Control details

45 CFR 164.308(a)1(ii)(A) Risk analysis (Required).
Conduct an accurate and thorough assessment of
the potential risks and vulnerabilities to the
confidentiality, integrity, and availability of
electronic protected health information held by
the covered entity.

45 CFR 164.308(a)8 Standard: Evaluation. Perform
a periodic technical and nontechnical evaluation,
based initially upon the standards implemented
under this rule and subsequently, in response to
environmental or operational changes affecting
the security of electronic protected health
information that establishes the extent to which
an entity's security policies and procedures meet
the requirements of this subpart,

Control details

Clause 4.2.1 Establish the 1SMS

Clause 4.2.3 Monitor and Review the 1SMS
Clause 4.3.1 & 4.3.3 Control of Records

A7.2 Asset management

A.15.1.1 Identification of applicable legislation
A.15.1.3 Protection of organizational records

A.15.1.4 Data protection and privacy of personal
information

Control details

12.1 Establish, publish, maintain, and disseminate
a security policy




Control
/question

security policies and
procedures?

security policies
review process?

security program is
updated?

personnel background
checks?

(NDA) requirements?

physical access by
role?

security policies and
procedures?

employee
change/termination
process?

physical security
access method?

equipment support
contracts?

data classification
efforts?

grants access to data?

data retention and
recovery program?

destroys data?

security policies and
procedures?

staging to production
requirements?

application testing
using customer data?

asset inventory
program?

conducts risk
assessments?

responds to an
incident ?

disaster recovery
plan?

capacity planning
efforts?

selects its data center
location(s)?

redundancy if utility
service outages
should occur?

patch management
processes?

antivirus efforts?

firewalls to protect
data?

time setting policies?




CSA Security, Trust & Assurance Reqistry

Microsoft’s Standard
|« Responses for STAR

Cloud Security f —
Alliance (CSA) R o [

The Cloud Security Alliance Clouc ; Security, Trust & Assurance [,

Matrix (CCM) is specifically _ Registry e
designed to provide fundamenta ‘
principles to guide cloud [ J——

Microsoft Office 365 Self-Assessments

o1

Compliance
Audit Planning | A

Specific details about Office 365,

vendors and to assist prospective v reson e oty sonpro, | S T ) _
prosp et e e Windows Azure and Dynamics CRM

customers in assessing the overa e | it et o et et
D= Listet Dacamper 02, 2011
risk of a cloud provider.

controls are mapped to the CCM.
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CSRT Demo
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curity Readiness Tool

Getting Started Making Progress Almost There Streamlined Effort

Policies and procedures exist The organization has identified The organization has formalized The organization formally
within the organization, but they and assigned some information  information security responsibiliies measures, audits, and improves
are not uniformly coordinated or security responsibilities across into a program across much ofthe  a security program across all of

enforced. the organization. organization. the organization.

@ o @ @

Security policies exist, but no Security policies are reviewed Security policies are reviewed by Security policies are reviewed,
associated review procedures or after an incident occurs to management to assure coverage and improved, and enforced by
significant nsk analyses are mitigate future risk reasonableness. management.
performed.

o @ @

The security program consists of The security program is updated The security program is annually  The security program is annually

accepted processes and after incidents occur to prevent  reviewed and involves management reviewed and extemally verified
procedures, and no defined similar incidents from recurring. input to assure awareness. through processes such as
update process exists. auditing and cerification.




Cloud Trends
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Trends in cloud computing

B Microsoft

Cloud Security Readiness Tool (CSRT) data between September 2012 and
September 2013.

Trends in Cloud Computing

Cloud Security Readiness Tool

Approximately 10,000 anonymized answers to CSRT questions

Margin of error
+/- 1% USA/EUROPE
+/- 10% ASIA




Service type used in Europe

50%
40%
m Infrastructure
As A Service
(laas)
30%
m Platform As A
20% Service (PaaS)
10%

m Software As A
Service (SAAS)

0%
1-4PCs 5-24PCs 25-49PCs 50-249 250-499 500- 2999 3000 - 12500 - 25000+ PCs
PCs PCs PCs 12499 PCs 24999 PCs



Regulations in use

USA/ME/Africa/Australia Europe/Asia

A

m [SO/IEC 27001-2005 = NIST Guidelines = PCI DSS v2.0 ®m Enisa ® NIST Guidelines = PCI DSS v2.0




Maturity levels

Getting Started.
Undocumented, ad hoc state. Reactive and incident or event response-driven.

Making Progress.
Response-driven, following trends, and somewhat repeatable with limited automation in segments.

Almost There.
Scaled response, using programs. Limited scaling still segmented.

Streamlined.
Centralized, automated, self-service, and scalable. Can allocate resources automatically.




CSRT respondent answers

14.7%

Incident reportihg< ’ Anti-malware

-5.8%
127% -12.6%
-15.7% -16.4%
~22.8% -24.0% -24.2% -253% -257%
-26.9%-26.5% -28.7%
-31.6%

30.6%
g . -32.8%
-34.9% -35.6%

10% 39.4% » Capacity
» Employee e :
POy planning

A% agreement

Values were assigned to each of the four possible answers for each question:

oIf the answer was Almost There or Streamlined, a +1 value was assigned for maturity.
oIf the answer was Getting Started or Making Progress, a -1 value was assigned for maturity.




Which of these statements best describes your

organization's antivirus efforts?

Getting Started

Making
Progress

Almost there

Streamlined

Some computers run antivirus programs and maintain their own update frequency.

All computers run an antivirus program that is provided by the organization. Each computer initiates its
own updates.

All computers run an antivirus program that is provided by the organization. Updates are managed and
scheduled centrally.

All computers run an antivirus program that is provided by the organization. Updates are managed and
scheduled centrally. Testing and review of the antivirus program is performed on a regular basis.



Antivirus / antimalware software (Enterprise)

100%
m Worldwide m Europe ® North America
80%

60%

40%

» .-l

Getting Started Making Progress Almost There Streamlined




Antivirus / antimalware software (SMB)

100%
® Worldwide m Europe ® North America

80%
60%
40%

HEEE -

0%
Getting Started Making Progress Almost There Streamlined



Computers with antimalware protection (SIR v15)

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

m Unprotected
W |ntermittently protected
m Always protected

3Q12 4Q12 1Q13 2Q13

0%



Which of these statements best describes your organization's

nondisclosure agreement (NDA) requirements?

Getting Started

Paper NDAs are often signed.

Making

Progress Paper NDAs are signed and standardized across the organization.

Almost there
A mandatory electronic nondisclosure agreement process has been implemented.

Streamlined
A comprehensive, mandatory, regularly audited electronic nondisclosure agreement process exists.




Human resources - Employment agreements

100%
m Worldwide m Asia m Europe North America
80%
60%
40%
) I I I I

0%
Getting Started Making Progress Almost There Streamlined



Which of these statements best describes your

organization's capacity planning efforts?

Getting Started

The organization increases capacity when there is a capacity shortage.

Making

Progress No formal capacity planning process exists. Some projects include usage and growth estimation.

Almost there | | | | | | .
A formal capacity planning process exists. Most IT projects plan for capacity growth using a validated

formula.

Streamlined | | o | L .
A formal capacity planning process exists with a data life cycle plan, which is regularly reviewed for

capacity compensation.




Operations management - Capacity planning

100%

® Worldwide m Asia m Europe North America

Getting Started Making Progress Almost There Streamlined

80%

60%

40%

20%

0%



Resilience Europe

25%
m Small/Mid  m Enterprize

20%

15%

10%

5%

Getting Started Making Progress Almost There Streamlined



Control
/question

security policies and
procedures?

security policies
review process?

security program is
updated?

personnel background
checks?

(NDA) requirements?

physical access by
role?

security policies and
procedures?

employee
change/termination
process?

physical security
access method?

equipment support
contracts?

data classification
efforts?

grants access to data?

data retention and
recovery program?

destroys data?

security policies and
procedures?

staging to production
requirements?

application testing
using customer data?

asset inventory
program?

conducts risk
assessments?

responds to an
incident ?

patch management
processes?

antivirus efforts?

firewalls to protect
data?

time setting policies?




Which of these statements best describes how

your organization responds to an incident ?

Getting Started

Making
Progress

Almost there

Streamlined

The organization responds to incidents in an ad-hoc manner as they are discovered.

Incident response is in accordance with documented policy, processes, and procedures.

Incident response is in accordance with documented policy, processes, and procedures that are
regularly updated and tested.

Incident response is in accordance with risk-based policy, processes, and procedures that are regularly
updated, tested, and audited.



Q19 Information security - Incident reporting

100%
® Worldwide m Asia m Europe North America
80%

60%

40%

T EETT™

Getting Started Making Progress Almost There Streamlined



Incident reporting (Non-profit/education)

100%
m Worldwide ® North America
80%

60%

40%

20% I

B -1

Getting Started Making Progre Almost There Streamlined



What does this mean? (for Cloud adoption)

14.7%

Incident reportihg< ’ Anti-malware

-5.8%
127% -12.6%
-15.7% -16.4%
~22.8% -24.0% -24.2% -253% -257%
-26.9%-26.5% -28.7%
-31.6%

30.6%
g . -32.8%
-34.9% -35.6%

10% 39.4% » Capacity
» Employee e :
POy planning

A% agreement

Values were assigned to each of the four possible answers for each question:

oIf the answer was Almost There or Streamlined, a +1 value was assigned for maturity.
oIf the answer was Getting Started or Making Progress, a -1 value was assigned for maturity.




What can 1 do?

The better you understand
your people, processes, and
technologies, the more you
will be able to make informed

com pa risons an d €va I u ate th € The Cloud Security Readiness Tool
be n eflts Of th e Clo u d . A free assessment to help you

evaluate the benefits of the cloud

Visit the Trustworthy Computing — Cloud TechCenter and its many resources:

create a plan for adoption

better understand your organization’s capabilities

www.microsoft.com/trustedcloud




#RSAC

Thank you!

Jeff Jones
Microsoft Trustworthy Computing
jrjones@microsoft.com

Frank Simorjay

Microsoft Trustworthy Computing

frasim@ microsoft.com



Planning methodology

Determine if existing
hardware is meeting the
company's needs

Igplem_:nt Capacity
apacity i
Planning Plannmg

Determine whether the
existing infrastructure
can support anticipated
growth

Determine the
company's future
needs

Identify
opportunities
to consolidate



