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—— Intro / agenda

» About us
» What is destructive, and how likely is that?
» A major cyber crisis — what will happen?

» How to prepare?
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——What Is destructive?

Ownage
Total owna ge o
Destruction -
-




—How likely Is 1t?

Total
ownage

Destruction maybe unlikely maybe
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—What will we talk about?

Detection

Interpretation

Escalation

Crisis mode

Business

Investigation
Communication

Legal

Back to “business as usual’
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Detection




Interpretation

Door Phillie Casablanca @ Flickr




'Escalation

Door Damien Pollet @ Flickr



Door leslie jenkins @ Flickr = —
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Investigation

Door West Midlands Police @ Flickr



Communication

Door audio-luci-store @ Flickr



Legal

NC. ., PO OX D7, : -
Canformna a3950, the author and
owner of the copyright on thas
SOFTWARE
(=] “(ZLISTOMER"rru:.'u'\slhu individ
wual purchaser and the company
~UUSTOMER works for. it the com
pany paid for this SOFTWARE.

{ 27 CCOMPUTER IS the single micro
computer on which CUSTOMER
uses this program Multiple CPU
systems may refjuire supplemen-
tary licenses

. CSOFTWARE™ is the set of com-
puter programs in this package,
regardless of the form in which
CUSTOMER may subsequently

. use it, and regardless of any modi-
fication which CUSTOMER may

make to it
= CLICENSE"” means this Agreement
and the rights and obligations
which it creates under the United
States Copyright Law and Califor-

nia laws.

2. LICENSE
DRI grants CUSTOMER therightto use this
serialized copy of the SOFTWARE on a sin-
k. gle COMPUTER at a single location solong
’é{ as CUSTOMER complies with the terms of
the LICENSE, and either destroys or returns
: the SOFTWARE when CUSTOMER no
longer has this right. CUSTOMER may not
transfer the prograrmn electronically from
one computer to another over a network
"DRI shall have the right to terminate this
sense if CUSTOMER violates any of its
provisions, CUSTOMER owns the diskotte(s)
purchased, but undaor the Copyright Law
: DRI continues to own the SOFTWARE
. recorded on it and all coples of it CUS o

. MER agrees 1o make no more than live (5)
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Door mrbill @ Flickr

and tha DRI copyright and trademark no
llf:(??'- iNnthe sama form as the onginal copy
CUSTOMER agrees Lo pay for lcaensas 1or
additional user coplos ol \1ha SOFTW ;’V\‘X\ W
CUSTOMER intends 1o or does use \ .".\
more than one COMPUTER. It thhe micro
c‘c,)lnpuu.‘r on which CLUSTOMER uses \he
SOFTWARE is aa mulli-usaer microcompular
system, then the license covers all users r)}\
that single system, without further lcense
;_):\yrner\ts, only if the SOFTW ARE was rr:)r :
isteredtorthat microcomputar. This \-i'Ni );Y
a license 1o use the SOFTW AREL nnr'n'\ﬂ\h»
frames or emulators i '

:(3_: TRANSFER OR REPRODUCTION
CUSTOMER understands that unauthorized

reproduction of copies 2 S
and/or unaulhonzgd ?rg:\‘s‘;‘ér c))(‘)::\\,h“\(?g
may be a serious crime, as well as '_—',ub;‘e.‘;!{-
inga CUSTOMER to damages and anor r\;‘w
fees. CUSTOMER may nol transter a;\l,
copy of the SOFTWARE 1o another person
unless CUSTOMER transfers al\l copies
including the original, and advises DR of
the name and address of that person, who
must sign a copy of the registiration card
pay the then currenttranster fee and agree
to the terms of this LICENSE in arder
the SOFTWARE. DRI will provide addie n.}
copies of the card and LICENSE upon
reques‘ DRI has the right 1o terminate \ne
LICENSE, t0o trace serial numbears, and o
take legal action i these condiions are
violated ‘

4. ADAPTATIONS AND NMODODIFICA
TIONS

GUSTOMER OwnNs any adaplations of mos
tications which CUSTOMER may makas o
this SOF TWARL Dut I the avemt he
LICENSE s terminated CUSTOMER may
not use any pant of e SOF TWARE pro
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— How to prepare?

» Spend your money wisely
» Prevention

» Detection

» Intelligence

» Response



— Spend your money wisely...
... assume you are owned

Prevention Intelligence

Cyber Security Preventative Active insights in threats
infrastructure against your organisation

Cyber Security
Maturity Model
(CSMM) framework

Detection Response

Monitoring host and network Incident readiness and
behavior for anomalies response to reduce damage




—— Prevention

» Prevention will fail against certain actors

» Most organisations live in the 90s
» Firewalls, AV, perimeter defense

» True resilience is expensive
» True segmentation, not everything connected

» Be aware of weak spots (looking at you, marketing)



—— Detection

» Our experience: currently almost non-existent

» Looking back, there were always 16 ways to detect an
Incident

» Active vs. Passive?

» Qutsourcing vs. doing it inhouse?
» May need help with small investigations anyway
» 3" party will have wider scope and know more
» True outsourcing doesn'’t exist

» What do you look at?
» Everything? Crown jewels? Administrators?



— Intelligence

» Who's talking about you “out there™?

» Which information is already public?
» Stolen credentials (not targeted)
» Unintended leaks

» Use this information to help you
» Reduce your vulnerability
» Understand incidents



— Response

» Crisis plan
» Who, what, where and how
» Contact details
» Process
» Important information, projects, customers, systems

» Practice!

» Contract a 3" party for incident response
» Can you trust them? Where are they from?

» Forensic readiness
» Can you work offline? Backup plan?



“People only accept change

when they are faced with necessity,
and only recognize necessity

when a crisis is upon them.”

Jean Monnet (1888-1979)



Thank youl!
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