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Smart TV 

• Class of devices that is “either a television 

set with integrated Internet capabilities or 

a set-top box for television that offers more 

advanced computing ability and 

connectivity than a contemporary basic 

television set” 
» wikipedia 

 

• “Smart TV” is not a trademark or a brand 
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  Global TV 

Shipments 

Global Smart TV 

shipments 

Smart TV 

market share 

2011 254.6 million 52 million 20% 

2012 238.5 million 66 million 27% 

2015 253.1 million 141 million 55% 

Smart TV Shipments and Q1 2013 

Market share 

► Source: http://www.twice.com/articletype/news/ihs-smart-tvs-rise-27-tv-shipments/105108 
► Source: http://finance.yahoo.com/news/strategy-analytics-samsung-leads-26-152500460.html 
 

Samsung 26% 

LG 16% 

Sony 11% 
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Source: http://bgr.com/2012/12/14/samsung-smart-tv-hack-security-exploit-discovered/ 
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From Blackhat 2013: 
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Task for Trend Micro 

researchers: 
► Is it really a risk for our corporate customers? 

 

► Is it a risk for consumers? 

 

►Could malware be installed on Smart TV’s? 

 

►How to protect these devices? 
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Focus on Samsung 
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Apps 

• 957 Apps. Free - 9.99 USD 

• Purchased via credit card or “App cash” 

• App cash works like a gift card, and refilled 

via credit card 
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Samsung Account 

• Account needed to purchase apps 

• Account is protected by a 4-digit password 
 

In order to purchase an app […], it needs to be activated 
from your account. From the Samsung Apps menu on 
your TV, select an app you want to purchase, and click 
“Buy now”. When the app window prompts you for your 
login password, enter the 4-digit password and click 
“Ok” to access your account and App Cash. Your 
new App Cash balance will appear on the screen and 
you’ll be prompted to click “Download now” to finish the 
transaction. 

» http://www.samsung.com/us/appstore/faq.do#faqAnswer_5 
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Understanding the architecture 



#RSAC 

What about the Browser? 
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Browser Details 

• Maple 

– MArkup engine Platform for Embedded 

Systems 

 

• Based on Webkit 

 
Mozilla/5.0 (SmartHub; SMART-TV; U; Linux/SmartTV+2013; 

Maple2012) AppleWebKit/535.20+ (KHTML, like Gecko) 

SmartTV Safari/535.20+ 
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Browser Details 

• HTML 5 

• DOM 3 

• CSS 3 

• SquirrelFish (Javascript engine) 
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Browser Plugins 

• ActionScript 3.0 

• AIR for TV 2.5.1 

• 2012 TVs: Flash 10.1 

• 2013 TVs: Flash 11.1 

 
BTW, most recent Flash versions 

Windows:  11.5 
Mac:  11.5 
Linux:   11.2 
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HTML 5 



#RSAC 

Application structure 
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App Summary 

• Apps are run on top of browser 

• Apps are managed by an “Application 

Manager” 

• Apps are basically HTML5 web apps 
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Firmware 

• Named as “InfoLink” 

• On Samsung TVs since 2009 (?) 

• Based on several open source projects, 

notably Linux 
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Open Source 

• Samsung Open Source Release Center 

– http://opensource.samsung.com/ 

 

• Latest available source code are for Series 

8 LEDs 

– (Latest models are Series 9) 

http://opensource.samsung.com/
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Versions 

• Linux 2.6.35.11 

• gcc 4.2.0 

• glibc-2.11-2010q1 : The GNU C Library 

• binutils-2010q1 

• busybox-1.18.1 : BusyBox 

• xfsprogs-3.1.5 : XFS file system utilities 

• iptables : iptables-1.4.10 

• webkit-gtk.20120109 : WebKit 
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Other Software 
• wireless_tools.29 : Wireless Tools (iwconfig, iwlist, etc) 

• BROADCOM-bthid : Broadcom Bluetooth HID drivers (keyboards, mice, game controllers) 

• BROADCOM-btusb : Broadcom Bluetooth USB drivers (keyboards, mice, game controllers) 

• RALINK_RTNET5572STA_V_2_5_0_1 : Ralink RTnet RT5572 (Wifi USB dongle drivers) 

• RALINK_RTUTIL5572STA_V_2_5_0_1 : Ralink RTnet RT5572 (Wifi USB dongle utilities) 

• gnutls-2.6.4 : GNU Transport Layer Security Library (SSL, TLS and DTLS protocols) 

• libtasn1-2.5 : The ASN.1 library used by GnuTLS 

• libgcrypt-1.4.5 : general purpose crypto library  

• libgpg-error-1.7 : defines common error values for all GnuPG components 

• Cairo : A 2D graphics library (X Window, quartz, win32, PDF, PS, SVG file output) 

• Gtk 

• ffmpeg : record, convert and stream audio and video 

• libgphoto2(libptp) : allow access to digital camera by external programs 

• libusb 1.0 : access to USB devices 

• libmms_0.6.2 : A library for parsing mms:// and mmsh:// type network streams 

• libthai-0.1.6 : Thai language support 

• libiconv-1.9.1 : Text encoding conversion library 

• SDL-1.2.11 : Simple DirectMedia Layer (a multimedia library written in C) 

• Pango : layout and rendering of multi-language text 

• ATK : Accessibility Toolkit 

• glibmm : A C++ interface for Glib 

• alsa-lib : 1.0.23 : Advanced Linux Sound Architecture (audio and MIDI) 

• libsoup.20120109 : An HTTP client/server library for GNOME 
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Hardware 

• “Dual-core processor” 

• Text seen from build instructions for 

ES8xxxx firmware: 
 

This product has an MIPS processor;   

the software is normally cross-compiled for that processor.   

All of those softwares have to be built with the MontaVista 

ARM toolchain gcc version 4.2.0 (SELP-ARM 4.3.1.30 4.2.0-16.0.58.custom.custom 

2009-11-17(13:58)) 
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Security by design 

• Browser/App Engine runs as an 

unprivileged user 

 

• No fine grained security models 
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Mod your TV scene not very 

active 
• SamyGo 

– http://www.samygo.tv/ 

– Firmware hacking 
• Rooting your TV 

• Getting console access 

• Custom firmware 

• High possibility of bricking your (expensive) TV 

 

• Not a lot of modding communities, unlike 
Android (TVs are expensive) 

http://www.samygo.tv/


#RSAC 

Possible attack scenarios 

• Social engineering attacks 

• HTML5 browser-based bot 

• Exploits in browser plug-ins (i.e. Flash) 

 

• If binaries are to be involved, it should be 

compiled to ARM v7 
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Most likely attack scenario: VIA 

HTML 5 
• “A Look at HTML5 Attack Scenarios” 

– http://www.trendmicro.com/cloud-content/us/pdfs/security-

intelligence/reports/rpt_html5-attack-scenarios.pdf 

 

• BeEF Project 
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Easy to reset and get rid of 

stuff 
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And btw, as with every “good” 

consumer product - KISS 

default password is “0000 
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Summarizing the risk 

►Targeted attacks possible – with some effort 

►Persistence possible (SeungJin Lee and Seungjoo 

KIM) 

►Browser hooking possible 

►Possible vulnerabilities in Flash 

 

It will not be easy to get in and meanwhile 

Samsung has improved security a lot! 
 

Persistence: http://cansecwest.com/slides/2013/SmartTV%20Security.pdf  
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Limiting the risk 

►The 20 Euro recommendation! 
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The 0 Euro recommendation 

(for home) 
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A much higher risk is the other stuff in 

your conf room roomroom! 

Source: Finspy promotion video – copy found on Youtube 
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Your mobile phone is the perfect 

spy! 

Source: Finspy promotion video – copy found on Youtube 
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If you want to try it: 

Source: www.flexispy.com 
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Source: www.flexispy.com 
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Source: www.flexispy.com 
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Source: www.flexispy.com 
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Or try Mobistealth 

Source: www.mobistealth.com 



Thank you! 
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Raimund Genes 

Trend Micro 

  

Raimund_Genes@trendmicro.com 

www.trendmicro.com 



References 

Smart TV Applications 
http://www.samsungdforum.com/Guide/art00005/index.html  

 
Samsung Smart TV Apps Developer Forum Technical Guides 
http://www.samsungdforum.com/Guide/  

 
Model Guide for Samsung Apps 
http://www.samsung.com/us/pdf/apps-and-product-table.pdf  

 
Samsung Open Source Release Center (OSRC) 
http://opensource.samsung.com/  

 
Samsung TV Firmware Customization Project 
www.samygo.tv/  

 
BeEF (Browser Exploitation Framework Project) 
http://beefproject.com/  

 
Exploitation on ARM 
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf  

http://www.samsungdforum.com/Guide/art00005/index.html
http://www.samsungdforum.com/Guide/art00005/index.html
http://www.samsungdforum.com/Guide/art00005/index.html
http://www.samsungdforum.com/Guide/
http://www.samsungdforum.com/Guide/
http://www.samsungdforum.com/Guide/
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://www.samsung.com/us/pdf/apps-and-product-table.pdf
http://opensource.samsung.com/
http://opensource.samsung.com/
http://opensource.samsung.com/
http://www.samygo.tv/
http://beefproject.com/
http://beefproject.com/
http://beefproject.com/
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf
http://www.exploit-db.com/wp-content/themes/exploit/docs/14548.pdf

