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» Professor in Computer Science at UC Santa Barbara
» 100+ systems security papers in academic conferences
» started malware research in about 2004
» built and released practical systems (Anubis, Wepawet, ...)

» Co-founder and Chief Scientist at Lastline, Inc.

» Lastline offers protection against zero-day threats and
advanced malware

» venue to commercialize our academic research
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What are we talking about?

Evolution of malicious code and automated malware
analysis

Evasion as a significant threat to automated analysis
detect analysis environment
detect analysis system
avoid being seen by automated analysis

Improvements to analysis systems
automate defenses against common evasion approaches
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$$ Damage Targeted Attacks
and Cyberwarfare

Billions

Millions

Hundreds of Cybercrime
Thousands

Cybervandalism
Thousands

Hundreds
Time
s
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k OllyDhg - 601e77d9.exe
File “iew Debug Plugins Opltions  Window  Help

CPU - main thread, module ntdll I |

YCEEEEAE| &8 BRES9EFC FUSH ntdll.7COEESRE

FCPEEZEE| Ee4:Al BOSEE0EE | MOV ERM, DWORD PTR FS:[E]
TCOEECEE| 5B FLIEH ER=

COOHESEY| 2B4424 16 MOL EAX, DWORD PTR S2: [ESF+16]

FCSEESEF| 2DEC24 1@ LER EEBP,DWORD PTR 55:[ESP+1A]
FCIEESCE) ZBE@ SIBe ESP,ERX

TLCIRESCE FLIEH EEX

TCOEESCE FLISH EZI

TCIEESCT FUUEH EDI

TCIRESCE Fa MOL EAX, OWORD PTR 55: [EBP-21
TCIEESCE ES MOV DWORD PTR S5: [EEP-121,ESP

FLEH ER=

MOL EAX, DWORD PTR 22: [EEF-41
FFFFFFFI MOL DWORD PTR 2S2:[EEF-41,-1
TCIEESDS Fa MO OWORD PTR S5: [EEP-21,EAX
FCIEECDC) 2045 Fa LER EARX,DWORD PTR S5: [EBF-18]
TCPEEZSDF| &4:A2 @O0Baa06a | MoY DWORD PTR FS:[@1,EAX

TCOEEZEE| C2 RETH
FCOEEZEE) 2B4D FE MOLECE, DWORD PTR 22: [EEF-16]

FC
TCIEESDE FC

EEP=BE12FF2C
Stack S5:[68812FFOG]=R0BEEGE1S

GE4E4 EEER
BE4a4EE8
BE4R4618

BE4a4 522
BB 4E4E38
aE4a46232
GE4a4548
GE4a4 642
aE4a4 5568
BE4a4E58
BE4a46808
GE4a4 562
GO4R4 0T
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ERX dEEEEE1Z

ntdll.KiFastSusy

5]
BE12FEFE
BE12FF3C
HEE28880
FLC162828 nedll. 7CI10262

FCOEESEE ntdll. YCIBESEE
C @ ES BE22 22bit BIFFFFFFFR

P 1 CS @alB 22bit BIFFFFFFFR
A8 S5 6622 22bit BIFFFFFFFR

T @ NS RATD DTk is @i CCCCCCCO

TCaBiF L8] RETURN to kerne|32. PCEE1F
PLI1E26E| ntdl L. FLI1E2ES

BE301 154 | 6R1e77d9. BRIE1184
TFFOEE0
FFETESEE
FFFFFFFF
A4FEDSEE

BA12FEFS| PCR1B3F9| 7 ntdl L. PCIYBESAE

BA12FFA4| FCEE1F16| 7 ntdl . Rt lAcau irePeblock
BE1ZFF48| F34235E2| ¥ kernel3z2.GetStartuplnfof
BE812FF 44| 881 2FF5S pStartupinfo = BE12FFES8

ntdll.7C91E83F4
kernel22. YCEALFEA
MEUVBUMER. 72423500
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File  Wiew

k ollyDbg - 601e77d9.exe

Debug  Plugins  Options  Window  Help

CPU - main thread, module ntdll I |

TCSEESAE
TCIEESER
TLCIBESEE
TLCIRESE”

TLCSRESEF
TLCIRESCS
TLCIRESCE
TCOEESCE

FUSH ntdll.7COEESRE

MOV EAK, DWORD PTR FS: 081

FLIEH ER=

MOL EAX, DWORD PTR S2: [ESF+16]

LEAR EEBP,OWORD PTR 55: [ESP+1@1]
SIBe ESP,ERX

FLIEH EEX

FLISH EZI

68 BHEIIECC
Eg:ﬂl BEEREAEE
SBd4424 16
20eC24 1@

2BER

ERX dEEEEE]1S

__J EC

IR © vincous ros ranooer T
ErErE — Windows Task Manager i m| LI

FFFO4@E Fie Options  Wiew ShutDown  Help

BE12FEF
BE12FF3
BEE2688E
FLo1628

Applications ~ Processes |PerFUrmance I Metworking I Users I

aE4a46232
GE4a4548
GE4a4 642
aE4a4 5568
BE4a4E58
BE4a46808
GE4a4 562
GO4R4 0T

BE12FEFS
BE12FFB4
BE12FF4a) 724235E2
BE12FF44 | BE12FFES

rC?1E3F?
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? ntdll.7CIBESAE
FCEE1F18| Y ntdll.Bt lAcau irePeblock
? kerne l32.GetStactupInfof
pStartupinfo = OA12FFES

TFFOEE0
FFETESEE
FFFFFFFF

FLOBESCT PUSH EDI =
FCOBESCE Fa MOy EAX, OWORD PTR 55: [EBP-81 FLOBESE ﬂ%"‘me I;’;;E‘;“’E I C;;'I Me“’ZL‘"S;DgZI
TCOBESCE ES MoU DWORD PTR SS: [EBP-181,ESF CB ES mEs || echexs '
PLSH EQY F 1 ©f el wscnkfy, exe user uli] 630 K
FC MOU EAX, DWORD PTR 5%: [EEF-41 A B £t @oE wpabaln.exe user o0 2,784 K
FCOBESDZ FC FFFFFFF| MO DWORD PTR SS:[EBP-41,-1 g 5 B EEE wirlogon.exe SYSTEM i} 1,732 K
FCOBESOD Fg MOY DWORD PTR SS:[EBP-21,EAX :
FLOBESOC| 2045 FB LEA ER¥,DWORD PTR SS:[EBP-1@1 Faskmgr . exe lser 02 4,296 K
;EESEEEE Eg:na AAGEAAGEE EE¥HDUJDRD FTR FS:[&],EARX System Idle Pracess SYSTEM a5 15K
. _ System SYSTEM oa 36K
Zgﬁa:gfgﬁggm Fia MOU ECH, DWORD PTR S%: [EEP-1G1 bt e LOCAL SERVICE s a0k
= hast. METWORK SERVICE on 1,340 K
Stack S55: [0H12FFA01=HOGEEAE15 ot e SyaTEM o0 876K
svchost.exe METWORK SERVICE oa 1,626 K
svchaost.exe SYSTEM on 1,308 K
spoolsy . exe SYSTEM oa 1,488 K
ggggiggg smss.exe SYSTEM 0o Sek
SErVICES, BxE SYSTEM on 1,376 K
gu4p4a1a OLLYDBG EXE user oa 7,588 K
;Eg?é’gég RE;'{TN?Egl lsass.exe SYSTEM Juli] 965 K
BR4EEES nt - jusched.exe user 0o 520K
AR4A4E32A BE4E1154) 6A1=77d9. 8 exnlnrer. e LISRE nn 13,457 K j

[~ show processes from all users

End Process |

A4FEOSEE

ntdll.7C91E83F4
kernel22. YCEALFEA
MEUVBUMER. 72423500

, #RSAC

|Processe 24

PU Usage: 2%

Cornmit Charge: 93140K [ 11620C 2

i
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g - 601e77d9.exe

File “iew Debug Plugins

Cptions  Window  Help

Slex| wlu] wilvi ¥4 ]

CPU - main thread, module ntdll Y [m] 4

TCSEESAE
TCIEESER
TLCIBESEE
?CBBES?

B
TLCSRESEF
TLCIRESCS
TLCIRESCE
TCOEESCE
TCIEESCT

&8 BEEIIETL
Eg: Al BEEEEEEE

SBd4424 16
S96C24 16
20eC24 1@

FUSH ntdll.7COEESRE
MOV EAK, DWORD PTR FS: 081

FLIEH ER=

MOL EAX, DWORD PTR S2: [ESF+16]
MO OWORD PTR S5: [ESF+1@], EEBP
LER EEBP,DWORD PTR 55:[ESP+1A]
SIBe ESP,ERX

FLIEH EEX

FLISH EZI

FUUEH EDI

RSACONFERENCE
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BA1S e “mpitraffic.pap’ 31..

36 7 Al Aa 41 AT R RS TA T4 2d A5 fe A1 A AL /*

Packets; 13 Displayed: 11 Marked: 0

Bere nt.Frcod

, #RSAC

a fReaisters (FPLU)

HEEEEE] S

TLARESF
FFFO4@E File  Options

A51=FFB B windows Task Manager

Wiew ShutDown  Help

~=1olx]

BE12FEF
BE12FF3
BEE2688E
FLo1628

Applications ~ Processes |PerFUrmance I Metworking I Users I

Profile: Default

FCIEESCS Fa MOU EAX,OWORD PTR S5: [EBP-51 EIP 7CopEgp  (-medsfians I Lesthome I < I Me“’ZL‘"S;DgZI =
TCOBESCE ES MoU DWORD PTR SS: [EBP-181,ESF CB ES 882 | et oo '
FUSH ERX F 1 & pol wscntfy, exe user oa B0 K
Fi: Hal EAR, DWORD PTR S55: [EEF-41 A user oo 2,784 K
FCOBESDZ FC FFFFFFFI MaL DWORD PTR 55: [EBF‘ 4] —1 = A ne e winlogon,exe SYSTEM oo 1,732 K
FLCIEESDD Cis A Tafhc pcap Wikshark 0o
TCSEESDC| 2045 e Edt view Go Capture Analyze Statistics Telephony Tools Help ar.exe user 0z 4,295 K
;EESEEEE Eg:HS Saded JMOCE nes LY EE 2l §0 75 B m Idle Process  SYSTEM 95 16K
FOOBESES| SR |7 warsmat ~ i Eepression. | & cles | f Apely m SYSTEM il K
L No.. Source — nfo - sh.eve LOCAL SERVICE il THOK
EEP:EB%F Eggl - ep petars = hitp [S11] Seqed WIne1630s Lens WSSoldal st exe METWORK SERVICE 00 1,340 K
A5 = e e sk.eve SYSTEM il 8,176 K
TCP "
T et ot rrmees o coe  semm W ek
ggggiaza SEH Bgu: @ netars > http DicK] sﬂuﬂ;&]‘]ﬁ Win=16560 Ler 5y, Exe SYSTEM oo 1,488 K
segnent of o rea
HTTP HTTP/1.1 404 Undescribed u:. t/htwl) EXE SYSTEM 0o S6K =
Ssggig?g SS SS : » TACK] 5 nin-um Le es.exe SYSTEM oo 1,376 K
" . S JBE EXE user il 7,585 K
Ssggigég SS SS :, Frame 6 (250 bytes on wire, 250 bytes captured) “EXE SYSTEM uli] 965 K
> Ethernet II, Src: RealtekU 12:34:56 (52:54:00:12:34:56), Dst: 92:27:fc:57:72:bb (92:27:fc:57:72:bb) ad,
gg:gig%g gg gg :’ Internet Protocol, Src: 192.168.98.2 (192.168.0.2), Dst: 97.74.79.222 (97.74.79, Z;Zl :,E:YEP ﬁz:i 2g 13 EEEE j
88484838 BB BB » Transmission Cnr‘::vvl Prvlv.(lul Src Port: netarx (1848), Dst Port: http (88), Seq: 1, Ack: 1, Len: 196 o o
~ Hypertext Transfer Protoco |
GE4EIEIA| BE B | ev /imeges/Ledmg. php HITPZLINAD w processes from al users wl
Accept: =\
rararred KR W
BE4R4E5E B8 o e g Ml MSIE .07 Mindoes W 513 SV |ePuUsage: 2% Commit Charge: 98140K / 116200
SS:S:SES SS Connection: Keep-Alivenrin =
Ar\n
GEda4a70] AR A0S 5 5 72 b 52 5+ o0 12 34 55 08 00 45 06 LE. -
HiA1e818 86 ec 86 al 40 68 83 66 81 98 cB aB 86 82 61 da ..al
BBIOBEB 4f de 04 10 00 50 9 6a f7 db b5 51 47 e5 50 18 G.P.
BBIOBEB 40 b? ed dd 00 60 47 45 54 20 2f 69 6d 61 67 65 v...W6E T Jimage
8648 73 2f 6c 65 64 2f 68 67 2e 78 68 70 286 48 54 54 s/led, .php HTT
BBIOBS! 50 2f 31 2¢ 31 6d 8a 41 63 63 65 70 74 3a 20 2a P:“l.l{‘.‘: (fe::t: +
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"' Registry Editor =]

F\\E Edit View Favorites Help

bg - 601e77d9.exe

File “iew Debug Plugins

Cptions  Window  Help

(0 smbad
[ sMsveHost ©
(22 Sparrow
(23 Spooler
s
{21 srservice
g
(1] ssoPsRry
[ stisve
{23 swenum
(23 Swere
0 swwd
{2 sym_hi
(23 sym_u3
(23 symca1o
(20 symeaxx
{1 5ysmonLog
(2 Tapises
=3 Tepip

{2 Erum

{7 Linkage
J

{1 Win:
e Parfnin'LI
»

| |

Mamg | Type ‘ Data |
[ab]DeFault) REG_SZ {value not set)

|DataBasePath REG_EXPAND_SZ “%SystemRoot s\ System3zidriversietc
[B8]DeadGWDetectD. ., REG_DWORD 000000001 (1)

Domain REG_5Z

[@8]DontAddDefaulG... REG_DWORD 000000000 (0}
nablelCMPRedr... REG_DWORD 0x00000001 (1) @]
nablsSecurityFll.. REG_DWORD 000000000 (0}

ForwardBruadcasts REG_DWORD 000000000 (0)

Hostname REG_SZ user
[R8PEncbleRouter  REG_DWORD 0x00000000 (0}

NameServer REG_SZ -81
[28] Hostname REG_SZ user «ESF
[ab]searchist REG_SZ
[@8]useDomaintiame...  REG_DWORD 0x00000001 (1) ‘?]

s
35+ Wireshark

plr
Pratacal

TCP
TP
TCP
TCP
TP
TCP
TP
HITE

My Computer\HKEY_LOCAL_MACHINE|SYSTEMICUrrentControlSetiServicesiTepipiParamsters

RSACONFERENCE
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GE4adE12] 6a
GE4a4E20) BE
aE4a4622) 6E
BE4E4E3E) BE
aE4a46233) 6a
GEa4a4640) 60
aE4a4642) 6E
aa4a46560) BE
BE4a4E58) BE
aa4a46806) 6a
GE4a4662) 00
DO4a407R) B0

=S

HEEEEE] S

Wiew ShutDown  Help

EIERHE © windows rosk ronaoer LT
ErErE — Windows Task Manager i m| LI

FFFO4@E File  Options

BE12FEF
BE12FF3

BEE2688E

Applications ~ Processes |PerFUrmance I Metworking I Users I

aefm @0 7F B

G [> Frame 6 (250 bytes on wire, 25 bytes captured)

[FE [ Ethemet IT, Src: Realtekl 12:34:56 (52:54:00:12:34:56), Dst: 92:27:fc:57:72:bb (92:27:4c:57:72:bb)
5@ l’ Internet Protocol, Src: 192,168.0.2 (192.168.0.2), Dst: 97.74.79.222 (97.74.79.222)
» Transmission Control Protocol, Src Port: netarx (1046), Dst Port: http (88), Seq: 1, Ack: 1, Len: 196

EIE 1. wypertext Transfer Protacol
FE | s GET fimages/led/Mg.php HITP/LIAAN

BE [ Accept: */\rin
R [ Accept-Encoding: gzip, deflate\ryn
User-Agent: Mozilla/4.6 (compatible; MSIE 6.6; Windows NT 5.1; S¥1)\r\n
Host: aachristmas.com\rin
Connection: Keep-Alive\rin
add,,,"
6000 92 27 fc 57 72 bb 52 54 00 12 34 56 0B 00 45 00
AA o816 88 ec B6 al 48 68 83 86 81 98 cB a8 BB 62 61 da
f7 db bS5 51 47 e5 50 18

QIE10020 4f de 04 16 00 50 9 6a
6030 40 b0 ed dd 00 00 47 45 54 20 2f 69 6d 61 67 65
BBIBM“ T3 2f 6c 65 64 2f 68 67 2e 78 68 70 20 48 54 54
EE10050 50 2F 31 2e 31 0d 6a 41 63 63 65 70 74 da 20 2a
BARA 76 2a A Aa 41 AT A1 RS 7A T4 2 45 Ae K1 AT AL

File: */tmptraffic.pcap’ 31... Packets: 13 Displayed: 11 Marked: 0

, #RSAC

b
f.....GE T Jinage
s/led/hg .php HTT
P/LLL A coepts *

2% &era nt.Fnead

wy processes from all users

G Image M. [ User n | cru [ mem Usage |
rmage Name Ser Name e Usage -
2P FEklA wuauclk,exe SYSTEM oa 2,420 K
C B ES 862 wscnkfy, exe user uli] 630 K
F 1 C5 8a1 wpabaln.exe user oo 2,784 K
E E ﬁE QEE winlogon,exe SYSTEM Juli] 1,732 K
ar.exe user 0z 4,296 K
m Idle Process  SYSTEM o8 16K
m SYSTEM i} 36K
Info - st.exe LOCAL SERVICE oo Fa0K
netarx > http [SYN] Seq=0 Win=16384 Len=d MSS=146¢ st.exe METWORK SERVICE oa 1,340 K
T T e e 5t.8xe SYSTEM o0 8176 K
sk.exe METWORK SERVICE 00 1,626 K
e e e e st.exe SYSTEM il 1,308 K
netarx > hitp [ACK] Seq=197 Ack=1566 Win=16566 Ler 5y Exe SYSTEM i} 1,488 K
NP2 3 304 Undescribed—(texe/hiat) exe SYSTEM 00 sk
P, Tcp netarx > htg [ACK] saw Ack=1893 Win=16234 Ler e5,exe SYSTEM oo 1,376 K
= JBGEXE user i} 7,586 K
“EXE SYSTEM i} 965 K
=d.exe user Juli] 520K
RELRYR LISRE nn 13,457 K J

End Process |

|cPU Usage: 2%

Cornmit Charge: 93140K [ 11620C 2

Prafile: Default H
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New Malware

» Allyears

40,000,000 ~

|

» Last 10 years

Igiiloi

= New Malware

» Last5years

» Last 24 months

» Last 12 months

i
B

30,000,000

20,000,000

10,000,000
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Automated Malware Analysis

Aka sandbox

Automation is great!

analysts do not need to look at each sample by hand
(debugger)

only way to stem flood of samples and get scalability
can handle zero day threats (signature less defense)

Implemented as instrumented execution environment
run program and observe its activity
make determination whether code is malicious or not

RSACONFERENCE >
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Automated Malware Analysis

Not all sandboxes are equal!

It is easy to build a sandbox,

it is hard to build an effective sandbox!

Lawrence Orans
“The Executive's Guide to Cyberthreats”
(Gartner Symposium, October 2013)

RSACONFERENCE o #Rsac D [ast
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» Ask your vendor questions about their sandbox
» what files are supported (executables, documents, more ...)
» how effective is classification of malicious behaviors
» how effective is sandbox in eliciting behaviors (evasion!)

RSACONFERENCE
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» Anubis: ANalyzing Unknown BlnarieS %
(dynamic malware analysis environment)

RSACONFERENCE ~ .
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Automated Malware Analysis

Anubis: ANalyzing Unknown BlnarieS %

(dynamic malware analysis environment)
based on system/CPU emulator (Qemu)
can see every instruction!
monitors system activity from the outside (stealthier)
requires mechanisms to handle semantic gap
general platform on which additional components can be built
supports dynamic data flow analysis (taint tracking)

RSACONFERENCE >
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curity Blog  Mark Russinovich -Cw 5 g Fre

E ‘ Sample | ‘
Home ; News Team Infos . Reports IE‘.e:LaI:\é Links

Anubis: Analyzing Unknown Binaries _

Welcome to Anubis

This service is still in a testing phase. Please understand that there might be errors and bugs.

Anubis is a service for analyzing malware. Submit your Windows executable and receive an analysis report telling you what it does.

— Notification
Choose how you want to receive the analysis report.
® Web browser The analysis result will be displayed in your browser as soon as it is ready.

O Email We email you a link to the analysis result. For this type of notification, please enter your email-address here:
™ |

—Choose the executable file

Choose the file that you want to analyze. The file must be a Windows executable. (details)

File (max. BMB): no file selected

—Get a priority boost

ktwt =[]

Enter the code that you see in the image on the left and your submission will be analyzed before all automatic submissions.

Anubis Version: 1.63.0

RSACONFERENCE
EUROPE 2013 L A
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4

cally  Bx1BE87A47S

callg  Bx16867A4h4

cally  AxlARA7EZHE

RSACONFERENCE
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;o svmbol stub for: _open

: svmbol ztub for: _read

v svmbol stub for: _cloze

y H#RSAC

chip L
je
xor L
Mo
xorl
callg
mio L
testl
i=
leqq
mosq
mio L
mosg
moee 1
callg
mosg
moee 1
moee 1
callg
cmp L
jle

$ExAC , Hebo
Ax1888a81 21e
kesi Kesi
Hrls Ardi
KeQx  Kedx

Bx188878475 v svmbol stub for:

xeqx , krilad

KeQx  Kedx

Ax1RE8af 21e

Bxf 11178 Mrbp ), Mrox
Mo, Bxf ff f fecBXrbp
$6xPAAAAAAEE , Hedx
Hroxkrsi

Xeqx  Kedi

B 188870404 v svmbol stub for:

Hrox,.krla
xeqx , Krildd
wrlad,sadi

Bx18068YH2h6 y svmbol stub for:

$8:82 , Hr13d
Bx1AEREF 21e

D last

VM Engine versus CPU Emulation

_apen

_read

_Cclose



» Data tainting
» iIf any byte of any input value is tainted, then all bytes of the
output are tainted

(e.g., add %eax, %ebx)

» Address tainting

» In addition, if any byte of any input value that is involved in
the address computation of a source memory operand is
tainted, then the output is tainted

(e.g., mov %eax, (Yoecx, %ebx, 2))

RSACONFERENCE soac ~ .
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Evasions
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» Malware authors are not stupid
» they got the news that sandboxes are all the rage now
» since the code is executed, malware authors have options ..

» Evasion

» develop code that exhibits no malicious behavior in
sandbox, but that infects the intended target

» can be achieved in various ways

RSACONFERENCE
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Evasion

Malware can detect underlying runtime environment
differences between virtualized and bare metal environment
checks based on system (CPU) features
artifacts in the operating system

Malware can detect signs of specific analysis environments
checks based on operating system artifacts (files, processes, ...)

Malware can avoid being analyzed
tricks in making code run that analysis system does not see
wait until someone clicks something
time out analysis before any interesting behaviors are revealed
simple sleeps, but more sophisticated implementations possible

RSACONFERENCE >
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Evasion

? Mal'Packer 1.2'Private for

Menu | Buy Private Yersion |

| |Compress File
| |autostart
| |%OR Encrypt

Use Other Stub [Private]
| |External Stub

| |Change Icon

RSACONFERENCE > .
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PXCrypter 1.1 Fully undetected

“» PXC lyptpl 1.1 blnld 231

@ Input Filename:
| I | Browse |
@ ] Change lcon
@ Icon Filename:
| ' Browse
@ Adv Settings
[] Anti Virtuslization (Microsoft VPC MMuware VitualBox)
DAn!l Debug [Ulbcbg,Solt Ice |DA Generic Debuggers)
@ [ Melt on exit
@ [ Start Hidden (withaut GUI)
@ [ Try to Unpack the Executable before Crypting
UPX Packing Mode [Automatic [Recommended) \g] O
Overlay Detection/Processing 'Aulomatic [Recommended) VJ (7]
Injection T arget [ Default Self (Recommended) \(I O
Delay [U | Seconds @
Private Yersion for Current Customers

, #RSAC
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5
File to Spread and Stub to us Main Options

File to Mass Spread Enable LAM Spread P2P Spread 7zip Spread Enable Antis
Stub To Lse Removable Digk Spread IM Spread Disable Regedit te Cookies
Add To Startup Block Wehsites Disable CMD Disable Tsk manage
@ InjectFile {.exe files) @ Drop File (Any File) w4 Build Worm
Other Functions
. Open Website when Worm is ran wwww. website.com

TR YO | =xcample.com/list_of_apps. bt W Download and run a file BN In e e i

. Show a message Message to show when your worm is ran
M Bearshare M eDonkey [ eMule [l Grokster [l 1c0 W . .

W Lmewire [ Frostwire [l Morpheus [l Shareaza [ Tesla [ Winmx Removable Disk Spread Options
W Checkal Spreads your worm on LUSE Drives, CDs, DVDs and Portable Hard Drives Automatically

IM Auto-5p

Spreads your worm by sending messages to contacts on multiple popular IM Client's
I

[} ead [l Yahoo! Spread W skype Spread

Add your worm to startup - Allowing your worm to run on every boot
Hey yo checkout this amazing program I just downloaded!

. exampl.commyfie.exe Drop Fie s
il nl == = a W (o HI Microsoft Configuration Software

Antis

tehaits Blocke
Terminates the worm if it found in any of the selected environment's SRl

3 Websites by editing the HOSTS file of anyone who runs your Waorm
B ThreatExpert [l Wireshark W sandboxie [l Anubis W Blodk virusTotal [l Blodk Jotti [l Blodk NovirusThanks [l Blodk Clamay
. Block Google . Block Yahoo . Block Kaspersky . Block Malwarebytes

RSACONFERENCE >
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» Insufficient support from hardware for virtualization

» J. Robin and C. Irvine: Analysis of the Intel Pentium’s Ability
to Support a Secure Virtual Machine Monitor; Usenix
Security Symposium, 2000

» famous RedPill code snippet

Joanna Rutkowska

Swallowing the Red Pill is more or less equivalent to the following
code (returns non zero when in Matrix):

int swallow redpill () {
unsigned char m[2+44], rpill[] = "\x0f\x01\x0d\x00\x00\x00\x00\xc3";
*{ {unsigned*)&rpill[3]) = (unsigned)m;
((void(*)())&rpill)();
return (m[5]>0xd0) 2 1 : O;:
}
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Detect Runtime Environment

Insufficient support from hardware for virtualization

J. Robin and C. Irvine: Analysis of the Intel Pentium’s Ability
to Support a Secure Virtual Machine Monitor; Usenix
Security Symposium, 2000

famous RedPill code snippet

hardware assisted virtualization (Intel-VT and AMD-V) helps
but systems can still be detected due to timing differences
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Detect Runtime Environment

CPU bugs or unfaithful emulation
iInvalid opcode exception, incorrect debug exception, ...

later automated in: R. Paleari, L. Martignoni, G. Roglia, D.
Bruschi: A fistful of red-pills: How to automatically generate
procedures to detect CPU emulators; Usenix Workshop on
Offensive Technologies (WOQOT), 2009

recently, we have seen malware make use of (obscure)
math instructions

The question is ... can malware really assume that a
generic virtual machine implies an automated malware
analysis system?
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» Check Windows XP Product ID
HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductID

» Check for specific user name, process names, hard disk names
HKLM\ SYSTEM\ CURRENTCONTROLSET\SERVICES\DISK\ENUM

» Check for unexpected loaded DLLs or Mutex hames
» Check for color of background pixel

» Check of presence of 3-button mouse, keyboard layout, ...
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= LCMAL « PRI IL T

LLext:00481E39 loc_A4O01E39:
.text:A0481E39

text:-A84B1E3D mou
text:88481E3F

.text:00481E3F loc_4B1E3F:
text:-a84B1E3F mou
text:08481E45

.text:00LB1EAS loc_4B1ELS:

text:ooha1E4S push
Ltext:80481ELE call
-text-00401ELE cmp

text:08481ELE
-text:08481ELE
-text:@8481E4E
text:08481ELE
-text:08481ELE

.text:00401ES8 jz
-text B8481ESA cmp
.text:A04B1EGL jz
-text-00481E66 cmp
.text:A04B81E7A jz

text:d04MET2

textiao481EY2 loc_401EY2:
text:08481E72

_text-ARLBAAIFTF2 riafar

RSACONFERENCE
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eax, [ebp-27@h]

[ebp-178h], eax

dword
dword
duord

short
dword
cshort
duword
short

CODE XREF: .text:@8401DCCT]
-text:@0481Dc3tj

CODE XREF: .text:ﬂﬂhﬂ1DD1Tj

CODE XREF: .text:ﬂﬂhﬂ1EEBTj

ptr [ebp-16Ch]
ptr [ebp-34h]
ptr [ebp-17Bh], "awmy® ;

loc_481E9S

search known sandbozes®
substring in registry key value
vbox

qemnu

umuwa

ptr [ebp-1¥Bh], "xobu’

loc_4E81E9S

ptr [ebp-17¥Bh], ‘umeq’

loc_481E9S

CODE XREF: .text:88481D55Tj
.text:@0481D6DTj ...
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Detect Analysis Engine

Enigma Group's Hacking Forum

HOME FORUMS EXTRA DONATIONS LOGIN  REGISTER

User Info News

Welcome, Guest. Please |ogin or register. Need a hash cracked? Use the Enigma
Did you miss your activation email? Group Hash Cracker! It's the largest hash
January 31, 2013, 02:42:53 PM library on the interwebz.

] Jroeer ] Loon |

Login with username, password and session length Forum Stats

Search: [ Advanced search e

Latest Member: young12dre

Enigma Group's Hacking Forum | Hacking | Undetection Techniques | [C++] Anti-Sandbox
= previous next »

Pages: [1] & T

i Author Topic: [C++] Anti-Sandbox (Read 2487 times)

blink_212 r [C+4] Anti-Sandbox

Global Moderator
Veteran

1—;::_1'_ This is basicly a combination of my old work, and some other code have ported over from VB. Tl release the current source for what im
— working an somewhere else... @

« on: January 28, 2011, 01:46:21 AM = 0

Posts: 1438
+ Respect: +6 Code: [Select]
bool detectiandboxichar* exeMame, char* user)d
EG Fanatic. JJ Uzed fox detecting sandboxe:. So far it devecks
JJ Araabis, B, Sarbelt, Sandboxie, Momman, Windail.

chazt str = awelame
char * pch:

HMD snd:

ifl [end = Findlindow("FandboxielontrollindClass", WIOLL)) 14
Teturn true: ff Detected Sandbomie.

RSACONFERENCE >
EUROPE 2013 W #Rsac last



Detect Analysis Engine

Enigma Group's Hacking Forum

if{ (snd = FindWindow ("SandboxieControlWndClass", NULL)}} }{
return true; // Detected Sandboxie.

} else if( (pch = strstr (str,"sample")) || (user == "andy"} || (user == "Andy"} ) {
return true; // Detected Anubis sandbox.

} else if( (exeName == "C:\file.exe") ){
return true; // Detected Sunbelt sandbox.

} else if( (user == "currentuser"} || (user == "Currentuser"} }{
return true; // Detected Norman Sandbox.

} else if( (user == "Schmidti"™)} || (user == "schmidti™} }{

return true; // Detected CW Sandbox.

} else if({ (snd = FindWindow ("Afx:400000:0", NULL)} }{
return true; // Detected WinJail Sandbox.

} else {
return false;
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» Open window and wait for user to click

» Only do bad things after system reboots

» system could catch the fact that malware tried to make itself
persistent

» Only run before / after specific dates
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SYSTEMTIME SystemTime;

DisableThreadLibraryCalls (hdll);
GetSystemTime (&SystemTime) ;
result = SystemTime.wMonth;
if (SystemTime.wDay + 100 * (SystemTime.wMonth + 100 * (unsigned int)SystemTime.wYear)

>= 20120101)

uintg8 t* pmain image = (uint8_t*)GetModuleHandlel (0):
IMAGE DOS HEARDER *pdos_header = (IMAGE DOS_ HEADER*)pmain image;
IMAGE NT HEADERS *pnt_header = \

(IMAGE NT HEADERS¥*) (pdos_header->e_lfanew + pmain image);
uintg8 t* entryPoint = pmain image + pnt_ header->OptionalHeader.AddressOfEntryPoint;
result = VirtualProtect (entryPoint, 0x10u, 0x40u, &fl10ldProtect):

if (result)

{
entryPoint[0]
entryPoint([1]
entryPoint[2]
entryPoint[3]
entryPoint[4]

= 0OxES9;
(uint8_t) ((uinté_t *)loadShelliCode - entryPoint - 5);

(uintg_t) (((uint8_t *)loadShellCode - entryPoint
(uint8 t) (((uint8_t *)loadShellCode - entryPoint
(uint8_t) (((uint8_t *)loadShellCode - entryPoint

result = VirtualProtect ((LPVOID)entryPoint, 0x10u, f10ldProtect,

RSACONFERENCE
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- 5) >> 8):
- 5) >> 16);
- 5) >> 24);
&f101dProtect);
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Avoid Monitoring

Escape 32-bit address space (on 64-bit Windows)
32-bit Windows processes actually live in 64-bit address
space
code can modify segment register to point outside “normal”
32-bit address space

Windows uses this trick to call 64-bit system calls from 32-bit
code (basically, 32-bit system calls are trampolines to 64-bit
versions)

malware uses this to bypass systems that monitor 32-bit
addresses of system calls
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» Sleep for a while (analysis systems have time-outs)
> typically, a few minutes will do this

» “Sleep” in a smarter way (stalling code — example on
the next slide)
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unsigned count, tick;

1

2

3 void helper() {

4 tick = GetTickCount ();
5 tick++;

6 tick++;

7 tick = GetTickCount ();
8

count=0x1;
do {
helper () ;
count++;
} while (count!=0xedelcl);

16 }
Figure 1. Stalling code found in real-world malware (W32.DelflInj)
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Handling Evasions
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What can we do about evasion?

One key evasive technique relies on checking for
specific values in the environment (triggers)
we can randomize these values, if we know about them
we can detect (and bypass) triggers automatically &%
s
Another key technique relies on timing out the

sandbox
we can automatically profile code execution and recognize
stalling
RSACONFERENCE W #sC N last
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Bypassing Triggers N

ldea
explore multiple execution paths of executable under test
exploration is driven by monitoring how program uses inputs

system should also provide information under which circumstances
a certain action is triggered

Approach

track “interesting” input when it is read by the program

whenever a control flow decision is encountered that uses such
input, two possible paths can be followed

save snapshot of current process and continue along first branch
later, revert back to stored snapshot and explore alternative branch

RSACONFERENCE >
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»  Tracking input

» we already know how to do this (tainting)

»  Snapshots

» we know how to find control flow decision points (branches)

» snapshots are generated by saving the content of the process’ virtual
address space (of course, only used parts)

> restoring works by overwriting current address space with stored image

»  Explore alternative branch
> restore process memory image

» set the tainted operand (register or memory location) to a value that reverts
branch condition

» let the process continue to run
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous
calculations

x = read input();

y = 2*x + 1;

check (y) ;
\\X

print ( = %d, x");

void check (int magic) {
if (magic != 47)
exit ()

}
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous
calculations

x=0

¥ :
X = read input();
y = + 1;

X
check(y
print (%

4

) ;
x = %d, x");

void check (int magic) {

if (magic != 47)
exit () ;
)
RSACONFERENCE ~ .
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous
calculations

x=0

read input();

Yo = * L

volid check(int mawic) {
if (magxtT != 47)
exit () ;

}
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous
calculations

Xx=0x¥ .
= read_input(); e >
Yoo 22x + 1;

if (magxtT != 47)
exit () ;

}
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous
calculations

Xx=0¥

read input();

y = x4 1

if (magxtT != 47)
exit () ;

}

RSACONFERENCE
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» Unfortunately, it is not that easy

» when only rewriting the operand of the branch, process state
can become inconsistent

» input value might have been copied or used in previous

calculations

x=0 .
= read_input(); e
Y= Zx + 1
Check4y) magic = 47
print (“x = %d, ) ;

exit(); printf (“x = %d”,x);
void check (int magic) { - This prints x=0!
if (magxtT != 47)
exit(); We have to remember that y depends on x,
} and that magic depends ony.
RSACONFERENCE
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Bypassing Triggers N

Tracking of input must be extended

whenever a tainted value is copied to a new location, we must
remember this relationship

whenever a tainted value is used as input in a calculation, we must
remember the relationship between the input and the result

Constraint set

for every operation on tainted data, a constraint is added that
captures relationship between input operands and result

can be used to perform consistent memory updates when exploring
alternative paths

provides immediate information about condition under which path

Is selected
RSACONFERENCE >
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» Constraint Set

x = read input();

y = 2*x + 1;
check (y) ;

print (“x = %d, x”);

void check (int magic) {

if (magic != 47)
exit ();
}
RSACONFERENCE
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» Constraint Set

Xx=0 ¥

x = read input();

void check (int magic) {

if (magic != 47)
exit ();
}
RSACONFERENCE
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X == input
y==2"x+1
magic ==y
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» Constraint Set

x=0 ¥ ~~ . .
x = read input();
Vo 2+ L
check (y)=

print (“x = $dNx”)

void Check(int magic) {

if (magic '= 47) "
exit (),
}
RSACONFERENCE
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X == input
y==2*+1
magic ==y

.~ magic == 47
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» Constraint Set

x=0 .
x = read input();
V.= 2*x + 1;
check (y )+
print ("x = $d\Xx")

void check (int magic).}“ﬁ

if (magic '= 47) "
exit () ;
}
RSACONFERENCE
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X == input
y==2"x+1
magic ==y

.~ magic == 47

solve for alternative

.....,._.'branch

S
y == magic == 47
X ==input == 23

Now, print outputs “x = 23”

D lastline



» Path constraints

» capture effects of conditional branch operations on tainted

variables

» added to constraint set for certain path

x = read input();

if (x > 10)
if (x < 15)
interesting () ;

exit ()

RSACONFERENCE
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X <=10 \(>10

Xx>10 x > 10
X <15 x>=15
interesting() ; exit () ;
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Bypassing Triggers

L}
per

308 malicious executables

large variety of viruses, worms, bots, Trojan horses, ...

Additional code is likely
for error handling

Interesting input sources Additional code coverage

Check for Internet connectivity 20 none 136
Check for mutex object 116 0% - 10% 21
Check for existence of file 79 10% - 50% 71
Check for registry entry 74 50% - 200% 37
Read current time 134 > 200% 43
Read from file 106 Relevant behavior:
Read from network 134 time-triggers

filename checks
bot commands
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» Mitigate stalling loops

1. detect that program does not make progress
7. passive mode

»find loop that is currently executing

» reduce logging for this loop (until exit)
2. active mode

»when reduced logging is not sufficient
» actively interrupt loop

» Progress checks
» based on system calls

» too many failures, too few, always the same, ...
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» Finding code blocks (white list)
for which logging should be reduced

>
>
>
>

build dynamic control flow graph
run loop detection algorithm
identify live blocks and call edges
identify first (closest) active loop
(loop still in progress)

mark all regions reachable from
this loop

v
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EUROPE 2013 L A

Function f

\.'Ne-': cal. '@

,éurrent
Code Bloc

~~~~~ O

Function m Function g
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» Interrupt loop
» find conditional jump that leads out of white-listed region
» simply invert it the next time control flow passes by

» Problem
» program might later use variables that were written by loop
but that do not have the proper value and falil

» Solution
» mark all memory locations (variables) written by loop body
» dynamically track all variables that are marked (taint analysis)

» whenever program uses such variable, extract slice that computes
this value, run it, and plug in proper value into original execution
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EUROPE 2013

D ipti # 1 % # AV famili .
XTon | Thamps | & = . 1,552 / 6,237 stalling samples
base run 29,102 — 1329 " .
stalling 0,826 | 33.8% 620 reveal additional behavior
loop found | 6,237 | 214% 425 - At least 543 had obvious signs
of malicious (deliberate) stalling
Descrinti Passive Active
escription #samples | % | # AV families | # samples | % | # AV families

Runs total 3,770 - 319 2,467 — 231
Added behavior (any activity) 1,003 26.6% 119 549 22.3% 105
~Added file activity 919 | 25.2% 113 359 | 14.6% 79

- Added network activity 444 11.8% 52 108 4.4% 31

- Added GUI activity 2 0.6% 15 260 | 10.5% 51

- Added process activity 499 13.2% 55 90 3.6% 41

- Added registry activity 561 14.9% 82 184 7.5% 52

- Exception cases 21 0.6% 13 273 11.1% 48
Ignored (possibly random) activity 1,447 38.4% 128 276 11.2% 72

- Exception cases 0 0.0% 0 82 3.3% 27
No new behavior 1,320 35.0% 225 1,642 66.6% 174

- Exception cases 0 0.0% 0 277 11.2% 63

® & .
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Conclusions

Malware is key component in many security threats on
the Internet
Automated analysis of malicious code faces number of
challenges

evasion is one critical challenge!

Types of evasion
detect analysis environment
detect analysis system
avoid analysis

We shouldn’t simply give up, it is possible to address
certain techniques in very general ways
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Thank youl!

Christopher Kruegel
Lastline Inc. / UCSB

chris@lastline.com
http://www.lastline.com

#RSAC



