
#RSAC Session ID: 

Session Classification: 

Chris Eng 

MBS-T08 
Intermediate 

THOUSANDS OF APPS CAN'T BE WRONG: 
MOBILE APPLICATION ANALYSIS AT SCALE 

Vice President, Research 



#RSAC #RSAC 

Agenda 

►State of Mobility in the Enterprise 

►Understanding Attacks on the Mobile Security Stack 

►Strategies for Securing in a Mobile World 

►Q&A 
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State of Mobility in 
the Enterprise 
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Air Travel Weather Traffic Maps 

What mobile apps did you use to 

plan for this conference? 
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Top Weather Apps 

80% have location permissions or monitor the 

device’s location 

 

96% interact with other types of Sensitive Data 

 32% access system log files 

 

7% have access to the contact list 
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Top Traffic Apps 

60% have location permissions or monitor the 

device’s location 

 

46% interact with other types of Sensitive Data 

  

26% have access to the contact list 
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My Phone is My Digital Life 
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1http://www.gartner.com/newsroom/id/2153215 
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Top Apps Expose Sensitive Data 
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Where Does App Data Go? 
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How many of you used 

these apps on devices you 

also use for business? 
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You Are Not Alone 

11%  
agencies have 

a BYOD policy 

today3 

36%  
of companies 

have a BYOD 

policy 4 

2 

821 Million 
smart devices 

purchased 

worldwide in 20121 

1 http://www.gartner.com/newsroom/id/2227215 
2 http://www.gartner.com/newsroom/id/2466615 
3 MobileWorkExchange “Federal Mobile Workforce Trends” 
4 http://www.zdnet.com/cisco-bt-survey-only-36-percent-of-companies-have-a-byod-policy-7000016432/ 

50%  
employers will 

require BYOD 

by 20172 
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2013 Enterprise Challenge:  

A Balancing Act 

Security 

Development 

IT 
Employee 

• Ease of use 

• Unfettered access to any 

application, any device 

• Productivity & freedom 

above anything else 

• Create new code faster 

• Use existing third-party code 

and libraries to gain speed 

advantage 

• Use cool new languages 

and frameworks 

• Insight 

• Control 

• Data Security 

• Employee 

Privacy 
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Understanding 
Attacks on the Mobile 
Security Stack 
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Every Mobile Layer is Attackable 
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Infrastructure Example 
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Hardware Example 
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Operating System Example 

http://bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/ 

http://bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/
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Application Example 
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Without Application Security… 

…Adversary tactics 
 Utilize unprotected app credentials for on-device & 

traditional network attack 
 

 Exfiltrate sensitive application & OS level information from 
mobile device 

• Contact list, text messages, unprotected app data 

 

 Any apps data is vulnerable to these attacks, without 
additional security controls 

 

 User and applications not aware of malicious behavior 
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Strategies for 
Securing in a Mobile 
World 
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Enterprise Mobile Development 

http://www.appcelerator.com.s3.amazonaws.com/pdf/developer-survey-Q2-2013.pdf 
http://www.chupamobile.com/blog/2012/06/18/chupamobile-survey-shows-that-50-of-mobile-
developers-use-3rd-parties-components-to-build-their-apps/ 

Use of third party components in 
mobile apps 

APP PRODUCER 

Mobile SDLC: 

Volume: 10-100s of apps 

Speed: New apps every quarter 

Choice: Developer driven 
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Employee Mobile Apps 

APP CONSUMER 

BYOD (or BYOA): 

Volume: Thousands of apps 

 

Speed: New apps every day 

Choice: Employee Driven 

http://www.nielsen.com/us/en/reports/2013/mobile-consumer-
report-february-2013.html 

Which apps do people use? 

74% 

48% 

84% 

61% 

85% 

14% 

43% 

45% 

54% 

58% 

0% 50% 100%

Productivity

Weather

Maps/Navigation/
Search

Games

Social Networking

UK US
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Dual Focus Required to Manage Risks 
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Spectrum of Enterprise Risks 
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What Can We Do About  

Mobile Application Risks? 

Understand the vulnerabilities, risky behavior 

and malicious code present in mobile apps. 
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Android Vulnerability Prevalence 

Veracode State of Software Security Report Volume 5 

Percentage of Apps Affected 
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iOS Vulnerability Prevalence 

Percentage of Apps Affected 

Veracode State of Software Security Report Volume 5 
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Flashlight Apps 

MARS Analysis Feb 2013 

Suspicious App 

Behavior 
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It’s Not Malware! 

► Check if device is an emulator 

► Seeks to become super user 

► Launch Java processes via command line 

► Enabling or loading Javascript on Webviews 

► Reads Android system logs 

► Monitors contact list 

► Time delay code structures 

► Send SMS messages 

However, it asked for many permissions: 

Its code did some odd things: 

MARS Analysis Feb 2013 
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… and it sends data to many places 

MARS Analysis Feb 2013 

Should this app be 

on your phone? 
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Good News: It Improved Over Time 

Feb Jun Oct 

Suspicious 

Benign 

Malicious 

Brightest Flashlight FreeTM 

Testing 

once isn’t 

enough 
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What Can We Do About  

Mobile Application Risks? 

Understand the vulnerabilities, risky behavior 

and malicious code present in mobile apps. 

 

Detect which mobile apps violate enterprise 

policy quickly and efficiently. 
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Detecting Vulnerabilities, Risky Behaviors & 

Malicious Code 

Learn from the Past 

Static 

Analysis 

Behavioral Dynamic 

Analysis 

Advanced 

Machine 

Learning 

Signatures 

Signatures 

Basic Heuristics 

Signatures 

Manual Testing 
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What Can We Do About  

Mobile Application Risks? 

Understand the vulnerabilities, risky behavior 

and malicious code present in mobile apps. 

 

Detect which mobile apps violate enterprise 

policy quickly and efficiently. 

 

Act intelligently to mitigate risk and protect data. 
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Enterprises Act Through Control Points 

Mobile Device Management (MDM) 

 

Mobile Application Management (MAM) 

 

Enterprise App Stores 

 

App Wrapping 

 

 

 BUT INTELLIGENCE IS REQUIRED! 

Mobile App Policies: 

 Customize employee risk 

profiles 

 Conduct app risk analysis 

 Encourage use of lower 

risk apps 

 Keep testing! (once is not 

enough) 
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Enterprises Act Through Control Points 

Enterprise Developers 

 

Outsourced Developers 

 

 

SDLC 

BUT INTELLIGENCE IS REQUIRED! 

Code Defensively: 

 Assume device storage is 

insecure 

 Don’t ask for more permissions 

or data than you need 

 Don’t trust the other mobile 

layers to always do the right thing 

 Test early and often 
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A Safer 

Mobile Path 
Behavioral 

Analysis 

Malware 

Detection 

Vulnerability 

Analysis 
+ + = Enterprise 

Control Points + 

The Path Forward 
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Thank you! 

Chris Eng 

Veracode 

ceng@veracode.com 

 

 
@chriseng 


