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Your talking point bullet text here

By 2017, 
40% of enterprise 

contact information 
will have leaked into 

Facebook via employees' 
increased use of mobile 

device collaboration 
applications.
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► HYPERCONNECTIVITY

1. “mobile”	
  is	
  the	
  ecosystem	
  of	
  
devices	
  interac7ng	
  with	
  each	
  other.

2. CISOs	
  will	
  take	
  advantage	
  of	
  the	
  vast	
  
amounts	
  of	
  geo-­‐loca7on	
  data	
  
to	
  build	
  business	
  informa7on	
  
security	
  experience	
  programs.	
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2. 
Data Tsunami
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VOLUME
VELOCITY
VALUE
VARIETY
VERIFICATION
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By 2015, Big Data demand will 
reach 4.4 million jobs globally, 

but only 1/3 of those jobs will be 
filled.
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1. Clear	
  achievable	
  security	
  project	
  goals	
  will	
  
help	
  to	
  align	
  business	
  needs	
  to	
  data	
  
opportuni7es.

2. Sensible,	
  adaptable	
  data	
  strategy	
  and	
  data	
  
governance	
  rules	
  will	
  help	
  share	
  valuable	
  
data.	
  	
  

3. Most	
  data	
  security	
  projects	
  will	
  be	
  ongoing	
  &	
  
itera7ve.	
  Ini7al	
  data	
  assump7ons	
  &	
  objec7ves	
  
will	
  need	
  to	
  be	
  reviewed	
  frequently

►DATA TSUNAMI
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3. 
Truly Virtual Money
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►TRULY VIRTUAL MONEY

1. Security	
  around	
  financial	
  
transac7ons	
  will	
  be	
  user	
  and	
  
company	
  friendly.

2. Mechanisms	
  to	
  handle	
  incidents	
  and	
  
theK	
  will	
  be	
  simple	
  and	
  effec7ve.
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4. 
Internet of Things



#RSAC



#RSAC

+50% of internet 
connections 

=> things
(M2M)
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• 2011: 
 15 billion connected things / 
 50 billion intermittent connections.

• 2020: 
 30 billion connected things / 
 200 billion intermittent connections. 

• Key technologies: embedded sensors, 
image recognition and NFC.
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• Wearable smart electronics in shoes, tattoos 
and accessories will emerge as $10 billion 
industry by 2016.
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09/26/11Test	
  of	
  a	
  Footer	
  -­‐	
  EXECUTIVE	
  EDUCATION	
  -­‐	
  2010
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►IoT

1. Sensor	
  security	
  design	
  is	
  vital	
  for	
  the	
  
trust	
  &	
  value.

2. Sensor	
  hacks	
  are	
  real.
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5. 
Personalized 
Privacy
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“But why should I worry 
about privacy?

I have nothing to hide.”
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►PERSONALIZED PRIVACY

1. Security	
  professionals	
  keep	
  inves7ng	
  
in	
  people	
  awareness	
  on	
  privacy	
  rules	
  
and	
  risks

2. Data	
  Protec7on	
  Authori7es	
  will	
  
ac7vely	
  deal	
  with	
  privacy	
  breaches.
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6. 
Personalized 
eLearning
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►PERSONALIZED ELEARNING

1. Sharing	
  security	
  learning	
  experiences	
  
is	
  easy	
  &	
  effec7ve.

2. Security	
  cer7fica7ons	
  with	
  CPE	
  &	
  
ethical	
  obliga7ons	
  are	
  proper	
  proof	
  
towards	
  the	
  outside	
  world.
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7. 
Private Memory
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Total recall
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Eternal sunshine of the spotless mind
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► PRIVATE MEMORY

1. Security	
  on	
  archives	
  is	
  cri7cal,	
  based	
  
on	
  its	
  value.

2. Risk	
  of	
  changing	
  or	
  stealing	
  memory	
  
is	
  real.
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8. 
Printing of Things
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► PRINTING OF THINGS

1. Security	
  reviews	
  on	
  purchased	
  
devices	
  and	
  materials	
  are	
  vital.

2. Challenges	
  on	
  controls	
  of	
  the	
  
authen7city	
  and	
  quality	
  of	
  designs,	
  
raw	
  materials	
  and	
  end	
  products	
  are	
  
“the	
  standard”.
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9. 
Augmented Reality
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#RSAC►AUGMENTED REALITY

1. Security	
  solu7ons	
  accommodate	
  &	
  
op7mize	
  touch,	
  swipe,	
  voice	
  experiences	
  
to	
  obtain	
  a	
  strong	
  visual	
  security	
  
presence

2. Augmented	
  reality	
  builds	
  real	
  
rela7onships	
  with	
  user	
  &	
  customer	
  
expecta7ons	
  on	
  various	
  plaSorms.	
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10. 
Advanced eHealth
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► HIS 2013 report
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► ADVANCED eHEALTH

1. eHealth	
  is	
  successful	
  based	
  on	
  
security	
  built	
  in	
  the	
  design	
  and	
  
implementa7on	
  of	
  core	
  applica7ons.

2. Pa7ents,	
  doctors,	
  hospitals	
  and	
  
governments	
  agree	
  on	
  a	
  secure	
  and	
  
auditable	
  informa7on	
  exchange	
  
conven7on.
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In summary
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Source:  COBIT® 5, figure 15. © 2012 ISACA®  All rights reserved.
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Principles,	
  policies	
  &	
  frameworks
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Services,	
  Infrastructure,	
  Applica9ons



#RSAC

Processes
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Informa9on
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▶ Organisa9onal	
  structure	
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Culture,	
  Ethics,	
  Behaviour
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People,	
  Skills,	
  Competencies
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Your security is as 
strong …

… as its weakest link
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www.isaca.org/knowledgecenter

http://www.isaca.org/knowledgecenter
http://www.isaca.org/knowledgecenter


Thank	
  you!
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