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About ENISA 

 

 

• European Union Network and Information Security 
Agency 

– gives advice on information security issues 

– to national authorities, EU institutions, citizens, businesses 

– acts as a forum for sharing good NIS practices 

– facilitates information exchange and collaboration 

• Set up in 2004, new mandate in 2013 for 7 more years. 

• Seat in Heraklion and office in Athens.  

• Around 35 security experts and 25 staff.  

• ENISA has an advisory role (not operational) and the 
focus is on prevention and preparedness.  
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o Set up by EU legislation for very specific technical, 
scientific or managerial tasks.  

o For example: 

o ENISA – European Network and Information Security 
Agency 

o CFCA - Community Fisheries Control Agency 

o EASA - European Aviation Safety Agency  

o ECDC - European Center for Disease Prevention and Control 

o EEA - European Environment agency 

o Et cetera.  

About the EU agencies 
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Network and Information Security Legislation in the EU 
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Let’s go back to summer 2011  
Diginotar (operation black tulip)  
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Background: HTTPS is not working 

• Public key cryptography is great – but PKI is cumbersome. 

• The most widely used form of PKI (HTTPS) is not user-
friendly and insecure (600 single points of failure).   

• Scale of exploitation?  

• Matt Blaze http://www.crypto.com/blog/spycerts : 
“Products appear sophisticated, mature, and mass-
produced… an active vendor community”  

• About CA’s: “a surprisingly large number of root 
authorities, from tiny, obscure businesses to various 
national governments” 

• Moxie Marlinspike http://blog.thoughtcrime.org/ssl-and-
the-future-of-authenticity : Repeated hacks of CAs, and 
do you even need to hack?   

http://www.crypto.com/blog/spycerts
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
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http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
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MITM on 300.000 Iranians 

For several weeks in August 2011 
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Dutch e-Government offline  

For several weeks in September 2011 
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Impact timeline 
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Security 
breach at 
Diginotar 

Privacy breach 
in Iran 

Outage in the 
Netherlands 

July 2011 
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September 2011 
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• Bankruptcy for Diginotar  

• Vasco estimates losses at around 4 million euros 

• Vasco acquired Diginotar for 12 million euros  
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• Dutch e-Gov offline for millions of users for several weeks 

• Dutch state claims 9 million euros in damages 
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Mikko Hyppönen: “It is plausible that people died.” 
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… after the incident response?  
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Technical discussions about PKI/HTTPS 

• Google removes OCSP from Chrome (snapping seatbelt) 

• Discussion about revising PKI, the role of CAs, and 
HTTPS? 

– DNSSEC, DANE, Convergence, TACK 

– ENISA criticises HTTPS and CAs  

• And a strong push for security legislation … 
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… fearsome information security legislation 
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Our customers 
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Political reaction on Diginotar 

• CERT network worked well in the incident response phase 

• Aart Jochem (NCSC): “PKI crisis is still ongoing”.  

 

• No incident notification/reporting obligations for Diginotar 

• Weak legal grounds for the government to intervene 

– Only because Diginotar was also a CA for qualified electronic 
signatures (a government scheme) 

• Breach at a small firm had severe impact abroad.  

 

• New regulation 

– Extending Article 13a to etrust/esig providers 

– Extending also to other critical sectors 



www.enisa.europa.eu 18 

SBN Regulation  

• Vulnerabilities of HTTPS 

• Surveillance by CAs 

• CAs get breached 

• No incentive for security 

• Security breach regulation (SBN) 
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Proposed NIS directive 
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Part is based on Article 13a   
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Security processes in the regulations 

 

 

 

 

 

 

 

 

 

 

 

 

• Supervised by a national authority (regulator, DPA, etc.) 

in collaboration with regulators abroad (single market) 
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Information flows in the regulations 

Network or 
service 

provider

Competent 
national 
authority

National authorities abroad, ENISA and EC

1

4

Public
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 Security measures 

 Notification

 Informing

 Summary reporting
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Security breach articles in EU legislation  

Network or 
service 

provider

Competent 
national 
authority

National authorities abroad, ENISA and ENISA

Art 13a, Art 4, 
Art 15, Art 31, Art 14

Art 13a, Art 15, Art 14

Victims

Public

Art 4
Art 32

Art 13a, Art 15, 
Art 14

Art 13a, Art 4, 
Art 15, Art 30, Art 14

Art 13a, Art 4, 
Art 15, Art 30, Art 14

- Art 13a of the Framework directive. 

- Art 4 of the e-Privacy directive. 

- Art 30, 31, 32 of the proposed Data  
protection regulation. 

- Art 15 of the proposed regulation on e-
signatures and e-identities

- Art 14 of the proposed NIS directive

Art 13a, Art 4
Art 15, Art 14

Art 13a, Art 15, 
Art 14
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Overlapping regulation  

  

 

 

 

 

 

 

• Personal data breach = Security breach with impact on 
personal data 

Security breaches 

Article 4 Article 13a 
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Article 4 – a joint responsibility 

21 
15 DPA

NRA

Authorities on personal data breaches in the telecom sector 
(Article 4 of the e-Privacy directive) across the EU 

*) DPA – Data protection authority, NRA - telecom regulator  
**) In some countries NRAs and DPAs share or split responsibility 
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One security breach framework 

 

 

 

 

• ENISA should 

– Support Information exchange mechanisms 

– Bridge between DPAs and ‘regulators’ 

– Develop Single reporting template 

• Article 13a, Article 4, Article 30,31 of the proposed DB 
regulation, Article 15 of the  
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How to supervise security measures? 

Provider

Governing body

Provider Provider Provider Provider Provider ProviderProvider Provider

User
User

User
User

User
User

User
User

User
User

User
User

User
User

User
User

Sector

Security requirements

Compliance evidence

State or federation of states
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Security processes in the regulations 

 

 

 

 

 

 

 

 

 

 

 

 

• Supervised by a national authority (regulator, DPA, etc.) 

in collaboration with regulators abroad (single market) 
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Changing security best practices 

• Often an a-posteriori judgement 

 

• Rapidly changing technology and attacker capabilities 

 

– EU Carbon emmissions trading scheme 

 

– High roller 
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Which are appropriate security measures 

• Proportionate to the risks 

 

• Primarily the risks for the users, customers, et cetera 

– Enterprise risk mgmt frameworks are not fully appliccable 

 

• Hard: to define a-priori what is appropriate 

 

• Feasible: Trying to move the sector faster forward 

– Use the example and best-practices of frontrunners 

– Exchange information and establish best practices 

– Flexible supervision for a diverse sector 

 

• And analyse incident reports 

– Follow-up after major incidents 
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A bit like curling 
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Tool for supervising Security Measures 

• Neutral standard/structure 

• Adopted by many national authorities 

• Structure for supervision 

– Interviews, questionnaires, guidance 

– Mapped to international standards 
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Article 13a Security measures 
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One size does not fit all 
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Incident reporting: annual reporting 2013 

18 9 

1 

Number of countries reporting
significant incidents

Number of countries reporting
no significant incidents

Number of countries without

Article 13a implementation

In 2012:  

• …for the second time, national authorities reported about 
major outages in the e-comms sector 
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Annual reporting 2013 

One of the few tangible outcomes of Article 13a 

79 major outages reported 

 

• Annual report 40 pages with statistical data, diagrams 

and some conclusions.  

• No mentioning of single countries,  

• No mentioning of single incidents or providers.  

• Hardly any conclusions: it is a starting point for 
discussions with regulators 
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Examples of major outages (2012) 

• Overload caused VoIP outages (hours, thousands, system 
failure) 

– Change t network solution, voice over IP service were lost for 400 000 users. Basically the 
IMS  became overloaded as a result of too many simultaneous registrations of customer 
devices. The provider had to limit registrations and was handling full traffic again after 14 
hours. 

• Faulty upgrade halted IP-base traffic (hours, millions, human 
error) 
– An upgrade in a core router went seriously wrong, and caused a drop of all IP based traffic 

for the provider causing many services to go down, including the emergency number 112. 
This incident led to an outage of 17 hours affecting 3 million users.  

• DDoS attacks on DNS affected mobile Internet (hours, millions, 
malicious attack) 

– A series of Distributed Denial of Service attacks targeted a provider’s domain name 
service. Up to 2,5 million mobile Internet users were affected during 1-2 hours.  

• Big storm affecting power supply causing large scale outage 
(days, millions, natural disaster) 

– A severe storm hit several countries. The storm had a major impact on the power grid 
infrastructure and to a limited extent also on mobile network equipment (like mobile base 
stations). As a result around a million users were without mobile communication services 
for 24 hours, and in some cases up to two weeks.  
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Hardware, software failures most common 
cause 

Detailed causes (percentages per service) 
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From reporting to recommendations 

• Update, issue recommendations on security measures together 
with Article 13a expert group and industry experts.  

 

• In 2013 we are addressing two topics: 

– National roaming* 

– Power supply dependencies* 

– Resilience of interconnections 

• In 2014 we plan to address 

– Dependencies on IT equipment/vendors 

– Audit training for regulators 

 

 

 

*) these topics follow directly from the annual reporting 
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Proposed NIS directive 
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Scope? 
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ENISA’s activities on cloud security 

• Supporting the EC 

– EU cloud strategy 

– EU cloud partnership 

• Working with industry (CERT-SIG)  

– Transparency and trust 

– Role of cloud certification 

– Implementing legislation 

 

• Listing cloud certification schemes 

• Meta-model for cloud certification schemes and cloud 
security requirements 

– Facilitate cloud procurement  
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Discussion topics 

• Sharing without scaring?  
– “Heavy fines and bureaucracy for every single breach!! That will teach them!!”  

– Increase transparency/knowledge about incidents/vulnerabilities.  

– How to incentivize reporting?  (anonimity/immunity for reporters, fines/sanctions 
for not reporting –not for incidents, Corporate culture , return value)  

– Sharing lessons learnt!  (look beyond competition?).  

• From telegraphs/telephony, to PCs/smartphones?  

– Services in scope? Blackberry, Social media, Cloud computing?  Skype? Whatsapp?  
– IXPs, registries, registrars  

– Lower end of the cloud stack 

• Role of certification and (external) audits   
– Soft, self-regulaton?  

– Self-assessments?  

– Procurement guidelines/rules? 

– Impact on competition?  
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Contact us, work with us 

 

 

 

Marnix Dekker marnix.dekker@enisa.europa.eu 

 

ENISA website: http://www.enisa.europa.eu  

 

Follow ENISA’s twitter @enisa_eu feed: https://twitter.com/enisa_eu 
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